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ARDS AND NORTH DOWN EOROUGH COUNCIL

18 June 2024
Dear Sir/Madam
You are hereby invited to attend a meeting of the Audit Committee of the Ards and

MNarth Down Borough Council which will be held the Council Offices, 2 Church Street,
MNewtownards on Monday, 24 June 2024 commencing at 7.00pm.

Yours faithfully

Susie McCullough
Chief Executive

Ards and North Down Borough Council
AGENDA

1. Apologies
2. Chairman’s Remarks
3. Declarations of Interest

Reports for Noting:

4. Matters Arising from Previous Meetings
a) Committee Minutes from 19 March 2024 (attached)
b) Follow-up Actions (report attached)

5. Corporate Governance
a) Statements of Assurance Report (report attached)
b) Corporate Risk Register
c) Performance Improvement Update (report attached)

6. External Audit
a) Draft Audit Strategy (attached)

7. Internal Audit
a) Annual Report 202324 (attached)
b) Annual Plan 2024/25 (attached)
c) Progress Report 2024/25 (attached)

8. Any Other Notified Business



Circulated For information:

Planning Fraud Risks | Northern Ireland Audit Office (niauditoffice.gov.uk)

Internal Fraud Risks | Northern Ireland Audit Office (niauditoffice.gov.uk)

Grant Fraud Risks | Northern Ireland Audit Office (niauditoffice.gov.uk)

Procurement Fraud risk guide

(niauditoffice.gov.uk)

ITEMS 9 - 12 **IN CONFIDENCE***

Reports for Noting:

Morthern Ireland Audit Office

9. Single Tender Actions Update (report attached)

10. Fraud, Whistleblowing and Data-protection matters (verbal update)

11. Draft Financial Statements (report attached)

12. Meeting with NI Audit Office & Internal Audit Service in the absence of

Management (verbal update)

MEMBERSHIP OF AUDIT COMMITTEE (11 MEMBERS)
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Alderman Armstrong-Cotter

Councillor McCollum (Vice Chair)

Alderman Harbinson

Councillor McKee

Councillor Ashe

Councillor McLaren

Councillor Cochrane

Councillor Thompson

Councillor Hollywood (Chair)

Councillor Wray

Mr P Cummings




Back to Agenda

ARDS AND NORTH DOWN BEOROUGH COUNCIL

A meeting of the Audit Committee was held at the Council Chamber, Church Street,
Newtownards, on Tuesday 19 March 2024 at 7.00pm.

PRESENT: -

In the Chair: Councillor McLaren

Aldermen: McAlpine

Councillors: Cochrane Mckee
Hollywood  Wray
MeCollum

Independent Member: Mr P Cummings

In Attendance:
Deloitte — N Sammon
Deloitte — S Bonar

Officers: Chief Executive (S Reid), Director of Corporate Services (M
Steele), Head of Finance (S Grieve), and Democratic Services
Officer (P Foster)

1. APOLOGIES

The Chairman (Councillor McLaren) sought apologies at this stage.

Apologies were received from Councillors Ashe and MacArthur.

Apologies for lateness were recorded for Alderman Armstrong-Cotter and Mr Brian
O'Meill (NIAD).

NOTED.

2. CHAIRMAN'S REMARKS

The Chairman welcomed everyone to the meeting including the internal auditors
from Deloitte. Continuing she commented that this was the first Audit Committee
being fully held in person without the Zoom facility, and as such she welcomed
seeing everyone back to the Council Chamber. Councillor McLaren also
acknowledged that this would be the Chief Executive's last meeting with the Audit
Committee prior to his retirement and she took the opportunity to wish him well on
his endeavours.
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The Chief Executive thanked the Chairman for her comments.

NOTED.
3. DECLARATIONS OF INTEREST

The Chairman asked for any Declarations of Interest and none were declared.

NOTED.

4. MATTERS ARISING FROM PREVIOUS MEETINGS

{a) Audit Committee Minutes from December 2023
PREVIOUSLY CIRCULATED:- Copy of the above minutes.

AGREED TO RECOMMEND, on the proposal of Councillor Wray, seconded by
Councillor Hollywood, that the minutes be noted.

(b) Follow-Up Actions

PREVIOUSLY CIRCULATED:- Report from the Director of Corporate Services
stating that in line with best practice, the purpose of this report was to make the Audit
Committee aware of the status of outstanding recommendations or any outstanding
actions from the previous Audit Committee meetings.

There was one item from the previous committee which had now been aclioned.

September 2023
6b  Reporttothose charged « Update on progress in Director of Verbal update
with governance respect of compensation Corporate at Committee
for the vesting of William  Services
Street site
December 2023
6b  Audit and Assessment  « Review Terms of Director of ' Due June
Report Reference of both Audit  Corporate 2024
Committee and Services

Corporate Services
Committee in respect of
reporting Performance
Improvement matters
« Drafting of formal Head of Due
communications strategy Communications = December
and Marketing 2024
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Finance Service Review « User consultation in Head of Finance Due
connection with new September
financial management 2024
system

RECOMMENDED that Council notes the report.

The Director of Corporate Services guided members through the report highlighting
the salient points within it. He provided members with an update on the William
Street vesting matter which he noted had been a significant issue raised within last
year's Audit report. He advised that there had been much interaction between
solicitors and a final Statutory Declaration had been issue to the D3SO on 14 March
2024, Following that it was hoped to bring the matter to a positive conclusion.

Councillor McCollum sought confirmation that the Statutory Declaration would be
sufficient to satisfy all parties.

In response the Director of Corporate Services replied no but added that from the
Council’s solicitor's point of view they were content.

AGREED TO RECOMMEND, on the proposal of Councillor Cochrane, seconded
by Councillor McKee, that the recommendation be adopted.

5. EXTERNAL AUDIT
(a)  Draft Audit Strateqy (Appendix |)

As Mr O'Neill from the Northern Ireland Audit Office (NIAO) had been unable to
attend the meeting, it was suggested that the matter was deferred,

AGREED TO RECOMMEND, on the proposal of Alderman McAlpine, seconded
by Councillor McKee, that the matter be deferred.

6. INTERNAL AUDIT

Ga) Internal Audit Progress Report 2023/24 (Appendix Il)

PREVIOUSLY CIRCULATED:- Report from Deloitte detailing the Audit Progress to
date for 2023/24.

RECOMMEDED that the report be noted.

Ms N Sammon (Deloitte) guided members through the report highlighting the
Summary Status of the 2023/24 Plan and Progress to Date. Members were advised
that 10 reports were now complete out a total of 13. Ms Sammon added that four of
those reports were being presented at this meeting. It was further noted that the
three outstanding reports were up for review in the near future.

3

Back to Agenda



Back to Agenda

AC.19.03.2024PM

In respect of those Outstanding Recommendations members were advised that
there were 45 Open |ssues at the previous Audit Committee meeting. Eight issues
had been added to the Tracker and nine had subsequently been closed. By way of a
verbal update Ms Sammon reported that since the publication of the report there
were now 43 Open Issues with 17 Partially Implemented.

Queries from members were sought at this stage.

Alderman McAlpine expressed disappointment at the apparent lack of progress
which had been made.

The Director of Corporate Services commented that it was important for officers to
consider the narrative behind each of the Priority findings highlighted. By way of
example he stated that while the Business Continuity Plan was in place there had
not as yet been any opportunity to roll out training. Continuing he advised that in
December 2023 a significant amount of Findings had been closed off.

The Head of Finance added thal officers were working through Policies and
Outstanding Recommendations, with five Finance Policies now approved and two
remaining outstanding. He added that the two challenging Policies were Travel &
Subsistence and Employee Payments particularly as they would need to be
consulted on by the various Trade Unions. Members were advised that officers were
endeavouring to work through this.

Alderman McAlpine noted that on further investigation some of the Qutstanding
Recommendations had been ongoing for a couple of years and as such she would
have some concern that not as much progress was being made as there could be.

Concurring with Alderman McAlpine’s comments Mr Cummings agreed that the
outstanding Travel & Subsistence review had been ongoing for a considerable length
of time. As this one particularly stood out for him he indicated that he would like to
see progress on this.

The Head of Finance commented that there were a number of significant issues
around this however he reiterated that he would endeavour to have a draft Policy
available for the next meeting of the Audit Committee.

Referring to the Outstanding Recommendations associated with the HR Recruitment
& Retention Policy, Councillor McCollum noted that three Target Dates had been
scored out with a new date of 31.03.2025 now set. She suggested consideration of
those outstanding issues were prioritised particularly as recruitment and retention
problems continued to persist within the Council.

At this stage the Director of Corporate Services commented on the significant
amount of documentation within HR which would need to be brought together to
create a Workforce Strategy. Continuing he advised that this piece of work had to be
reprioritised due to competing work pressures and the need to close off any
outstanding Priority One recommendations.
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In response to a query from Councillor McCollum about who made the judgement
over whether something should be classed as Priority One or Two, the Director of
Corporate Services confirmed that was considered by the Auditors. However he
agreed with the Auditors that this one was not a Priority One risk and was content
with its classification as a Priority Two recommendation.

AGREED TO RECOMMEND, on the proposal of Councillor McKee, seconded by
Councillor Wray, that the recommendation be adopted.

(i) PCSP Review (Appendix Iil)

PREVIOUSLY CIRCULATED:- Copy of the above report from Deloitte.

Councillor Hollywood proposed, seconded by Councillor Cochrane, that the
recommendation be adopted.

The proposer, Councillor Hollywood commented on the poor attendance at a recent
PCSP training event adding that he would have some concerns about that. He asked
what form the training had taken, whether it had been face to face or online. He also
asked if any alternative dates had been offered or presentation materials made
available to those members unable to attend.

The Chairman recalled that only four members out of the 21 members had attended
the training session, referred to by Councillor Hollywood.

The Director of Corporate Services commented that as this had been highlighted as
an issue it would need to be investigated further.

Commenting as one of the members who attended the training session, Councillor
Wray reported that it had been based around ‘Outcome Based Accountability’ and
while it had not been mandatory training he suggested many members may have
already undertaken such training, hence the low turnout. Continuing he welcomed
the report before them adding that he was content the issues raised were
manageable.

AGREED TO RECOMMEND, on the proposal of Councillor Hollywood,
seconded by Councillor Cochrane, that the report be noted.

(i) Labour Market Partnership Review (Appendix IV)
PREVIOUSLY CIRCULATED:- Copy of the above report from Deloitte.

AGREED TO RECOMMEND, on the proposal of Councillor McKee, seconded by
Councillor Cochrane, that the report be noted.
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(iii) Dog Licensing Review (Appendix V)

PREVIOUSLY CIRCULATED:- Copy of the above report from Deloitte.
The Chaiman invited Ms Sammeon from Deloitte to speak to the report.

Ms Sammon (Deloitte) highlighted the salient points and audit priorities within the
report commenting that it had considered the Council's responsibilities under The
Dogs (M1) Order 1983. She reported that there were four Priority 3 recommendations
identified with an overall satisfactory level of assurance given. Queries from
members were sought at this stage.

Referring to concessionary dog licensing fees, Councillor Hollywood asked what
evidence was sought.

Ms Sammon noted there were three Concessionary license fees available for
applicants who were:

* In receipt of income-related benefits;
= Applying for a dog who had been neutered,
» Those over 65 who had already availed of their free dog licenses

It was recommended that Council Management should liaise with its counterparts in
other Councils to determine whether it was possible to validate income-related
benefits, prior to the issue of a discounted license.

AGREED TO RECOMMEND, on the proposal of Councillor McCollum,
seconded by Councillor McKee, that the report be noted.

(iv) Events Management Review (Appendix VI)
PREVIOUSLY CIRCULATED:- Copy of the above report from Deloitte.

The Chairman invited Ms Sammon from Deloitte to speak to the report,

Ms Sammon (Deloitte) highlighted the salient points and audit priorities within the
report and noted there were five Priority 3 recommendations with an overall
satisfactory level of assurance given. Ms Sammon provided members with a brief
synopsis of each of those Priority findings before seeking queries from members.

Councillor McCollum noted one of the recommendations around Event Debriefing
and agreed this was a useful exercise to be undertaken by all those involved with the
event. Important issues such as liability, challenges during the event and lessons to
be learnt could all be discussed post-event. As such she asked how information from
those debriefing events could be made accessible, for example could they be
included in some form of handbook or be downloaded.

Ms Bonar suggested that would be a matter for Council Management to consider
going forwards,
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The Head of Finance indicated that he would feed those comments back to the
relevant Head of Service for further consideration.

At this stage Councillor Wray noted the success last year's events had been for the
Council, however he commented that he did have some concerns in respect of the
tendering process for trade stalls to attend Council events.

Ms Sammon advised that the Internal Audit was undertaken primarily to consider
Events Planning and Budgeting. Any tendering exercises undertaken as part of an
event was not considered as part of the Audit process.

Councillor Wray asked if feedback from members of the general public had been
considered as part of the overall Audit scope.

In response Ms Sammon confirmed that the Audit had taken into consideration the
post event procedures and processes rather than public feedback.

AGREED TO RECOMMEND, on the proposal of Councillor Wray, seconded by
Councillor McCollum, that the report be noted.

6b) Annual Assurance Statement (Appendix VII)

PREVIOUSLY CIRCULATED:- Report from Deloitte detailing its statement on the
overall adequacy and effectiveness of Ards and North Down Borough Council's
framework of governance, risk management and internal control as it operated
during the year to 31 March 2024 (FY2023/24).

RECOMMEDED that the report be noted.
The Chairman invited Ms Bonar from Deloitte to speak to the report.

Ms Bonar (Deloitte) provided members with an overview of the report highlighting the
salient points within it. Members were advised that their reporting process ensured
that all issues identified as part of the assurance Internal Audits were categorised as
being either a Priority 1, 2, or 3. Currently there were no Priority 1 issues, four
Priority 2 issues and 19 Priority 3 issues. |t was further noted that some Audits were
still ongoing and as such the report would be updated in due course. Referring
members to Page 6 of the report, Ms Bonar advised that based upon the conclusions
of their work during the year 1 April 2023 to 13 March 2024, a satisfactory level of
assurance in relation to the Council's arrangements for governance, risk
management and control was provided to the Chief Executive .It was however noted
that there remained a significant number of Internal Recommendations that had to
be fully implemented.

Councillor McCollum expressed delight that there were no new Priority 1
recommendations and continuing she sought clarification on how close the Council
was to closing off those remaining outstanding Internal Recommendations.

Ms Bonar commented that it was difficult to say adding that it was a question
regularly raised by clients. She added that they preferred to base their decisions

T
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upon whether or not every element within each recommendation had been
completed. All details she commented were included within the attached Appendix
and included all current and previous target dates with context provided as to why
some of those targets had been missed.

AGREED TO RECOMMEND, on the proposal of Councillor McKee, seconded by
Councillor Cochrane, that the recommendation be adopted.

6c) Internal Audit Plan 2024/25 (Appendix VIII)

PREVIOUSLY CIRCULATED:- Report from Deloitte detailing its draft Internal Audit
Plan for 2024/25.

RECOMMEDED that the report be noted.

Ms Bonar (Deloitte) guided members through the report and highlighted the salient
points contained within it. She informed members that the last Internal Audit Plan
was approved in March 2023. It was noted that a significant amount of work went
into the planning process including taking into account what was happening within
the sector itself. Queries from members were sought at this stage and none were put
forward.

AGREED TO RECOMMEND, on the proposal of Councillor Wray, seconded by
Councillor Hollywood, that the recommendation be adopted.

7. CORPORATE GOVERNANCE

7a) Corporate Risk Register (Appendix |X)

PREVIOUSLY CIRCULATED:- Report from the Director of Corporate Services
detailing that the redesign of the Corporate Risk Register (CRR) was reported to the
Committee in September 2023. The redesign incorporated improved headline Risk
descriptions aligned to the achievement of strategic priorities, associated risk
categories and assignment of the Risk Appetite agreed by Council. There were
currently 18 Corporate Risks, those were identified during the July 2023 CLT / HOST
workshop facilitated by Deloitte. Each Corporate Risk now had named Risk Leads to
assist with the oversight, management and reporting of risks in line with the
Corporate Risk Strategy. As members would be aware, the Corporate Risk Register
(CRR) was a live document which was amended as required. The attached CRR
reflected the status as of 27 February 2024,

Further Development

Work continued to develop the Corporate Risk Register with the aim of improving
assurance and reporting detail capability. Risk detail and actions plans were
currently in development with the updated and revised register to be reported to
Audit in June 2024.

RECOMMENDED that Council note the report.
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The Director of Corporate Services guided members through the report highlighting
the salient points within it. He took the opportunity to remind members that the CRR
was a live document and one which was reviewed by the Council’'s Corporate
Leadership Team and Heads of Service.

In response to a query from Councillor McCollum, the Director guided members
through the headings at the top of the CRR and explained their rationale.

Referring to CRRS, Council's Ability to meet Net Zero Targets, Councillor Wray
sought clarification on whether those were Council targets or Northern Ireland wide
targets.

In response the Director indicated that the Council's target was to action those
targets laid out within the relevant legislation.

As a member of the Council's Environment Committee, Councillor Wray was of the
opinion that the Council was doing well in respect of its Net Zero targets. As such he
believe that Northern Ireland and indeed all of Europe needed to be doing more to
achieve those targets. Continuing he referred to CRR16 which was around failure to
fulfil the Council's statutory obligations under the Burial Grounds Regulations (NI)
1992 regarding the provision of burial space. He noted that this was a Category 5
Inherent Risk adding that clearly there was work there which needed to be carried
out in the not too distant future.

The Director of Corporate Services commented that the risk was that of failure of the
Council to meet its statutory obligations and categorised as a five which flagged up
the need for a full plan to be put into place to fulfil those obligations.

At this stage Alderman McAlpine asked if all members of the Council's Corporate
Leadership Team adopted the same approach when it came to mitigations presented
in the CRR. She added that would be important for a level of consistency to be
maintained when managing any risks.

In response the Director of Corporate Services suggested that it could be a case of
‘Apples versus Oranges’ but he advised that there was a linkage in the middle of the
process in the form of the Risk Manager who reviewed and challenged the members
of the Corporate Leadership Team on those matters. Continuing he stated that once
the CRR was completely up and running he would be looking to report on matters
such as this and include any changes which had taken place in scoring and provide
an update on actions.

Alderman McAlpine stated that what she would be looking for would be to establish if
the action had been taken and if it was then completed. However if there were any
issues which remained as work in progress those in her opinion remained a risk. She
added that consistency across the board would be useful.

AGREED TO RECOMMEMD, on the proposal of Councillor McCollum,
seconded by Alderman McAlpine, that the recommendation be adopted.
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8. MEETING SCHEDULE AND WORKPLAN 2024/25 (FILE AUDO02)

PREVIOUSLY CIRCULATED:- Report from the Director of Corporate Services
stating that in order lo assist the Committee with its oversight responsibilities a
suggested meeting schedule and work plan has been prepared.

Meeting Date | Agenda ltems

24 June 2024 Draft Financial Statements Review
Governance Statement Review
Statements of Assurance Update
Review of Terms of Reference
Internal Audit Strategic and Annual Plan

Performance Improvement Progress

23 September 2024

Audited Financial Statements Approval

 Draft Report to those charged with
Governance

¢ [nternal Audit Recommendations follow-up

« Corporate Risk Register Review

= Policy Status Review

16 December 2024 e Final Report to Those charged with
Governance
« Final Audit Letter
« Improvement Audit and Assessment
Reports
e Interim Statements of Assurance Update
Performance Improvement Progress
Internal Audit Contract Review

24 March 2025 Annual Internal Audit Report

Draft Internal Audit Plan for 2023/24
Review of Corporate Risk Register
Internal Audit Recommendations follow-up
Internal Audit Plan 2024/25

Meeting Schedule and work plan 2025/26

In addition, there were standing items on the agenda:

Follow-up actions from previous committee meetings
Outstanding Audit Recommendations Follow-up
Performance Improvement Progress

Internal Audit Update

Single Tender Action Update

Fraud, whistleblowing and data breaches update

& & & & # @

RECOMMENDED that Council notes the report.
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At this stage the Director of Corporate Services drew members attention to the
seclion highlighted in yellow within the report which was around Performance
Improvement Progress. Referring to Item 4B considered earlier in the meeting he
noted a follow up action from the previous Committee meeting about a review of the
terms of reference in respect of the Performance Improvement Progress. He added
that as there had been queries around whether that should be reported to this
Committee or the Corporate Services Committee, that was why it had been
highlighted in yellow in the report.

Councillor McCollum asked if there could be an argument for bringing those
outcomes to both Committees, going to Corporate Services first before coming
before the Audit Committee even if just for noting.

The Director of Corporate Services indicated that the member's comments would be
taken on board.

AGREED TO RECOMMEND, on the proposal of Councillor McKee, seconded by
Councillor McCollum, that the recommendation be adopted.

9. ANY OTHER NOTIFIED BUSINESS

The Chaimman advised that there were no items of Any Other Notified Business.
NOTED.
EXCLUSION OF PUBLIC/PRESS

AGREED TO RECOMMEND, on the proposal of Councillor Cochrane, seconded
by Councillor McCollum, that the public/press be excluded during the
discussion of the undernoted items of confidential business.

10. SINGLE TENDER ACTIONS UPDATE (FILE 231329)

***IN COMMITTEE™™

3. Exemption: relating to the financial or business affairs of any particular
person

Council was asked to note that there had been no single tender awards since the
previous Audit Committee meeting.

The recommendation was adopted.

11
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11. FRAUD, WHISTLEBLOWING AND DATA-PROTECTION
MATTERS

***IN COMMITTEE*™™*

NOT FOR PUBLICATION SCHEDULE 6 — INFORMATION RELATING TO THE
FINANCIAL OR BUSINESS AFFAIRS OF ANY PARTICULAR PERSON
(INCLUDING THE COUNCIL HOLDNG THAT INFORMATION)

(Councillor Wray left the meeting at this stage — 8.14pm)

12. MEETING WITH NI AUDIT OFFICE & INTERNAL AUDIT
SERVICE IN THE ABSENCE OF MANAGEMENT

***IN COMMITTEE***
NOT FOR PUEBLICATION SCHEDULE 6 - INFORMATION RELATING TO THE

FINANCIAL OR BUSINESS AFFAIRS OF ANY PARTICULAR PERSON
(INCLUDING THE COUNCIL HOLDNG THAT INFORMATION)

RE-ADMITTANCE OF PUBLIC AND PRESS

AGREED TO RECOMMEND, on the proposal of Councillor Cochrane, seconded
by Councillor McCollum, that the public/press be re-admitted to the meeting.

TERMINATION OF MEETING

The meeting terminated at 8.16pm.

12
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Unclassified
ITEM 4b
Ards and North Down Borough Council
Report Classification  Unclassified
Council/lCommittee  Audit Committee
Date of Meeting 24 June 2024
Responsible Director  Director of Corporate Services
Responsible Head of
service
Date of Report 12 June 2024
File Reference AUDOD2
Legislation Local Government (Accounts and Audit) Regulations
2015
Section 75 Compliant  Yes [ No [ Mot Applicable
Subject Follow up actions from previous meetings - Action
Register
Attachments Appendix 1

In line with best practice, the purpose of this report is to make the Audit Committee
aware of the status of outstanding recommendations or any outstanding actions from
the previous Audit Committee meetings.

There was one item from the previous committee which has now been actioned.

RECOMMENDATION

It is recommended that Council notes the report.

Page 1of 4
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Unclassified
Appendix 1
September 2023
6b  Reportto those charged « Update on progress in ~ Director of Werbal update
with governance respect of compensation ~Corporate at Committee
for the vesting of William  Services
Street site
December 2023
Gb Audit and Assessment  Review Terms of Director of
Repont Reference of both Audit  Corporate
Committee and Services
Corporate Services
Committee in respect of
reporting Performance
Improvement matters
» Drafting of formal Head of Due
communications strategy Communications = December
and Marketing | 2024
7c Finance Service Review « User consultation in Head of Finance
connection with new
financial management
system
March 2024
Ga Internal Audit Progress « Prepare draft Travel and Head of Finance
Report Employee Payments

policies for consultation.

As part of the review of the scheme of delegation, the terms of reference for all
committees has been reviewed. As a result of the action point above performance
improvement matters have been removed from the Audit Committee areas of
responsibility as they were already included in the terms of reference for the Corporate
Services Committee. The revised terms are included in the appendix.

Draft policies for Sustainable Travel and Expenses and Employee Payments have now
been drafted by the Head of Finance. These will now be consulted on with both the
Head of Human Resources and Organisational Development and the Director of
Corporate Services before going through the normal consultation process with Staff
Consultative Committee and the Trades Unions and then being presented to Council

for approval,

Page 2 of 4
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Unclassified

Audit Committee Terms of Reference
Authority

Under the Local Government Act (Morthern Ireland) 2014 11 (1) “for the purpose of
discharging any functions in pursuance of arrangements made under this part (a) a
Council may appoint a committee of the council ...Subject to this Act the number of
members of a committee appointed under subsection (1), their term of office and the
area (if restricted) within which the committee is to exercise its authority must be fixed
by the appointing council ..”

Overall Purpose and Objectives

The Audit Committee will assist Council in fulfilling its oversight responsibilities and
has primary responsibility for overseeing the governance process. The Committee will
agree and annual work plan which will include the review of the system of internal
control and management of risks; the financial reporting process, the audit process
and the Council's processes for monitoring compliance with laws and regulations and
compliance with its own Standing Orders, policies and procedures.

In reaching its decisions the Audit Committee will have due regard to its impact on,
and implications for the Council’'s commitment to ensuring equality of opportunity and,
where possible and practicable, to ensure that the actions of the Committee are
proactive in this respect.

The Committee is a significant committee of the Council and is independent of all other
operational committees of the Council. The Committee will report to Council and
accordingly Council authorises the Committee, within the scope of its responsibilities,
to:

= Seek any information it requires from any Council employee or external party,
= Obtain external legal or professional advice as appropriate,

+ Ensure the attendance of Council Officers at meetings as appropriate;

= Approve the annual governance statement and financial statements;

+ Receive reports from the external auditor (in respect of financial and
performance improvement audits) and the internal auditor;

= Approve the appointment of an Internal Auditor and receive regular reports
therefrom;

+ Receive notification of all significant Whistleblowing or Data Protection
incidents.

« Receive progress reports & any investigation reports as part of the Council's
Fraud Response Plan into any significant incident of potential Fraud, Bribery or
Caorruption.

«  Regularly meet with the External and Internal Auditors in the absence of
management and no less than once per year in line with best practice,

Page 3of 4
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Unclassified

Correspondingly, all employees are directed by Council to co-operate with any request
made by the Committee.

Membership
The Audit Committee will comprise:
+ 10 Members who are appointed by Council for a four-year term for the purposes

of continuity of expertise and knowledge plus one independent member,
appointed through public advertisement;

+  Membership should not include Mayor, Deputy Mayor, chairs of Committees or
Sub-committees.

= Council will nominate the Chair of the Committee in accordance with the
procedures for appointing positions of responsibility.

Meetings

The Audit Committee will meet quarterly in Church Street, Newtownards at 7.00pm
in March, June, September and December or January.

Special meetings may be convened as required,

The Chief Executive, Director of Corporate Services and Head of Finance will attend
all meetings.

External and Internal Auditors will be invited to attend all meetings and the Audit
Committee can invite other persons as it deems necessary, who may be asked to
make presentations to the Committee as appropriate.

The Audit Committee will comply with the Council’s standing orders.

Page 4 of 4
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Unclassified
ITEM 5a

Ards and North Down Borough Council

Report Classification  Unclassified

Exemption Reason Mot Applicable

Council/Committee  Audit Committee

Date of Meeting 24 June 2024

Responsible Director  Director of Corporate Services

Responsible Head of Head of Administration

Service

Date of Report 10 June 2024

File Reference SOAL

Legislation Local Government (Accounts and Audit) Regulations

2015
Local Government Finance Act (Morthern Ireland) 2011

Local Government (Accounts and Audit) Regulations
(Morthern Ireland) 2015

Section 75 Compliant = Yes [ No O Other [
f other, please add comment below:

Subject Statements of Assurance to 31 March 2024

Attachments

In accordance with the Council's Risk Management Strategy, Heads of Service are
required to provide Statements of Assurance. Assurance Statements comprise 4

main sections to be completed by each Head of Service following consultation with
each of their Service Units. Period of this report, 1 October 2023 - 31 March 2024,

Findings

General — Identification of Risk, Monitoring and Control measures

Mo key issues have been declared as not having appropriate internal contrals in
place beyond those which have been identified by audit and are being worked
through as part of management actions. All Services have confirmed that any risks
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identified have appropriate internal contrals and any further actions taken, or to be
taken, to adequately mitigate or resolve the risk have been identified.

The Corporate Risk Register is reviewed by the Heads of Service Team and
Corporate Leadership Team, assigning owners for each of the Risks.

Section 1 — Strategic and Operational Risk Management

Services report appropriate controls are currently in place and have identified
satisfactory actions to review, monitor, control, mitigate and resolve issues, where
appropriate.

Administration has reported that The Digital Strategy has identified the EDRMS as a
priority workstream and that the existing paper files pose a risk. A filing
rationalisation project is underway to ensure that Council is retaining records in
accordance with our Retention and Disposal Schedule,

HR and Organisational Development has reported that an absence management
action plan is in place and an Absence Dashboard has been developed to be
presented to CLT and HOST on a quarterly basis.

Parks and Cemeteries have reported that cemetery grave spaces are running low,
resolution of this issue is being progressed by the Cemetery Provision Project board.

Planning have escalated a service risk regarding the Local Development Plan
timetabling of independent examination and ongoing issues associated with statutory
consultees to the Strategic Planning Group (Department for Infrastructure) to the
Corporate Risk Register.

Tourism have reported that a Fire Risk Assessment was carried out for the Ards
Visitor Information Centre and that several recommendations from this are now
being progressed by the Assets and Property team,

Waste and Cleansing has reported that Arc21 has been informed that the current
landfill used will close in January 2025, and therefore the award of the interim
residual waste contract is critical for the Council for service delivery. Reported
previously, significant financial liability risk remains an issue with hope that progress
can be made. The previously reported challenge by an unsuccessful bidder
regarding the tender putting in place interim measures to treat residual waste
remains to be heard in the High Court.

Section 2 — Internal Control
Generally, there are no key issues arising to cause significant concern or requiring
immediate action.

Administration has reported that they have received the draft Northern Ireland Public

Services Ombudsman guidance on dealing with promoting positive behaviour, The
policy will be developed to localise this guidance to ANDBC. The review of the Land
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Use policy was completed in November 2022 and is now live, and the Health and
Safety team have caught up on the backlog of training previously reported.

Capital Projects advised that their Capital Project Handbook and Brief Template are
kept under review to ensure they are updated to reflect good practice. Work is also
ongoing with the Finance Service to refine Business Case templates, and with
Procurement Services or CPD, where applicable, in relation to procurement
templates.

Communications and Marketing have reported on the launch of Citizen Lab which is
a digital engagement platform to improve engagement and address lack of trust with
key stakeholder groups. Their work is ongaing on the development of an
engagement framewaork to achieve more consistency across Council on this matter.
HR and Organisational Development has reported that Deloitte has completed an
internal audit on Absence Management, a draft report on this was produced in March
2024 and a final report will be submitted once management responses have been
received. An outworking of this audit is that a report is being put in place to allow HR
to inform Managers if staff are exceeding permitted flexi balances.

Economic Development reported that Work was ongoing with consultants and
solicitors to progress the procurement of operators for the Bangor Waterfront project.

Licencing and Regulatory Services have reported that an audit has been completed
by Deloitte resulting in three outstanding Priority 3 findings relating to the system for
dog licensing which are being resolved.

Leisure have reported that an unsuccessful recruitment exercise and consistent
lower than acceptable staffing levels across the section is resulting in service
delivery being negatively impacted. A significant redesign of posts is ongoing.

Strategic Transformation and Performance have reported that across the three
service units within it there are three Priority 1, nine Priority 2 and nine Priority 3
recommendations which are being progressed.

Tourism have reported that the five Priority 3 recommendations that they have
outstanding that will be implemented in the 2024/25 season.

Waste and Cleansing have reported that they have one Priority 2 finding and one
Priority 3 finding, both of which are being addressed.

Section 3 - Governance

Administration have reported that Council have approved the extinction of a Public
Right of Way which may result in a Public Enquiry. They also report one instance of
deviation from the Procurement Policy in a trial of digital postal services, a deviation
form has been submitted.

Assets and Property Services reported that the legal action regarding construction
defects at the Aurora leisure centre remains ongoing.
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Economic Development have reported a deviation for the Labour Market Partnership
public relations campaign which was duly reported on a deviation form.

Environmental Health Protection and Development reported that the Appeal, in the
Magistrates Court, against the Council for failing to revoke caravan site licence
conditions relating to unregulated access to council carparks used by for overnight
stops in campervans remains adjourned. The review of council by-laws and physical
barriers at the Commons Donaghadee to prevent overnight stays or provision of a
compliant facility at that site, or another, is ongoing.

Finance have reported that the first payments for holiday pay arrears have been
made, but some aspects of this are still being worked on by HR and Organisational
Development service in conjunction with the Unions. A Direct Award contract has
been made to facilitate the upgrade of existing software to a cloud based system;
this necessitated a deviation from Procurement Policy, the deviation form has been
completed.

Licensing and Regulatory Services have reported that the NET Kennelling contract
was awarded to the sole quotation provided. Out of those approached, they were
the only company prepared to offer this service.

Leisure have reported there were two direct awards in the project to supply new
fitness equipment at Comber Leisure Centre. In addition, a deviation was reported in
the repairfupgrade works for the pool in Aurora Leisure Centre as the supplier
concerned is the manufacturer of the system concerned.

Planning have advised that the case reported in Period 1 with papers seeking a
Judicial Review of planning approval granted is not resolved. Awaiting Judge’s
direction.

Tourism have reported a Direct Contract award for delivery of a hospitality/tourism
careers takeover day as the supplier is the only one providing this.

Section 4 — Miscellaneous

Finance has again reported that workload and long-term sickness have inhibited the
execution of service and governance improvements, that the failure to implement a
corporate information management strateqy is inhibiting service efficiencies from
being explored.

Parks and Cemeteries have reported that the impacts of changing weather patterns
and the lessening ‘'seasonal’ variation effecting service delivery. This has resulted in
criticism of the service with regard to grass cutting across the Parks and Cemeteries
service and also sports pitch availability. Mitigations are planned with increased
investment in drainage projects and realignment of staffing structures / maintenance
schedules.

The Director of Community and Wellbeing has commented that a proposed
transformation programme for Leisure is in progress and the effects of the second
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phase of this on the swim programme has grown income and resulted in a full
complement of staff. The next phase which was proposed for Leisure and Fitness
Associates in 2023 has been approved by CLT and whilst not yet implemented, the

recruitment adverts which reflect this evaluation pending has resulted in the highest
interest in recruitment into Leisure for 5 years.
RECOMMENDATION

It is recommended that Council note this report.
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ITEM 5b

Ards and North Down Borough Council

Report Classification  Unclassified

Exemption Reason Mot Applicable
Council/Committee  Audit Committee

Date of Meeting 24 June 2024

Responsible Director  Director of Corporate Services

Responsible Head of Head of Administration

Service

Date of Report 17 June 2024

File Reference AUDODZ2

Legislation Local Government Act (Morthern Ireland) 2014 Local

Government Finance Act (Northern Ireland) 2011 Local
Government (Accounts and Audit) Regulations
(Morthern Ireland) 2015

Section 75 Compliant  Yes [ No [ Other [
Iif other, please add comment below:

Subject Corporate Risk Register
Attachments Coporate Risk Register and Action Plan (at 31 May
2024)

Previously reported, the redesign of the Corporate Risk Register (CRR) was
undertaken following the Deloitte facilitated workshop on 25 July 2023. The redesign
incorporated improved headline Risk descriptions aligned to the achievement of
strategic priornties, associated risk categories and assignment of the Risk Appetite
agreed by Council.

A further development action followed to improve assurance and reporting capability.
The outworking of this is the attached CRR Action Plan. The enhanced level of
detail provided in the Action Plan includes:
« more detail on Current Controls. Note that the actions being undertaken may
not always relate to current controls. Similarly, Current Controls will not
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require further action if the Service determines the control remains sufficiently
effective

+ Risk Detail, this describes the specific risk being addressed (headline risk
descriptions are broad)

+ associated Operational Risk Lead. The Lead will normally be the Head of
Service associated with the particular risk being addressed however, in some
cases other officers are identified as the appropriate lead for the risk
treatment

+ a Target date for completion of the risk treatment and a status update.

The CRR and Action Plan remains a live document. It i1s reviewed quarterly by the
Corporate Leadership Team and Heads of Service, and biannually reported to Audit
Committee.

There are currently 17 risks on the CRR. There are five risks with a residual risk
rating of High. Of these, CR4 and CRS relate to climate change with an Averse risk
appetite. External factors associated with cost of measures, and additionally in the
case of CRS5, the availability of affordable technologies, political and public will are
considered primary barriers to lowering the risk. CR11, decline in the non-domestic
tax base, has a Risk Taking risk appetite, is similarly affected by external factors with
legislation and funding for the transfer of regeneration powers not in place. CR15,
provision of burial space, has an Averse risk appetite. A progress report will be
brought to the Community and Wellbeing Committee in June. CR17, Council lands
being taken without permission, has an Averse risk appetite. A project to detect
early encroachment is currently at the design stage.

There are four other risks on the Register with a residual risk rating of medium that
are showing a Risk Status of Action. Actions, along with primary current controls,
are detailed in the attached Action Plan.

RECOMMENDATION

It is recommended that Council note this report.
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Unclassified

ITEM 5¢

Ards and North Down Borough Council

Report Classification  Unclassified

Exemption Reason Mot Applicable
Council/Committee  Audit Committee

Date of Meeting 26 June 2024

Responsible Director  Director of Corporate Services

Responsible Head of Head of Strategic Transformation and Performance
Service

Date of Report 05 June 2024
File Reference
Legislation

Section 75 Compliant = Yes [ No [ Other [

f other, please add comment below:

Subject Update on delivery of Performance Improvement Plan
2023/24
Attachments Appendix 1: Update on delivery of Performance

Improvement Plan 2023/24

Context

The Local Government Act (Northern Ireland) 2014 places a duty upon Councils to
make arrangements to secure continuous improvement and to account for it. At the
beginning of each financial year, the Council is required to determine its priorities for
improvement which are aligned to the Community Plan and Corporate Plan and to
publish a Performance Improvement Plan (PIP) by 30" June, which sets out
improvement objectives for the year ahead, and by 30 September to publish a Self-
Assessment Report to review performance against the improvement objeclives set in
the preceding year.

Page 1of 3
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Mot Applicable

Performance Planning and Management

To fulfil this requirement Council approved the Performance Management Policy and
Handbook in October 2015. The Performance Management Handbook outlines the
approach to the Performance Planning and Management process as:

+ Community Plan - published every 10-15 years
Corporate Plan — published every 4 years (Corporate Plan 2024-2028 soon to
be launched)
PIP = published annually in June
Service Plans — developed annually

The Council's 18 Service Plans outline how each respective Service will contribute to
the achievement of the Corporate objectives including, but not limited to, any relevant
actions identified in the PIP.

Section 90 of the Act requires a council, during each financial year, to collect
information which will allow it to assess its performance in achieving its improvement
objectives and o measure its performance against performance indicators or
standards set by the Department or any other indicators or standards which the council
chooses to use.

The Council has governance arrangements in place to assure accountability for
improvement and to ensure the delivery of its plans takes place in an open, effective,
honest and accountable manner.

These arrangements include:

= Alignment of the service planning and budget process to ensure all costs are
included in the estimate process

= An electronic performance management system (ldeagen), which can:
- analyse data on a range of frequencies for trends and comparison
- track the progress of indicators and actions
- provide and communicate regular and robust performance information to
managers, Elected Members and the public

« Half yearly reporting on Service Plans to relevant standing committees; in
December and June.

= Half yearly reporting on progress against the Performance Improvement Plan to
Audit Committee
Monthly reporting on Capital Projects to Corporate Projects Portfolio Board
Reporting to Strategic Policy and Finance Group on at least 3 occasions per year

« Appropriate rsk management in relation to main programmes of work

Performance Improvement Plan 2023/24

This year council's PIP identified 5 improvement objectives with a corresponding 42
actions together with 7 Statutory Indicators and 4 self-imposed indicators.

It should be noted that this report reflects performance of the PIP only and is not
necessarily representative of the overall performance of the organisation.

Page 2 of 3
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Mot Applicable

Where PIP measures are not being met, Action Plans will be presented to parent
Committees as part of half yearly Service Plan performance reporting.

An update on performance against the 2023/24 PIP is attached at Appendix 1.

RECOMMENDATION

It is recommended that Council note the attached Performance Update Report for the
2023/24 PIP.

The new PIP for 2024/25 will be published by 30™ June, following Corporate
Committee and Council approval.

A formal annual Self-Assessment Report for 2023/24 will be completed and published

by 30" September 2024, following Corporate Committee and Council approval in
September.

Page 3of 3
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Appendix 1

Report to Audit Committee
Update on delivery of Performance Improvement Plan 2023/24
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Performance Assessment Key

The key outlined below provides definitions for the three Red, Amber, Green (RAG) status
levels which have been chosen to measure progress.

RAG Status

Definition

Target/standard, actions and measures are of concern and are mostly
falling short of plan.

Where measures are not being met, Action Plans will be presented to
parent Committees as part of half yearly performance reporting.

Target/standard, actions and measures are mostly on track, but some are
falling short of plan.

Where measures are not being met, Action Plans will be presented to
parent Committees as part of half yearly performance reporting.

Target/standard, actions and measures are on track.

Trend
Status

Definition

Performing better than previous period performance

Performing on a par with previous period performance

Performing less well than previous period performance

Back to Agenda



Service Led Performance Indicators

Improvement Objective 1: We will grow the economy and create jobs

What we hoped to
achieve

- & & & B &

sustainable

Support more local businesses (o start-up, develop and grow
Attract more investment and wvisitors to the Borough
Greater prosperity through a strong, competitive, regionally balanced econonmy
More people working in better jobs
Create a place where people want to live and work, to visit and invest
Create conditions for businesses to start, grow and thrive, provide job opporiunities and be

Back to Agenda

How we said we
Were going to do it

- 8 & W

initiatives

Manage and deliver programmes to enhance physical and digital infrastructure

Develop regeneration improsvements in conjunction with Town Advisory Groups [TAGS)
Commence Capital Schemes using funding from Covid Recovery Small Settlements Programme
Work to optimise funding and collaborate with key partners to create and deliver innovative support

Deliver MIESS which replaces previous “Go For 1 and other general business support programmes
Meet the Schedule 3 Planning Indicators of the Local Government (Performance Indicators and
Standards) Order (Northern Ireland) 2015

How well did we perform?

Iy 2023124 | 2023/24 | RAG | 2022/23 | Trend from previous
il Target | Actual | Status | Actual period

Agree a Technical design for Marine Gardens as part of

the Queen's Parade project with Bangor Marine by Yes No -} - -

September 2023

Progress the Bangor Waterfront Scheme o agree a

Development Agreement with Ballyholme Yacht Club by Yes Mo . - -

March 2024

Continue to work with the CindTown Advisory Groups o

develop regeneration improvements for the urban areas 10 10 ﬁ 20 "'"

and act as a conduit for other Council senices (by

March 2024) - No. of meetings held

Commence delivery of the Portaferry Public Realm by

September 2023 using funding secured from the Small Yes Yes ﬂ = -
| Settlements Grant

Develop and deliver & projects using the Covid

Recovery Small Settlements Regeneration Programme 6 & ﬁ B

Support 12 businesses through the DTFF programme 12 2 ‘ 13 :
" Create 85 new jobs through “Go for it I-’mgramm& 85 63 . 101 3

(Statutory Indicator) _

Create 123 new jobs through Enterprise Support 123 63 i 101 "

Senvice (Stalutory Indicator)

Deliver 4 one-to-one mentoring sessions for Creative 4 14 () . .
Industries Development ) . ~ =

Deliver and implement the Digital Strateqy Action Plan Yes Yes (v} -

Major Planning applications processed within an 30 87.3 ) 104.5 i

average of 30 weeks (Statutory Indicator) weeks | weeks - weeks

Local Planning applications processed within an 15 iri1 - 19.9 ‘._

average of 15 weeks (Statutory Indicator) weeks weeks weeks
' 70% of planning enforcement cases concluded within 39 70% 5904 6 445 ...

weeks (Statutory Indicator)
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Improvement Objective 2: We will improve the cleanliness of the streets

Back to Agenda

environment

villages, countryside and coast

What we hoped to achieve « |mprove the standard of cleanliness on our streets
* Support residents to live and work sustainably by protecting the environment
= AMND residents feeling pride from having access o a well-managed sustainable

« Grow a clean, atiractive, environmentally responsible place, including our towns,

How we said we were going to | « Target identified problem areas for enhanced enforcement and street cleansing activities
do it » Deliver “Live Here Love Here (LHLH)" grants through Recycling Investment Fund

How well did we perform?

Measure 2023124 | 2023/24 | RAG | 2022/23 | Trend
Target | Actual | Status | Actual from
previous
period
Increase LEAMS Cleanliness Index Score to 80 80 73 '] [} . 2
Regain top 3 position for Fixed Penalty Enforcement im MI Yes Mo . Mo
Increase new maximum fine levels for fouling and litter in 2023 Yes Yes & - -
Deliver E£25k grant funding by March 2024 £25,000 | £25,000 | & - -
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Improvement Objective 3: We will improve the Borough's recycling rates

What we hoped to achiewe + |Improve the Council's recycling rates
Support residents to live and work sustainably by protecting the environment
AND residents feeling pride from having access to a well-managed sustainable
emvironment

+ Grow aclean, atfractive, emvironmentally responsible place, incl. our towns, villages,
countryside and coast

How we said we were going to | Encourage householders to recycle more o reduce the tonnage of household waste being
do it sent to landfill through:

Conduct a full review of Council's Wasle Management Services

Improve the Council's overall re-use, recycling and recovery rales

Add kerbside textiles collection to glass collection senvice

Deliver a schools’ based programme (o encourage younger residents to understand
the importance of our landscape, and the need o ensure that more sustainable lifestyle
decisions become a part of daiky life.

How well did we perform?

Measure 2023/24 | 2023124 | RAG 2022123 Trend from
Target Actual Status Actual previous

period

Reduce the tonnage of municipal solid waste sent to 35,000 32,246 ﬂ 35,876 +

landfill to 35,000

Increase % of household waste recycled, reused and 60% 55.48% - 52% +

composted to 60% (Statutory Target:55%)

Reduce biodegradable waste that is diverted from 17,500 15,494 (V] 17,174 4

landfil

Introduce kerbside collection of textiles by October Yes Mo . = -

2023

Launch the Environmental, Learning, Lifestyle, Action Yes Yes ﬁ = -

(ELLA) Project by June 2023

Rollout ELLA Project to schools September 2023 20 69 ﬁ = -
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Improvement Objective 4: We will support our businesses and residents to protect and improve their health and

wellbeing

What we hoped 1o

achieve Improved use of outdoor spaces

Enjoying long, healthy, active lives

All residents to enjoy good health and wellbeing

L]
L]
+ Provide zafe and accessible public spaces
L]
[ ]
« Enhanced physical and emaotional wellbeing of residents through services, faciliies and partnerships

Greater awareness of health in the business community

How we said we -

were going to do it budgets

Provide additional resources for community health and wellbeing and support utilising existing

+ Provide open spaces and parks that are well maintained, managed in an emvironmentally sustainable
manner, accessible to all and to improve biodiversity in the Borough.

How well did we perform?

Measure 2023/24 | 2023124 | RAG | 2022/23 | Trend from
Target Actual | Status | Actual previous
. _ period
increase the number of business employees registering for 24 35 a 2T +
Health and Wellbeing initiatives o 24
Host an allergen awareness seminar for all catering businesses
within the Borough by March 2024 1 2 ) -
Work towards becoming a Dementia Friendly Council and
Borough with Officer and Elected Member champions (By Yes Yes ﬂ -
March 2024)
Become the first Council in NI to adopt a Whole Systems
Approach o Obesity and o plan the delivery of a suitable Yes Mo .
project utilising this approach (by March 2024)
Increase the % of people who complete the GP referral
programme across all leisure sites o 30596 30% 229 . -
Increase the number of Fitness Classes per Week delivered by
Letsure Ards and NCLT/Serco to 250 250 250 ) 200 : 3
Increase Active Aging Memberships across Leisure Ards and
NCLT/Serco sites to 400 400 3014 ¥ | Cheneeto
(Change o measune in year — Mow calculaied on the basis of & members over el
the age of 50)
Increase numbers enrolled in Swim programmes defivered by
Leisure Ards and NCLT/Serco to 3500 3,500 6,585 & | Chengen
[Change o measire in year — Mow calculated on a cumulstive basis)
Support a more sustainable solution to food poverty by
supporting 2 Social Supermarkets within the Borough (by March 2 2 o -
| 2024)
Increase the numbers engaging with Museum/Heritage
Education Services by March 2024 Yes Yes ]
Increase number of creative class programme Sessions
delivered to 70 sessions 70 75 & 71 ¥
Plant 15,000 trees across the Borough 15,000 18,269 ) 15,108 +
"Relain the Eumugh‘s 5 Green ﬁag awards 7] 5 ﬁ- 5
Increase the m2 of rewilded Council maintained ground to
90,000 90,000m2 | 90,000m2 | (% | 49,195m2 +*
30 Community Gardening projects organised 30 58 ] -
100% condition surveys carried out according to schedule 100% 75% ) 100% 3
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Improvement Objective 5 We will use technology to drive change

What we hoped to + Development of our customer senvice including online/mobile services
achieve » Improved resident engagement
+ Digital transformation
« Become a high perffiorming organisation, innovating and partnenng to make a
sustainable, positve difference to the Borough
How we said we were + Lipdate and Publish Customer Service Excellence Sirategy and Action Plan for 2020«
going to do it 2024

+« Develop proposals for more innovative and effective methods of consultation and
engagement with residents
« Develop a Digital Transformation Strategy

How well did we perform?

Measure 2023/24 | 2023124 RAG 2022123 Trend from

Target | Actual Status | Actual previous
period

Achieve a 75% rate of resolution of issues or 5% 29% (v ] 93% +

enquiries at first point of contact in Customer Senvice

Launch digital customer engagement platform o 10046 10084 ﬂl -

improve stakeholder and resident engagement by

December 2023

Digital Strategy developed by March 2024 Yes Yes (v No 4+




Statutory Indicators

ECOMNOMIC 2023124

DEVELOPMENT Annual

INDICATOR Standard
(Target)

ED1: MNumber of |jobs 85

promoted through business

stan-up actvity -

“Go for it” Programme

Mumber of jobs promoted 123
through business star-up
activity - Enterprise Support
Service

FLANMING INDICATORS 2023124
Annual
Standard

(Target)

FP1l: Average processing <30 weeks
time of major planning

applications

P2: Average processing tme =15 weeks
of local planning applications

P3: Percentage of T0%

enforcement cases
processed and concluded
within 30 weeks

WASTE MAMNAGEMENT 2023/24

INDICATORS Annual
Standard
(Target)

W1 Percentage of  55% by 2025

household waste collected

by the district council that is

sent for recycling (including

waste prepared for re-use)

W2 The amount (tonnage) <17¥.124

of biodegradable Local tonnes

Authority collected municipal

waste that 1s landhlled

W3 The amount (tonnage) R

of Local Authority collected onnes

municipal waste anisings

2023124
Actual

2023124
Actual

B7T.3
weeks

171
waeks

5940

2023124
Actual

55.48%

15,494

83.740

RAG
Status

RAG
Status

RAG
Status

Back to Agenda

2022123  Trend on
Actual | previous
period

101 . 2

101 .

2022123  Trend on

Actual previous
period
104.5
weeks L
19.9
weeks *
44% ,....

2022123 | Trend on

Actual | previous
period
52% *
17,174
+*
85976 +
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Self-lmposed Indicators

Indicator

2023124
Target

2023124
Actual

2022123
Actual

Back to Agenda

Trend on
previous
penod

Staff Abhsence

Resident Satisfaction (conducted
bianmially)

Met Cost per head of population

Annual Prompt Payment of invoices
Within 10 days
Within 30 days
Cutside 30 days

2B83%

£397.80

205%
=504

10

B.53%

B

E373.3

V3%

Q6%
4%

c0® O O

B2%

£356.81

TI%
97%

et € > @
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We have prepared this report for Ards and North Down Borough Council’s
sole use. You must not disclose it to any third party, quote or refer to it,
without our written consent and we assume no responsibility to any other
person.
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1. Key Messages

Background

The Local Government Auditor is the independent external auditor of Ards
and North Down Borough Council’s ("the Council”) Statement of Accounts
under the Local Government (Northern Ireland) Order 2005. In addition
to the audit of the financial statements, the Local Government Auditor has
a statutory duty to be satisfied the Council has made proper
arrangements for securing economy, efficiency and effectiveness in its
use of its resources.

The Local Government Auditor (LGA) is also required to conduct an
improvement audit and assessment each year under Part 12 of the Local
Government Act (Northern Ireland) 2014 (the Act) and the statutory
‘Guidance for Local Government Performance Improvement 2016°, (the
Guidance).

Purpose

The purpose of this document is to highlight to the Chief Financial Officer
and Audit Committee of Ards and North Down Borough Council:

« how we, on behalf of the Local Government Auditor (LGA), plan to
audit the financial statements for the year ending 31 March 2024,
including how we will be addressing significant risks of material
misstatement to transactions and balances;

« how we, on behalf of the LGA, plan to audit the proper arrangements
in place for securing economy, efficiency and effectiveness in the use
of resources for the year ending 31 March 2024,

= how we, on behalf of the LGA, plan to conduct an improvement audit
and assessment;

« the planned timetable, fees and audit team;

= relevant updates to the code;

= matters which we are required to communicate to you under
International Standards on Auditing (ISAs), including the scope of the
audit, our respective responsibilities, and how we maintain
independence and objectivity: and

« Public Reporting work undertaken by the LGA that is relevant to Ards
and North Down Borough Council.

Back to Agenda
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Materiality

When setting materiality, we consider both qualitative and quantitative
aspects that would reasonably influence the decisions of users of the
financial statements. The overall account materiality is £1,760k.

Significant Audit Risks

We plan our audit of the financial statements to respond to the risks of
material misstatement to transactions and balances. We have identified
the following risks for the Council which have the most significant impact
on our audit approach:

« Management Override of Controls

« Financial Resilience

Proper Arrangements

We have issued a questionnaire on proper arrangements to the Council.
We will review the Council’s responses and perform additional work in
areas considered to be higher risk. The main financial audit work will also
feed into the risk assessment and conclusions of arrangements in place.

Conclusions regarding proper arrangements will be noted in the Report to
those charged with Governance including any recommendations for
improvement.

Performance Improvement

The LGA will undertake a full assessment of whether the Council is likely
to comply with its performance improvement responsibilities under the
Act in 2024, In preparation for this, the Council should ensure that:

« it has established adequate performance improvement
arrangements;
it has substantive evidence to demonstrate improvement; and
it has addressed any outstanding Proposals for Improvement made
by the LGA in previous years.

Back to Agenda
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Audit Team and Fee

Brian O'Neill will be responsible for the overall audit. The full engagement
team is presented in Section 4.

Qur audit fee for this year is £77,000 for the financial audit and £18,000
for the performance improvement audit and assessment.

Actions for the Audit Committee
The Audit Committee should discuss:

« whether our assessment of the risks of material misstatement to the
financial statements is complete;

« whether management has plans in place to address the risks
identified by NIAO and whether these plans are adequate;

« our proposed audit response to address these risks; and
« whether they have knowledge of any

o actual, suspected or alleged fraud affecting Ards and North
Down Borough Council; or

o instances of non-compliance with laws and regulations that
could be expected to have a fundamental effect on the
operations of Ards and North Down Borough Council.
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2. Materiality

BASIS FOR OVERALL

OVERALL ACCOUNT ERROR REPORTING
MATERIALITY
CALCULATION MATERIALITY (2%) THRESHOLD
We report to you all
EBBm (prior year gross £1.760k misstatements, whether
expenditure) d adjusted or unadjusted,
above E£88k

A matter is material if its omission or misstatement would reasonably
influence the decisions of the users of the financial statements. The
assessment of what is material is a matter of the auditor’s professional
judgement and includes consideration of both the amount and the nature
of misstatement.

The concept of materiality recognises that absolute accuracy in financial
statements is rarely possible. An audit is therefore designed to provide
reasonable, rather than absolute, assurance that the financial statements
are free from material misstatement. We apply this concept in planning
and performing our audit, in evaluating the effect of identified
misstatements on our audit and of uncorrected misstatements, if any, on
the financial statements when forming the audit opinion. This includes the
statistical evaluation of errors found in samples which are individually
below the materiality threshold but which, when extrapolated, suggest
material error in an overall population. As the audit progresses our
assessment of both quantitative and qualitative materiality may change.

In areas where users are particularly sensitive to inaccuracy or omission,
we may treat misstatements as material even below the principal
threshold. These areas include:

« the remuneration and staff report;

« movement on reserves;

= our audit fee;

=« prior year figures;

« specific legal settlements or amounts which should be agreed to other
accounts.
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3. Audit Approach

Audit Approach

The NIAO audit approach is risk-based, informed by a good understanding
of the operations of Ards and North Down Borough Council and the
performance of extensive risk assessment procedures to identify risks of
material misstatement associated with the financial statements and the
use of IT in financial reporting. For each risk of material misstatement
identified, we will design responsive audit approaches at the financial
statement and audit assertion levels as appropriate using a variety of
audit techniques. These will include using the work of experts, testing
how management has made accounting estimates, analytical procedures
and sampling of transactions. We will review management controls,
including IT controls, operated by the Council only to the extent we
consider necessary for the effective performance of the audit.

Independence

We are independent of Ards and North Down Borough Council in
accordance with the ethical requirements that are relevant to our audit of
the financial statements in the UK, including the FRC's Ethical Standard.
We have fulfilled our ethical responsibilities in accordance with these
requirements and have developed important safequards and procedures
in order to ensure our independence and objectivity.

NIAO quality standards and independence can be found on our website.

Management of Personal Data

During the course of our audit we have access to personal data to support
our audit testing. The NIAO has appointed a Data Protection Officer and
has implemented a Data Protection Policy which ensures that personal
data (and other sensitive data) used in connection with the audit is
requested, transferred, controlled, processed and destroyed in accordance
with the General Data Protection Regulation and applicable national law.




Back to Agenda

Using the work of Internal Audit

We liaise closely with internal audit throughout the audit process and seek to
take assurance from their work where their objectives cover areas of joint
interest.

Using Specialised Skills

In assessing certain account areas requiring specialist knowledge, we will
perform procedures to enable us to rely on the skills of specialists in these
areas. This will include the pension actuary and property valuers.

Changes to the Code of Practice in 2023-24

The key accounting changes introduced by the 2023-24 Code of Practice
on Local Authority Accounting in the United Kingdom (the Code) include:

« Amendments to Section 3.3 of the Code reflecting amendments to
IAS 8, which clarify the distinction between changes in accounting
estimates and changes in accounting policies and the correction of
errors;

« Amendments to Section 3.4 of the Code reflecting changes to IAS 1,
which help preparers to provide more focused and proportionate
information on accounting policies; and

+ Amendments to Section 4.1 of the Code, which provide a temporary
relief so that local authorities are not required to report the gross
book value and accumulated depreciation for infrastructure assets.
Where a local authority chooses to apply this temporary relief, the
Code requires that additional information is provided to explain an
authority’s rationale for this decision.
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Audit Scope

The scope of our audit and respective responsibilities can be found on our
website.

The Code of Audit Practice issued by the Local Government Auditor
extends to not only the audit of financial statements but also to aspects of
financial and corporate arrangements to secure the economic, efficient
and effective use of resources. The Code can also be viewed on the NIAO
website at Code of Audit Practice (Local Government).

Respective Responsibilities in the preparation of the
financial statements

In line with Auditing Standards we are required to agree the respective
responsibilities of the Local Government Auditor, the Council’s Chief
Financial Officer and the NIAO. These responsibilities are set out in the
Statement of Responsibilities of Local Government Auditors and Local
Government Bodies issued by the Local Government Auditor. The
Statement of Responsibilities can be viewed on the NIAO website at
Statement of responsibilities of Local Government Auditor and Local
Government Bodies.

The audit of the financial statements does not relieve management or
those charged with governance of their responsibilities.

Proper Arrangements in place to secure economy,
efficiency and effectiveness

Under the Code of Audit Practice we are also required to perform an initial
assessment of significant risks to the conclusion on proper arrangements
in place to secure economy efficiency and effectiveness in the use of its
resources. Our initial assessment indicates audit risk in the following
areas:

= We will follow up on the 2022-23 Report to Those Charged with
Governance audit finding in relation to proper arrangements. Issues
identified in this finding included a need to review, update, approve
and implement policies; fraud training; and cyber security
accreditation.
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Performance Improvement

The Local Government (Northern Ireland) Act 2014 prescribes
responsibilities for the Local Government Auditor regarding the audit and
assessment of performance improvement arrangements in Councils. This
work will be conducted in accordance with the Act, the Guidance, the
Local Government Code of Audit Practice 2016 and the LGA's Statement
of Responsibilities, and includes:

« an improvement audit for the purposes of determining:
o whether the Council has, during the year, discharged its
duties under section 92 of the Act; and

o the extent to which the Council has, during the year, acted in
accordance with any guidance issued by the Department
about any Council duties under section 92;

« an improvement assessment for the purpose of determining
whether the Council is likely, during the year, to comply with the
requirements of Part 12 of the Act;

« issuing a report, or reports, in respect of the Council to the Council
and the Department, under section 95 of the Act; and

» producing and publishing an annual improvement report under
section 97 of the Act.

The Act also allows the LGA to:

« carry out an assessment for the purpose of determining whether the
Council is likely to comply with the requirements of Part 12 of the
Act in subsequent financial years; and

« carry out a special inspection of the Council’s compliance with the
requirements of Part 12 if the LGA is of the opinion that the Council
may fail to comply with the requirements of Part 12 of the Act.

The audit team will request access to all relevant documents and Council
officers. Sharing our ‘audit work programme’ in advance of the audit will
assist the Council in preparing for the audit fieldwork. We suggest the
Council prepares a file of audit evidence in advance of the fieldwork stage,
cross referenced to specific paragraphs or sections of the documents
providing the necessary evidence. This should help us deliver a more
efficient audit.

Back to Agenda
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Significant Audit Risks

A significant risk is an identified and assessed risk of material
misstatement that, in the auditor’s judgement, requires special audit
consideration.

Under ISA (UK) 240, there is a presumed risk of fraud in revenue

recognition, albeit rebuttable. We do not believe the risk of fraud in
revenue recognition is material to the financial statements.

The following is a presumed risk.

Significant Risk 1
Management override of controls

Under ISA (UK) 240, there is a presumed significant risk of material
misstatement due to fraud through management override of controls.

Audit Response
As required by ISA (UK) 240, we will:

« test the appropriateness of journal entries recorded in the general
ledger and other adjustments made in the preparation of the financial
statements;

« Review accounting estimates for biases and evaluate whether the
circumstances producing the bias, if any, represent a risk of material
misstatement due to fraud; and

« Consider significant transactions that are outside the normal course of
business for the entity, or that otherwise appear to be unusual.

As part of our work to develop our audit plan, we have identified the
following significant risk of material misstatement and our approach to
address this risk.

10
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Significant Risk 2
Financial Resilience

The cost of living crisis and high inflation rates, during 2023-24,
continued to have a significant impact on council finances. There are
continuing challenges for councils to deliver a balanced budget within the
current environment. Costs have increased in multiple areas, such as
utilities, construction, and pay settlements.

Audit Response
We will:

» consider the Chief Financial Officer's assessment of the going concern
basis for the preparation of the accounts;

» examine financial projections and plans prepared by Council; and

« consider the disclosures regarding the financial position included
within the 2023-24 Statement of Accounts.

Other areas of interest

We have also identified the following areas of interest that we do not
currently consider to be significant risks but that we will review as part of
our audit procedures:

« Basis for treatment of Output VAT recoverable relating to sporting
services, following a ruling by HMRC. We will review Council
documents, HMRC guidance and any other relevant information.

« In the prior year RTTCWG, a finding was included in relation to an
outstanding amount receivable from the DfI after they vested lands
belonging to the council. There were delays in recovering this
receivable as a result of a dispute on title to part of the land vested
by DfI. We note that a risk has been recognised on Council’s risk
register regarding the risk of land being taken without permission. It
notes that some land has previously been lost or offered for sale due
to a ‘weak legal position’. We will review the progress of the ‘robust
monitoring system’ that is being put in place to mitigate this risk, and
also trace a sample of assets to supporting documentation.

11
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4. Audit Timetable, Fees and Staffing

Timetable for Financial Audit

The timetable comprises audit fieldwork commencing 15 July 2024 with

certification planned for 30 September 2024.

MILESTONE

ESTIMATED DATE

Final audit testing commences

Draft Annual Report and year end financial statements
provided to NIAD

Provisional Report to those charged with governance
issued for management response

Council/ Committee Meeting to approve final accounts

Signed financial statements and Letter of
Representation provided to NIAO

Financial Statements certified by LGA

Final Report to those charged with governance issued

Annual Audit Letter issued

15 July 2024

30 June 2024

13 September 2024

TBC September 2024

By 25 September 2024

30 September 2024

15 Movember 2024

30 November 2024

Submission of Accounts

The Council is required to submit its account to the Department for
Communities by 30 June following the year end. The Council should also
send an electronic version of the accounts, along with the excel
spreadsheet underpinning them, to NIAD at the same time as being sent

to the Department.

12
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Public Notice

The Local Government (Accounts and Audit) Regulations (Northern
Ireland) 2015 requires the Council to give notice, by publication on its
website, of the date from which the accounts and other documents are
available for public inspection and the date from which the exercise of
rights under Article 17 and 18 of the Order may be exercised. In the
current audit timeframe, notice should be placed on websites in early
July. The LGA usually writes to councils closer to the time to remind them
of this requirement as the audit of the accounts cannot be certified as
being completed until the notice period has been executed in full.

Objections

The 2005 Order allows objections to be raised from interested parties
concerning the Council’s accounts. We will hear and carefully consider
representations by, and objections from, any such interested parties. In
conducting our audit we may consider the lawfulness of items of account,
the conduct of members and officers, instances where it appears a loss
may have arisen and our other statutory duties required of the Local
Government Auditor.

13
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Improvement Audit and Assessment Timetable

MILESTONE ESTIMATED DATE

Council publishes Performance Improvement Plan Mot lzter than 51} Jung

2024*
NIAO Planning and Fieldwork October 2024
Council to publish an assessment and comparison of its Mo later than 30
performance September 2024

Draft 595 report issued to Chief Financial Officer for

factual accuracy agreement 14 November 2024

Final 595 report issued to the Council and the

Department 29 November 2024

Mo later than 31 March

Publication of Council’s Annual Improvement Report 2025

* The Act indicates that councils should publish their Performance
Improvement Plan as soon as practical after the start of the financial
year to which it relates. The Guidance recommends this is completed
by the end of June to enable the LGA to meet the statutory reporting
deadline of 30 November 2024.

Fees

The audit fee for this year is £77,000 for the financial audit and £18,000
for the performance improvement audit and assessment.

Completion of our audits in line with the timetable and fee is dependent
upon:

« Ards and North Down Borough Council delivering by 28 June 2024 a

complete Statement of Accounts of sufficient quality that have been
subject to appropriate internal review.

« Ards and North Down Borough Council delivering good quality
supporting documentation and evidence, within the agreed timetable
for both the financial and improvement audits; and

« Appropriate client staff being available during the audit.

14
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Audit team - Statement of Accounts and Proper

Arrangements

TEAM MEMEBER

RESPONSIBILITY

Brian O'Neill

Engagement Director

(028) 9025 4323
brian.oneill@niauditoffice.gov.uk

Richard Ross

Engagement Manager

(028) 9025 1071
richard.ross@niauditoffice.gov.uk

Laura Jane McHugh

Lead Auditor

(028) 9025 4306
laurajane.mchugh@niauditoffice.gov.uk

Conor Hill
Team Member
(D28) 9025 1090

conorhill@niauditoffice.gov.uk

Coist Bradford

Team Member

(028) 9025 1080
coist.bradford@niauditoffice.gov.uk

Owverall responsibility for the audit, for ensuring
an appropriate audit opinion is given and for
liaison with the Council and its Audit
Committee.

Fesponsible for day to day management of the
audit and audit team.

Responsible for detailed planning, fieldwork
and completion of the audit.

Responsible for conducting audit fieldwork to
MIAD standards.

Responsible for conducting audit fieldwork to
NIADQ standards.

15
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Audit team - Improvement Audit and Assessment work

TEAM MEMBER

RESPONSIBILITY

Brian O'Neill

Engagement Director

(028) 9025 4323
brian.oneill@niauditoffice.gov.uk

Richard Ross

Engagement Manager

(028) 9025 1071
richard.ross@niauditoffice.gov.uk

Laura Jane McHugh

Lead Auditor

(028) 9025 4306
laurajane.mchugh@niauditoffice.gov.uk

Coist Bradford

Team Member

(028) 9025 1080
coist.bradford@niauditoffice.gov.uk

Owverall responsibility for the audit, for ensuring
an appropriate audit opinion is given and for
liaison with the Council and its Audit
Committee

Responsible for day to day management of the
audit and audit team.

Responsible for detailed planning, fieldwork
and completion of the audit.

Responsible for conducting audit fieldwork to
NIAD standards.

16
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Appendix One: Good Practice Guides

The NIAD has produced a series of good practice guides for Northern
Ireland public sector bodies. The following guides have been published in
the last five years:

« School Governance
04 July 2023

= Innovation and Risk Management — A Good Practice Guide
for the public sector

27 June 2023
« Planning Fraud Risks
1 March 2023

Board Effectiveness — A Good Practice Guide
22 June 2022

« Internal Fraud Risks
24 February 2022

« Grant Fraud Risks
28 October 2021

» A Strategic Approach to the Use of Public Sector Assets A
Good Practice Guide for Local Government in Northern
Ireland 21 October 2021

+» Procurement fraud risk guide
24 November 2020

« Covid-19 fraud risks August 2020
01 September 2020

« Raising concerns: A good practice guide for the Northern
Ireland Public Sector
25 June 2020

« Performance improvement in local government - learning the
lessons of performance improvement: a good practice
briefing
27 September 2019

« Public Reporting Standards (May 2019)
24 May 2019

« Making Partnerships Work
30 April 2019

These publications can be found on our website.

17
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Appendix Two: Public Reports

Relevant Public Reports

Public Reporting audit teams within NIAD undertake studies across the
public sector. Public reports relevant to local government, published in the
last three years, are as follows:

» Planning in Northern Ireland
01 February 2022

« Local Government Annual Improvement Reports 2021/22
31 March 2022

« Extraordinary Audit of Causeway Coast and Glens Borough
Council
07 July 2022

» Local Government Auditor’s Report 2023
15 December 2023

Current and Planned Public Reporting Activities

The following are other NIAO public reporting examinations currently being
completed which have relevance to the local government sector:

» Review of Waste Management in Northern Ireland - A
strategic review of the waste management system operating within
MNI. The report will have a dual central and local government focus
since waste is the responsibility of several separate entities across
the public sector.

« Local Government Auditor’s Report 2024 - A summary of the
audit findings of 2022-23 financial year.

Proposals for future studies specific to local government are based on
gathering an understanding of the sector and identifying areas where
value for money might be at risk. This requires ongoing completion of
routine survey work by the audit team and more detailed analysis of
specific areas which show potential as future study topics. The audit team
will liaise with the sector when carrying out this work.

18
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1. Executive summary

1.1 Introduction

This report provides our statement on the cverall adeguacy and effectiveness of Ards and North Down Borough
Council’s framework of governance, risk management and internal control as it operated during the year to 31
March 2024 (FY2023/24). Our approach to this Annual Assurance report is consistent with the Public Sector
Internal Audit Standards.

The statement is based on the Internal Audit programme of work performed during the year designed to focus
on areas of risk identified by management. The planned Internal Audit programme was reviewed and approved
by the Audit Committes at its meeting in March 2023, Results of Internal Audit work, including action taken by
management 1o address issues included in prior year internal audit reports, have been regularly reported to
management and the Audit Committee.

Cur statement has not been limited by any shortfall in resources, absence of skills, or any significant limitation of
scope of internal audit activity which would adversely affect our ability to form a view.

1.2 Role of Internal Audit

The role of Internal Audit is to provide an independent and objective view to the Audit Committee in relation
to risk management, control, and governance. The work of Internal Audit is  an element of the contral
framework that the Audit Committee and the Chief Executive need to inform the completion of the annual
Governance Statement. Other elements include the system of monitoning, the risk management framework,
and reports from managers. Mo view or assurance can ever be absolute and is by definition, an extrapalation
only of the evidence available. The work of Internal Audit does not supersede management’s responsibility for
risk, contrel, and governance, Our statement of responsibility s set out at Section 4,

1.3 Acknowledgement

We would like to take this opportunity to thank the management and staff of Ards and North Doewn Borough
Council for their assistance and the cooperation received in completing internal awdits within this peried.

Ards and Morth Down Borough Council = Internal Audit = Annual Assurance Statement 2023724 3
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2. Annual Summary

in line with good practice and the requirements of the Public Sector Internal Audit Standards, we provided an overall
classification for each assurance review completed during the period, In accordance with the requirements of DAD
(DoF) 07716, there are three categories by which we classify Internal Audit assurance over the sysiems we examing,
being:

*  Satisfactory;
*  Limited; and
*  Unacceptable.

We have provided details of assurance ratings for the fourteen assurance reviews completed under the 2023/24
Internal Audit Plan, For a full definition of each assurance rating, refer to Appendix 1,

Qur reporting process ensures that all issues identified as part of our assurance Internal Audits are categorised as
being either a Prigrity 1, 2, or 3, in accordance with the requirements of DAD [DoF) 07/16 and are dependent on the
associated significance of the finding and risk to be mitigated. Advisory recommendations are not assigned a prigrity
rating, Full definitions for each of the priority ratings can be found at Appendix 1,

: Internal Audit Area i Priorityl Priority 2 ! Priority 3

Policing and Community Saint-.r . : 1 3

Partnership [PCSP) -

: Emergency Planning - - 2

........................................................ . -

Asset and  Property S-:nrlce ) i i 1

Review .. |
- Procurement - abowve tender : g
. threshald and contract . - ! 1 i 2

_management o : I

l.ﬂhﬂl.-ll Karket Partnership - - _ 1

Finance Service and Headmss ) i 3

.'.‘.'?.".'!'.-‘.‘!‘.' ....................................... .

Dng Licensing and Enforcement - - 4

Ewum Management - - 5

.................................................. g ;
: MR [Absence Management) : - : 2 2
e P . -
- IT General Contrals : 2 : 2 : 1 _ _
- Vehicle Management 2 3 : : '
e R . B . ]
. Follow-ups _ - : - _ : A
- TOTAL : 4 é 1 é E=. ; 37

Ards and Morth Down Borough Council — Internal Audit — Annual Assurance Statement 2023724 4
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During the 2023/ 24 vear, we continued to follow-up on Internal Audit recommendations. Under our approach, Internal
Audit set up and maintains the database of Internal Audit recommendations and seeks quarterly management updates
for all open recommendations (including all from previous years which remain open) a5 follows:

*  Priority 1 findings - Internal Audit will conduct 3 site visit to test the implementation of the recommendation
if management reports it as closed

= Priority 2 findings = Internal Audit will seek decumentary evidence of the closure of the recommendation

*  Priority 3 findings — Inbernal Audit will take management representation as to the closure of the
recommendation and will not condwct any testing

The first quarterly report status of recommendations was presented to the June 2023 Audit Committee meeting and
a report on the final quarter status update was presented to the March 2024 Audit Committee, In addition, at the
end of the year in February 2024, we carried out an annual exercise to test a sample of recommendations (Priority 3)
that have been reported as closed to confirm the implementation and the operational effectiveness of the
implemented action.

The table below presents a summary of the status of Internal Audit recommendations per the status update in March
2024:

Priority 1 Priority 2 Priority 3 Total
Total open issues as at last

Audit Committee report : g4 . 3
Items added to the tracker

since the last Audit - i L7 8
Committes meeting

Issues closed [/ superseded

since the last Audit - (3) ] {9
Committea meeting

Issues remaining open 3 23 18 44
items In progress [ partially

implemented 2 w g &
items not yet implemented - 13 13 26

Ards and Morth Down Borough Council — Internal Audit — Annual Assurance Statement 2023724 5
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3. Statement of Annual Assurance

As defined in the Public Sector Internal Audit Standards the prime responsibility of the Internal Audit service is to
provide the Audit Committee, the Chief Executive a5 Chief Financial Officer and the other managers of the Council
assurance on the adequacy and effectiveness of risk management, contrel, and governance arrangements. In
assessing the arrangements in place, we take into account:

# All Internal Audits undertaken between 1 April 2023 and 13 March 2024;
«  Whether recommendations have been accepted by management and where they have not, the consequent risks:

* The actions agreed in response to our awdit recommendations and an assumption that management will
implement the agreed action;

+  Follow-up review of the statws of implementation of prior Intemal Audit recommendations performed within this pericd;
and

* Whether or not any limitations have been placed on the scope of Internal Audit.

During the course of delivery of our 2023/24 Internal Audit Plan, where notified by management and where
applicable, we have familiarised ourselves with the waork completed by other assurance providers, Whilst we cannot
place reliance on their work, we have considered any findings in forming our overall opinion.

Based on the conclusions of our work during the year 1 April 2023 to 13 March 2024, we can provide the Chief
Executive as Ards and North Down Borough Council’s Chief Financial Officer with a satisfactory level of assurance
in relation to the Council’s arrangements for governance, risk management and control.

We note however that there remain a significant number of Internal Recommendations that have to be fully
implemented. The volume and ageing of these recommendations could present a risk to the Council that the
Corporate Leadership Team should review and seek to close as soon as practicable. Additionally, the Chief
Executive and Director of Corporate Services should consider the impact these outstanding recommendations have
on the effectiveness of the Council’s control environment.

Internal Control

Our 2023/24 Internal Audit Flan provided assurance to Ards and North Down Borough Council around the Council’s
system of internal control. Our work focused on a range of key risk areas such as emergency planning, events and
absence management, procurement and dog licensing and enforcement, and a review of the implementation of
recommendations raised in previous internal audit reports.

Risk and Governance

The Council’s Corporate Risk Register is a key driver of Internal Audit coverage. Our Service reviews considered

processes for risk management and performance monitoring. Our work also included a review of the governance
framewaork with regards to the Labour Market Partnership and the PCSP,

Ards and Morth Down Borough Council — Internal Audit — Annual Assurance Statement 2023724 L
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4. Statement of Responsibility

We take responsibility for this report which is prepared on the basis of the limitations set out below. The matters
raised in this report are only those which came to our attention during the course of our work and are not necessarily
a comprehensive statement of all the weaknesses that exist or all improverments that might be made, This report is
not based on an atbest engagement. We have relied on information provided by Ards and Morth Down Borough
Council’s management, and we do not accept responsibility for such information and have not performed any
substantiation or external confirmation procedures to establish its accuracy or completeness,

Recommendations for improvements should be assessed by you (Ards and North Down Borough Council) for their full
impact before they are implemented. The performance of our work is not and should not be taken as a substitute for
management’s responsibilities for the application of sound management practices. We emphasise that the
responsibility for a sound system of intemal controls and the prevention and detection of fraud and other
irregularities rests with management and work performed by us should not be relied upon to identify all strengths
and weaknesses in internal controls, nor relied upon to identify all circumstances of fraud or irregularity. Even sound
systems of internal contral can anly provide reasonable and not absolute assurance and may not be proof against
collusive fraud,

This document is confidential and prepared solely for your information and that of other beneficiaries of our advice
listed in our engagement letter. Therefore you should not refer to or use our name or this document [in whole or in
part) for any other purpose, disclose them or refer to them in any prospectus or other document, or make them
avallable or communicate them to any other party without our prior authorisation. No other party is entitled to rely
on our document for any purpose whatsoever and thus we accept no liability to any other party who is shown or gaing
access to this document.

Fartmer
For and on behalf of

Dhxlaitte (M) Ltd

Lincaln Building

27-45 Great Victoria Street
Belfast

BT2 75L

. Partner: David Kinsella
Senior Manager: Camille McDermott

.............................

T: #3531 1417 2200

E: davkinsella@deloitteie
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Appendix 1: Classification of Levels of
Assurance

These assurance levels reflect the latest requirements of the Department of Finance (DAQ (DaF) 07 716),

Assurance Level Evaluating and Testing Conclusion

Owerall there is a satisfactory system of governance, risk management and control,
While there may be some residual risk identified, this should not significantly impact
on the achievement of system objectives,

There are significant weaknesses within the governance, risk management and contral
framework which, if not addressed, could lead to the system objectives not being
achieved.

The system of governance, risk management and control has failed or there is a real
and substantial risk that the system will fail to meet its objectives.

Recommendation Priorities

Failure to implement the recommendation is likely to result in a major failure of a key
organisational objective, significant damage to the reputation of the organisation or
the misuse of public funds.

Failure to implement the recommendation could result in the failure of an important
organisational objective or could have some impact on a key organisational objective,

| Failure to implement the recommendation could lead to an increased risk exposure,

Ards and Morth Down Borough Council — Internal Audit — Annual Assurance Statement 2023724 8
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At Delodtte, we make an impact that matters for our clients, our people, our profession, and in the wider

society by delivering the solutions and insights they need to address their most complex business challenges.

As the largest global professional services and consulting network, with over 415,000 professionals in more than
150 countries, we bring world-class capabilities and high-guality services to our clients. In Ireland, Deloitte has
over 3,000 people providing audit, tax, consulting, corporate finance financial advisory, and risk advisory semvices
to public and private clients spanning multiple industries. Our people have the leadership capabilities,
experience, and insight to collaborate with clients taking them wherever they want to go.

This publication has been written in general terms and we recommend that you obtain professional advice
before acting or refraining from action on any of the contents of this publication, Deloitte Ireland LLP accepts no
liability for any loss occasioned to any person acting or refraining from action as a result of any material in this
publication.

Delgitte Ireland LLP is a limited lability partnership registered in Northern Ireland with registered number
MCD01499 and its registered office at 27-45 Great Victoria Street, Lincoln Building, Belfast, BTZ 75L, Morthern
Ireland.

Deloitte Ireland LLP is the Ireland affiliate of Deloitte NZE LLP, a member firm of Deloitte Touche Tohmatsu

Limited, a UK private company limited by guarantee (“DTTL"). DTTL and each of its member firms are legally
separate and independent entities, DTTL and Deloithe NSE LLP do not provide senvices Do clients, Please see

waanw deloitte comfabout to learn mone about our global network of member firms,

The Deleitte Ireland LLP privacy notice is available at wiww deloitte.ie/privacy

& 2024 Deloitte lreland LLP. All rights reserved.
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1. Introduction E

In line with good practice, we have worked in partnership with Senior Management to prepare a four-year Internal Audit Strategic Plan and Annual Internal Audit Plan which
is based on the current and emerging risks for the Council, in line with the Public Sector Internal Audit Standards [P51A5) and the standards of the Chartered Institute of
Internal Auditors,

1.1 The Role of Internal Audit

Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organisation's operations. It helps an organisation
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.

Our role is to provide an independent opinion for the Audit Committee on risk management, internal control and corporate governance. In order to provide this opinion, we
are required to review annually the risk management, internal control and governance processes within the Council.

1.2 The Internal Audit Strategy and Internal Audit Plan

The Strategic Internal Audit Plan approved by the Audit Committee on 20™ March 2023 allows an organisational wide view of current and emerging risks for the Council over
a four-year period. This will help ensure the most efficient and effective use of Internal Audit resources and enable us to focus on areas at greater risk.

In line with the PSIAS, on an annual basis we provide the Audit Committee and Senior Management with a risk based Internal Audit Plan. The Annual Internal Audit Plan
enables Internal Audit to facilitate:

* The provision to the Audit Committee of an overall opinion each year on the Council's risk management, control and governance;

*  Review of the Council’s risk management, control, governance systems through periodic audit plans in a way which affords suitable priority to the organisation’s
objectives and risks;

* Provision to management of recommendations arising from Internal Audit work;

* The identification of audit resources required to deliver an Internal Audit service which meets required professional standards;

*  Effective co-operation with External Auditors and other review bodies; and

*  Provision of both assurance and advisory services by Internal Audit, to enhance and protect erganisational value by delivering insight and assurance.

The Internal Audit Strategy and Internal Audit Plan are aligned to the Council’s current risk profile, and will be updated at least annually. The Audit Committee is therefore
requested to approve the Annual Internal Audit Plan 2024/25.

The work of Internal Audit fits within the framework of assurance already established within the Council. It will complement the ongoing risk management framework and
other assurance mechanisms, and thus is not to be considered as the only source of assurance for the Audit Committee,

D 2024 Deloiite lredarsd LLP. All rights resersed, Ards and Nanh Down Borough Coundil 3
Inberral Audit Plam 2024/25
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2. Approach
90

Approach
Our approach to the development and preparation of the Internal Audit Strategy and Internal Audit Plan is delivered through a tried and tested methodology and our understanding
of the Council and the assurance requirements. This Internal Audit Plan 2024725 is presented to the Audit Committee for approval. A summary of the approach is outlined below:

v v’ v v 2o 4 v v
00600060

Review of the Discussion on Development of Drafting of a Management + Audit Committee  Final revisions to ~ CURRENT STAGE:
Corporate Risk the risks and a "long list” of focused FY2024/25 provide review of the Draft  draft Internal Finalisation of the
Registers and proposed auditable areas Internal Audit Plan comments and Internal Audit Audit Strabegy Internal Audit
internal auedit areps of in the (Section 5) which guidance o Strategy and and Intermal Strategy and
Coverage in internal audit forthooming considers strategic ensure the plan Internal Auwdit Plan  apdic Man Internal Audit Plan
recent years with four years and operational Is truly tallored 2024725 and

rhanagemiEnt eyelical priarities communication to

(Appendix 1) senlor staff

+ B
Audit Needs Assessment
Ards arsd Neath Down Borough Counil &

D 2024 Deloiite lredarsd LLP. All rights resersed,
Imtedral Audit Plam 202425
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3. Risk Universe

The diagram below sets out the Corporate risks impacting upon the Council. These risks have been used in developing the Internal Audit Strategy and Annual Plan. Risks in
the diagram below have been taken from the Corporate Risk Register February 2024, and colour coded to reflect management's assessment of severity as documented in

the risk register.

Corporate Risk Areas

CR2
CR4 CRS CR11
CR16 i equate
Climate/ Compliance with Net Decline in non- Burial erounds Loss ;:I“l: e ;ﬁﬂl Iﬂd!
Environment Zero targets domestic tax base . s GLAREASEE d.lhlrslrr:::“
CRT
CR& Community and CRE8 CR9 CR10 o Eﬁiﬂ:ﬂ
Partnerships stakeholder Health and safety IT and Cyber Data protection = nulty
engagement Sl
Ards ansd Hanh Down Boreugh Coundil 5
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4. Internal Audit Plan 2024/25

In the following table we have set out the proposed assignments to be delivered during 2023/24.

Key to lcons

ASSUrance review

Core team @
=

Subject matter experts

Advisory review

Senlor Related

Bssurance M : Cvelical c 1 Proposed
. anageman yeclica arpora

or Advisory & ¥ P start date

Lead & Risk

Audit S5cope and Additional Comments

Audit Area

Strategic
{1} wfc1l¥h Review of controls in place to manage risk
CR1, CR3, June 2024 | associated with Service planning, budgetary
Service reviews 30 TRC @ " CR5, CRT, (2] wfcsh contral, risk management and performance
CRS August manitoring/reporting. Proposed Services for
2024 2024425 to be finalised,
Director of ; .
Comporate Review of the Councils control framework in
Inforrmation ._'md 15 T e _ CR10 wifc 19" August | place t:r:- support compliance with the Data _
Data protection of 2024 Protection Act. Areas of focus to be agreed with

M TEnt.
Adrministration Anagement

D 2004 Dedoiite lrelarmd LLP. All righis reserved Ards angd Nanh Down Boreugh Counil 4]
Imtedel Augdie Plam 2024725
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Audit Area

Assurance or
Advisory

Seniar
Management
Lead

Deloitte

Team

Related
Corporate
Risk

Proposed
start date

Back to Agenda

Audit Scope and Additional
Comments

Governance 10

Digital

12
Transformation

Operational

Labour Market

. B
Partmership
PLSP Q
ICT
Business
Technology 12
Governance

D 2034 Dedaitte Inelarsd LLP, All rights reserved

Director of
Corporate
Services ¢ CLT

Directar of
Corporate
Services f Head
af Strategic
Transformatio
n and
Performance

Head of
Economic
Development

Interim Head
of Community
and Wellbeing

Head of
Transformation
and
Performance

00

w/c 25
CR3 Nowemnber
2024
CR9, CR14, CR3 TBL
wifc 3
CR1, CRY, CR3 February
23S
wc 30
CR1, CRY, CR3 August 2024
CR9, CR2, CR3 TBL

Review of governance arrangements
acrass the Council against good
practice.

An advisory review to consider the
risk management and processes
withim the Councll in relation to digital
transformation.

Review of the gowernance
arrangements of the LMP and
controls to manage grants and
expenditure

Review of the governance
arrangements for the PC5P and
controls o manage the grants and
tendering processes operated by the
PLSP.

Review of the governance
arrangemeants in place over the
Council’s business technology senice
unit.

Ards argd Nonh Down Borough Coundil
Imtedel Augdie Plam 2024725



4. Internal Audit Plan 2024/25 (continued)

Audit Area

Assurance or
Advisory

Sanior
Managerment
Lead

Delaitte
Team

Cyclical

Ralated
Corporate
Risk

Indicative
audit start
date

Back to Agenda

Audit Scope and Additional Comments

Finamcial

Budgetary
Contral

Cash Handling

Procurement
[below tender
threshold)

Other areas

Follow-ups

Contract
Management

Strategic and
annual audit
planning

a_ B

10

10

14

17

A

HfA

N/A

Head of
Finance

Head af
Finance

Head of
Strategic
Transformation
and
Performance

Head of
Finance / HosT

CLT and HoST

CLT and HosT

@

CR3, CR2

CR3

LR3

N/A

MSA

NSA

wfc gth
Movember
2024

wic 18
Movember
2024

wyc 5
August 2024

Qurarierhy

MSA

M/A

Review of the Council’s governance and
contrals in place around budgetary contral,
including budget setting, monitoring and
reporting.

Review of the Council’s key processes and
contrals in place around cash handling,
including recording, reconciliation and
security of cash at sample locations across
the Council.

Review of the governance and controls in
place over procurement below tender
threshald.

Quarterly status update on all open Internal
Audit recommendations. Annual sample
verification exercise for Priority 2 and
Pricrity 3 recommendations reported in year
a5 being closed,

Contract management [including
attendance at progress and Audit
Committee meatings, and

preparation of progress reports and

Audit Committee reports).

Refresh of the Strategic Audit Flan
and development of the Annwal
Audit Mlan.

Imtedel Augdie Plam 2024725
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5. Strategic Internal Audit Plan 2023-2027 (Updated March 2024)

Risk Area Internal Audit
Strategic Service reviews

Information and Data protection
Climate Change Strategy
Governance

Workforce Planning Strategy
Digital Transformation
Transformation programme and project management

PCSP
Labour Market Partnership
Facilities Managerment

Licensing
Fleet Managerment
Contract management - Leisure Services Contracts
Contract Management
Lease Management
Opsrational staff Performance Management
HR (Absence Management)
HR |Grievance Processes)

Grant Funding/ Management
Events Management
Emergency Planning

stores (stock and fuel management)
Community Plan implementation

0 2034 Dedaitne lrelarsd LLP. All rights reserved.

Related
Corporate Risk
CR1 CR3, CRS,
CR7, CR9
CR13, CR4

CRYT

CRS

CR1, CR7, CR3
CRS, CR7, CR3
CR1, CR3, CRS,
CR7, CRS

CR1, CR3, CR7
CR1, CR3, CR7
CR3, CRS, CR6

CR3, CRB, CR7
CR3, CRB, CR7
CR3, CR7
CR3, CR7
CR3, CR7

CR2

CR2

CR2

CR3
CR&
CR&

CR3, CRY
CR1

23/24

v

Internal Audit Plan

24/25

v

W

v

¥

2526 26/27

v

Ards andd Nonh Down Borough Coungil 9
Imterral Audit Plam 202425
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trategic Internal Audit Plan 2023-2027 (Updated March 2024)

Back to Agenda

Risk Area

Financial

IcT

Other

Internal Audit
Payroll
Budgetary Control

Travel and subsistence
Cash Handling
Procurement - above tender threshold

Procurement - below tender threshold

Business Technology Governanoe
Cyber security

General IT controls

Follow-ups

Contract management

Strategic and annual audit planning

0 2034 Dedaitne lrelarsd LLP. All rights reserved.

Internal Audit Plan

Related

Corporate Risk 2324 24725  25/26 26/27

CR3 o

CR3 v

CR3 "

CR3 ¥

CR3, CRO o

CR3, CRY ¥

CR4, CR13 "

CR4, CR13 L

CR4, CR13 v

N W W w W

- W ¥ " W
W v " W

Ards andd Nonh Down Borough Coungil 10
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Appendix I: Background and Approach

1.1 The Development of our Four Year Internal Audit Strategy and the 2023/2024 Internal Audit Annual Plan

A5 required by best practice Public 3ector Internal Audit Standards [P5IAS) the Chief Audit Executive is required to develop a risk based Internal Audit 3trategy. The four
year strategy was approved by the Audit Committee on 20" March 2023. This Annual Internal Audit Plan for the 2024/25 period is included in the strategy.

1.2 Our approach to your Internal Audit Annual Plan

Our approach to developing the plan is consistent with the standards of the PSIAS. We have taken into consideration any changes ongoing/planned for the Council to
ensure that the work we deliver adds value.,

The 2024/25 plan, in line with the overall four year Strategy, is risk-based and aligned to the Council’s Corporate Risk Register. We have also consulted with members of
the Corporate Leadership Team [CLT) to review the coverage and assurance regquirements for this period.

Some key questions we consider as part of this process include:

* Has the risk profile changed from the previous year?

*  Will any of the areas under review include controls that External Auditors may be planning to place reliance on?

*  Does athird party require assurance on the risk area under our review and does our scope meet those requirements?

*  Dothe outputs of the risk registers suggest other risk areas not already highlighted by management for internal audit review?
* Are we aware of any significant issues previouwsly reported that should be revisited to provide assurance for management?

D 2024 Deloitte Inelard LLP. All rights reserved. Ards angd Neath Down Borough Coundil 11
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Appendix I: Background and Approach

1.3 Typical contents of our Annual Plans
Each of our Annual Internal Audit Plans follow a similar agreed format which includes as a minimunm:

* An overview of the scope and objectives of each audit and any key considerations;
* Days allocated to each assurance and advisory review;

* Proposed timeframe for commencement; and

*  Any advisory inputs,

1.4 Deciding the appropriate audit response

Woe regard every individual Internal Audit we undertake as an oppartunity to add value and
therefore it is a core part of our approach for each Internal Audit. We adopt an innovative and
robust approach for individual areas by ensuring that our strategy and annual operational plans
appropriately focus on operational risks.

We will respond to each risk proporticnately and use a range of audit technigues to provide
senior management and the Audit Committee with assurance and advisory recommendations.

1.5 Communication and reporting protocols

We have clear communication and reporting protocols in place which allows for a frequent two
way flow of information between the Internal Audit team and Management.

We attend all Audit Commitbee meetings in order to maintain our understanding of the current
and emerging risks faced by the Council. This allows us to flex the Internal Audit Plan where
deemed appropriate (and as approved by Audit Committee] in line with the Council’s evolving
risk profile.

We also meet with the Director of Corporate Services and Head of Finance on a monthly basis
to discuss progress against the Internal Audit Plan. This allows any ‘red flags’ to be highlighted
to Senior Management early, supporting a robust response to absent/ineffective controls
where necessary.

D 2024 Deloitte Inelard LLP. All rights reserved Ards angd Neath Down Borough Coundil 12
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Appendix 2: Historic internal audit coverage

202324  2022/23 202122  2020/21  2019/20  2018/19  2017/18

Corporate & business planning & performance management ¥
Community planning v
Social media v v
Corporate governance

Communications

CComporateServices
Contract Management and Contractor Monitoring Repairs and o
Maintenance

Travel and Subsistence
Tenders and Contracts
Cash Handling

Payrall v v
Procurement v ¥ v
Overtime, TOIL and Flexi v
Debtors & Accounts receivable

Trawvel & subsistence

Business continuity and emergency planning ¥

Budgetary control

Business Technology (ICT) environment

Cyber Security v
Supplier Payments v

Treasury Management v

Income Management o

Risk Management

Information Governance and Data Protection

Freedom of Information

Staff Performance Management

Safeguarding v
Whistleblowing arrangements ¥
Equality and Disability Action Planning ¥
staff Training & Development ¥

RN N

LA RYENES

D 2024 Deloiine Irelamd LLP, All rights reserved, Ards andd Nonh Down Borough Coungil 13
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Appendix 2: Historic internal audit coverage
100

2023/24 2022/23 2021/22 2020/21 2019/20 2018/19 2017/18

Property & lease management ¥ ¥
Complaints & Customer Feedback

HR: recruitment & retention ¥

HE: Absence management ¥

Customer Service i

General IT Controls ¥ ¥

Cyber Security ¥

Service Review — HR and Organisational Development v

Service Review - Finance

Emergency planning

Planning = enforcement and development control

Contract Management & Operations — Exploris ,.r

Event management v v
Pickie Fun Park

Visitor Information Centres

Grant Funding v ¥

Labour Market Partnership v" v

Service Review - Tourism

Service Review - Regeneration
Capital Projects ¥
Capital Project Management

Building Control

Fleet management ¥
Health & Safety — Harbours ¥
Contract management = Waste ¥
Waste management ¥

Stores: stock and fuel management ¥
Off-street parking enforcement & income callection

Service Review = Assets and Property Services ¥

D 2024 Deloiine Irelamd LLP, All rights reserved, Ards andd Nonh Down Borough Coungil 14
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Appendix 2: Historic internal audit coverage 101

2023/24 2022/23 2021/22 2020/21 2019/20 2018/19 2017/18

Fixed Assets o

Grant Funding

Asset management
Service Review — Regulatory Services
Service Review — Waste Services i

Licensing (including Dog Licensing and Enforcement) v

Partnership Arrangements
PCSP v v v v v v v

Grant Funding

Contract management:; Aurora Leisure and Agquatic

Centre

Enwvironmental Health

Leisure centres [Ards Leisure Centre)

Museum services (Morth Down)

Health & Safety v
Service Review — Environmental Health v

Service Review — Leisure and Amenities

D 2024 Deloiine Irelamd LLP, All rights reserved, Ards ansd Nanh Down Borough Coungil 15
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At Darloitte, we make an impact that matters for our clients, our people, our profession, and in the wider society by delivering the solutions and
insights thay need to address their most complex business challenges. As the largest global professional services and consulting network, with
ovar 415,000 professionals in more than 150 countries, we bring world-class capabilities and high-guality services to our clignts, In Ingland,
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We have continued delivery of the 2023/24 Plan. An averview of our progress on the 2023/24 Plan (as at 14/06/2024) is set out belvw:

Final Draft Fieldwork Planning Yet to Cancelled/ Total
Report f Report Commence Deferred
Complete
13 - - - - - 13

Since our previows Audit Committer progress report wie have;

v Issued final report for the Vehicle Management roview on 30/05/3024,
* Issied final report for the HR (Absence Management] review on 05/06/2024.
*  Bswed final report for IT General Contrals review on 13,06/ 1024,

Further detadl gn reviews is provided in Appendix |.

At Committer Progres Update L]
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Summary Status of the 2024/25 Plan
W have began the delivery of the 2024/25 Plan. An overview of ouf progress on the 2024/25 Plan [as at 14/06/2024) is 4et out below:
Final Draft Fieldwork Planning Yet to Cancelled/ Total
Report f Report Commence Deferred
Complete
- - - 4 7 - 11
Since gur previous Audit Committee progress report we have:
v Issued the draft terms of reference for Serdice Review 1 = Parks and Cemeteries on 10/06/2024,
* Held the planning meeting for Informaticn and Data Protection on 13/06/2024,
* Held the planning meeting for PCSCP on 13/06/2024.
Further detadl gn reviews is provided in Appendix |.
it Committes Progrei Updite &
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Final Report
Vehicle Management

Background

This assurance review focused on the governance framework and controls in place to manage risks

argund vehicle management including procurement, replacement, disposal, and maintenance.
Overall Opinion

Overview As a result of our audit 2 Limited assurance was provided.

In order to complete this engagement, we completed the following; Findings
Thetre were two Priority 1 findings identified during our review, which can be summarised as;

*  Inadequate controls and operational deficiencies for wvehicle procurement and
replacement.

+  Discusslons with Transport Service Unit manager and Head of Assets and Properties to
walkthrough the wehicle procurement, disposal, and maintenance processes,

+  Review of key items of dotumentation such as Asset Management policy and procedures and
procurement [ replacement [ disposal / maintenance documentation such replacement
strategy, need analysis, disposal forms and internal inspection reports.

*  |nadequate vehicle maintenance and stock management system.

There were three Priority 2 findings identified during our review, which can be summarised

A5

+  Inadequate governance arrangements for wvehicle procurement, disposal, and
maintenance,

« A limited programme of sample testing of two sample vehicles procured during the audit
period 1o assess control operating effectiveness of vehicle procurement and replacement
palicy.

A limited programme of sample testing of three sample vehicles disposed of during the audit

0 | ate d tation of vehicle di l.
period 1o assess contral operating effectiveness of vehicle disposal process, SIS AR RSN O SN N EE oS

. | ate d tation of inventory contral and stock counts,
« A limited programme of sample testing of fifteen vehicles to assess control operating bl S sl L L PSRRI

effectiveness of the vehicle maintenance and inspection process,
«  Consideration of possible improvements or alternatives for the controls in place,
*  Reporting of findings with practical recommendations for improvement where appropriate,

There were no Priority 3 findings identified during our review.

Mkt Comemittes Progr Updite
£ 024 Dplodze, Allrights reyprid dursg 2004
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Final Report
HR (Absence Management)

Background

This assurance review focused on the governance framework and controls in place to manage risks
arpund staff absence within the Council including policies and procedures, return to work
processes, use of Occupational Health, processes around long-term absence and reporting
upwards,

Overview
In order to complete this engagement, we completed the following:

* Discussions with key membsrs of HR such as Head of HR and Qrganisational Development and
Employee Relations Manager to walkthrough key processes.

+  Review of key items of documentation such as policies and procedures.

«  Alimited programme of sample testing to assess control operating effectiveness,

«  Consideration of possible improvements or alternatives for the contrals in place,

+  Reporting of findings with practical recommendations for improvement where appropriate,

£ 024 Dplodze, Allrights reyprid

Back to Agenda

Overall Opinion

As a result of our audit a Satisfactory assurance was provided.
Findings

Thiere were no Priority 1 findings identified during our review,

There were two Priority 2 findings identified during our review, which can be summarised as;
«  Lack of Absence Trigger Notification on CORE System.

*  Incomplete return to work process and supporting documents.

Thiere were two Priority 3 findings identified during our review,

Audht Commeltes Progrew Update
Jar 3004
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Final Report
IT General Controls

Background

This assurance review focused on user access management controls in place on Core HR and
Windows Active Directory (AD) for thee in-scope domain controller ‘PRANDDCE'.

Overview

In order ta complete this engagement, we completed the fallowing:

+  Discusslons with systems owners for Core HR and AD to gain an understanding of processes in
place in relation to managing users access on both systems.

Review of key items of documentation such as policies and procedures.

A limited programme of sample testing to assess control operating effectiveness. *To note for
our testing of Joiners and Mavers, as a new procedure had been introduced at the start of our
fieldwark, we have only performed a design review of these controls,

«  Consideration of possible improvements or alternatives for the contrals in place
+  Reporting of findings with practical recommendations for improvement where appropriate,

£ 024 Dplodze, Allrights reyprid
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Overall Opinion

As a result of our audit 2 Limited assurance was provided.

Findings

There were two Priority 1 findings identified during our review, which can be summarised as:

Management of Privileged Generic accounts on Windows AD - At the time of our review,
there was no password managemant tool in place to secure the passwords for generic
atcounts, These passwords are not subject to rotation. Confirmation of whether all
privileged generic accounts on the AD were granted the appropriate level of access could
not be obtained at the time of our review.

Password Management on Windows AD and Core HR - Password requirements on
Windows AD and Core HR do not meet the organisation's requirement for minimum
length. There is a cohort of end-users on the Windows AD configured with non-expiring
passwords. There i no multi-factor authentication required to access Windows AD or
Core HR.

Thiere were two Priority 2 findings identified during our review, which can be summarised as:

Lack of Third-Party Oversight Controls - ANDBC do not receive any third-party assurance
reports to ensure the operating effectiveness of the vendor's IT contrals.

Core HR Conflicting Segregation of Duties = Two accounts were identified with access to
both Payroll and Security privileged permissions. There is no formally documented user
access review conducted for privileged users on Core HR,

Mkt Comemittes Progr Updite 10
e 2004
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i 114
Update on Annual Internal Audit Plan — 2023/24
I this section we have provided an overview of our progress regarding the 2023/24 Internal Audit Plan as at 08/03/2024.
Reveew Area Sponsor Manned Hudit Status Busurance Level  Planned Start Date Actual Start Date
Diarys
Guarter 1
ANDBC 23/24 -  Service Review - Ausets  Hoad of Assets and 15 Final Raport Satisfactiony 15/05/2023 15/05/2023 Final repodt ssued 28/09/2023,
ol and Property Serdons Propery Serdoes
ANDBC 23/24 -  Service Boview - Finance  Head of Finance 15 Final Repaort Satisfactony 26062023 2o 061023 Final report sswed 27103033,
i)
ANDEC 23724 03 Risk Register Widrkshop  CLT ad HedT i Compliti ik 5071023 15/07/2023 Warkihiog held on Z5/07/2023. Quiput froen th
risk register workihop issued 1o management on
D7/QRF033 for managerment nidiw and risk
scoring.
ANDEC23/34 = Emargoency Planning Had od 10 Final Report Satisfactony 31/07/2023 31/07/2023 Final repodt ssued 19/10/2023,
2] Admirisiration
| ANDEC 2324 .05 Risk Appetite Workshop LT 3 Complete Nf& 10/08/2023 10/08/2023 Workshop held on 10/08/2023. Output from
workshap lssued to management on 12108/3023,
it Committes Progrei Updite iz
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Update on Annual Internal Audit Plan — 2023/24

Quarter 3

Rewiiw Aria

Manned Days

Agenda c. / item 7c ANDBC 24-25 June Audit Committee Progress Report (for...

Audit Salus

Assuaranos Ll

Planrsed Seart Dati

Actianl S1am Dade

Back to Agenda

ANDBC 23/24 =06 Procuremint - Hizad af Fli] Firal Repan Sattslactary 18/09/2023 18/09/2023 Firad repeort ispued 07,/12/2023.
abere enednr Transfoemation and
threshold and Ferformance | Head of
contrack Finance | relevant
management Hizads of Senvice
ANDEC 23/24 -07 pCEP Interim Head of ] Final Repor Satisfactory 13/11 2033 1371172023 Finad report ssued 08032024
Community and
Wellbeing
| ANDBC 23,24 - 08 Dog Licensing and ~ Mesghbourhood 10 Firal Report Satisfactary 3010/2023 071072023 Finad report issued 19002024
Enforcement erwironment manager
{ Head af Finance
ANDEC 33/24-08  Evenis Hiead af Tourlsm T Final Report Satisfactory 15,/01,/2024 15/00/2024  Final report issued 08/03/2024.
Management
ANDEC 23714 =10 Labow Market Hesd af Econdmas ] Firgl Ripan Satisfactory 24/01/ 2024 2470172024 Firgd repart Baued 070372024,
Partmesibip Deelopiment
ANDEC 23/ = 11 HE [Abstnie Hizad af HR and 12 Firual Fiirpean Satisfactory QR 034 D&Ml 2024 Firgd repart Boued 05062024,
Managemins) Diganiatianal
Direlopment
ANDBC 23724 - 12 (T General Controls  Head of & Firial Beport Limited 04032024 040372024 Firad report msued 13/08/3024.
Transfoemation and
Performance
|ANDBC23/24-13  Vehicle Hizad af Asiets and 10 Firal Repan Limifod 197032024 19/02/2024 Firuall report ispund 20,/05/2024.
Managumient Froperty
Mkt Committes Progreu Updits
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: 116
Update on Annual Internal Audit Plan — 2024/25
I this section we have provided an overview of our progress regarding the 2024/25 Internal Audit Plan as at 14/06/2024,
Reveew Area Sponsor Manned Hudit Status Busurance Level  Planned Start Date Actual Start Date Matis
Diarys
Guarter 1
ANDBC 24/25=  Service Review =Faris  Head of Parks and 15 Panning . wc 1T Jure 2024 Draft terms of reference issued 104062024,
ol and Camateries Compberies commenced Awaiting management respanses.
ANDBC 24/25-  Service Review - Head of Economic 15 Flanning to . wift 5™ August . Flanning to commence.
73 Ecomomic Development  Development COMMEnce ke
ANDEC 24725 03 Procunement {Bay Hoad ol Sirategic 14 Plansing . Wit 5™ Mgt . Plansing mabeting schaduled for 18006/1024,
terder threshold) Transhormation and commenced 024

Perlarmande

ANODEC 24/25-04  Imformation and Data Director of Coeporate 15 Flanning . wit 19% August . Flanning meeting held 130062024, Draft terms of
Pratection Lerdces [ Head of commenced k) reference 1o be issued.

Adminisiration
ANDBC 24/25-05 PCSP Intarim Hiad of ] Mansing - wit 307 August . Pansing mesting held 13/06/2024, Draft teves of

Commwuinity and commenced 034 reference 10 be issueed,

Willbairg

it Committes Progrei Updite 14
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117

Risf Rewiiw Aria Manned Days Audit Salus Assuaranos Ll Planrsed Seart Dati Actianl S1am Dade
Quarter 3
ANDEC 23/24 =06  Budgetary Conired  Hiead of Finande 10 Flanning ta ‘ wifc 4" Nowembar . Flanning to command,
COMTAENCE 104
| ANDBC 24/25-07  Cash Handing Hiead aof Finamee i Flanning ta . wit 18" Nowember . Planning to commende.
COmmEnoe k4
ANOEC 2425 -8 Gowernance Director of Corporate 16 Flanning ta . wic 25" Nosembaer . Planning to commende.
Services Jf CLT COMmmEnce Ik
ANDBC 34/25-09  Labour Market Hizad of Economéc 8 Flanning to ' wit 3 Febnuary ' Planning to commende.
Partnershilp Development COMMEnCe vkl
Other Areas
ANDEC 24/25 =10  Digitad Dhrectar af Corporite 12 Manning 1o - TEC - Plannicg to commende,
Transdormatian Serviced f Hesd of MmN
SEalegc
Transoematian and
Perlormane
ANDEC 24/25 =11 Busineds Hiead of 12 Flanding 1a . TEC . Planning to commaend,
Technology Transformatian and EOMMENCE
Gowernante Ferormance
A 17 Ongoing nia Quarterhy . Latest follow up exercise redults preserted in
Head o Finanse | Appendix |l
Fallpw-ups HesT
Mkt Committes Progreu Updits is
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Amendments and AOB to be noted by the Audit Committee
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We have no other business to present however would be happy to discuss any other business that Ards and North Down Borough Council may wish to consider,

At Committer Progres Update 16
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Deloitte.

Internal Audit have compiled a database of Internal Audit recommendations and seek management updates quarterly for all open recommendations {including any from previous years which remain
apen] as follows:

* For Priority 3 findings reported a3 closed, the management update as to whether it is closed (and when) or not is sufficient
* For Priority 2 findings reported a5 closed we asked for documentary evidence to support this

* For Priority 1 findings reported a3 closed we conduct testing on the recommendation to verify closure

The results from our first quarter update for 2024/25 will be now reported to the Audit Committee.

Mkt Comemittes Progr Updite 18
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Back to Agenda

e———————— L

Total Open kssues as at the previous Audit Committes Meeting

Items added to tracker since the previous Audit Committee Meeting

Isswes closed/superseded since the previous Audit Committes Meating (2]
Total items remaining open as at 14/06/2024 1
Items in progress / partially implemented 1
ttems not yet implemented

ttems not yet implemented and overdue

Items not yet implemented but not yet due

£ 024 Dplodze, Allrights reyprid

(%)

10

(14)

17

(21)

12

17
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Outstanding Recommendations

Update as at 14/06/2024 122

Updated target date for overdue partially implemented Priority 1s and overdue not yet
implemented Priority 2 and 3s

E I I

(-1 manths 3-6 manths G-12 manths

=N

L=

Pt

-

#Priarity 1 wPriofity 2 ®Pricaity 3

Mkt Comemittes Progr Updite 20
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Quarterly Follow-Ups Update
June 2024

Table shoewirg details of all overdue open and partially implemented Pricrity 1 and all overdwe open Pricrity 2 recommendations ;

Dirigisal
Driginal Duiginal Dust
Resemimanidaticn Managemant Beyponie Date

1

1. Mansgemént vhould implement 2 documented
Dusing the review, we ideniiied that thers ars a P et polkcy that outlings the following:

= Minimum length of § character
mmﬁudnﬁwuhnhﬂmhuhmﬂw'

Complesty enabled Lo o oombination of iR, 1 Pasgeord requiiements will Be changed 12
onfipurations on the Councils nebwork and o |

ﬁrﬂtﬁ.hnﬁﬂthhlmm"“lwﬂum

detmrmined: + Maietearms kot attempts before lnchout of between 3 asimum fusiber o 5 aiterets beloee account
Wiediows Active Directory o5 Mt leckout, Sl inforenation cameaign vl be
The Couclfs VPN |5 iniegrated with Windows " "¥#5ord history of 10 cr more Le. pasiword mmul be carried out ower the summer 1o adviie of
Mive Directory credentishs to eutablish o g 10 timas Befors & cin be reuied change. [implemested lanusry 1021
s 5 RO itk 1. All sccounts whose paiiwords fe it 10 rever xpify 1 idenlified acoounts huve ben iel Lo expine, A
mmwmwﬂmhmummnww nevia ol Breearns 09 be condhactid wilh aiy
Windows Active Directory ane not In ine with good T ured. Th followieg itcelkd aio be considered: eithed wier Mcousts that are Tound to b et 1o
SR # User acoounts should mot be set 10 Hever exine m 10 eagire 1o be changed [implemented
" Pasword Longth: 7 characters [minium ® PASOd ikt ool should be comidared fos Janusry 2023
number of chaescters in 4 passwned); neevant privikeged aoounts. 3 Muhi Facior suthentication is oumently being Head of Service advived “Applied for fusding e
« Rpsst Actonst Locksut Counter: after B mingtes > Manajement ihould comider the implementation of enabled, currently 108 of users are set up. Disc SIEM. Budget s not ratilied watl rate st on 14 Feb,
mnH“[HHMHHHM#M;ﬂmmmmmﬂmm“d encryphion will be rolked out, comemencing '
controkinplace o o+ user il 10 log 0 Defore the faleg “2Y b0 support working from hom. i Wovember 2021, priorising the lapiog estate s oo Updated targe date of implementation
fo :.wpm‘l.w s reantk and A, I b recommended that disk encryption is endorced on and evdorcing all USE devices to be encrypbed
m'“"nl”ﬂ“llll-wquq. uhuﬂmmﬂmunm (busieess case for resources approved June i1z
number of faied sige-in atiempts that will cause a Pe A removable media and laptops. ALS-1S6 021). (Advied bmplemented March 2024, 33/03/3034
sty eeount 1o be bocked ). encrypiion should be enforoed and a pin should be evidence not yet received.
“Wmmmmmbﬂmﬁnmmmmmum 4 Redew KT Policy with the sugpeited
HpﬂlmMMﬁw;‘melmm amandments {Implemented March 2024)
ysiem and yemeric accounts. Thiough Inspection 2" 10n8 Polcy defineg a8 misimur; 5. Training will be roled out once Interim Home
i = m“mdmm:w'::*ﬂmm mﬂmﬂmmm“
not have any socess and were unable to login as
they were:sither email ony acoousts or training T hele ORYEE FYpes 6. Amanual, weekly, review of authentication logs
Rccourts wtid for poetartatnt 6. Managemant should efrigre that o8 employeet e wil commence siraight Jway with by wruiual
From the remaining accounts we selecied a® > med and trained I8 relation to security and privacy scaivity investigated. An automated SIIM will be
samgle of ), through our testing we identified Pt outined in the femole werking polcy. ntreduced by targer date. (busieess caie for
e flbcrwing: T Masagemend should comider configuing lagging mesources  approwed  June  0FI)  [Net
mechanis 1o caplure user activities on the system. implemented)
4 wier acounts aasywnrd incorrecty
:H::mm,-mm Tharehore, all ustr activities are logged, and aey unupul

o unauthorised actions can e identified through
Esfbafin Ctons o th lagi.

Mkt Comemittes Progr Updite F}|

£ 024 Dplodze, Allrights reyprid darwn 200

Back to Agenda

123



Agenda c. / item 7c ANDBC 24-25 June Audit Committee Progress Report (for... Back to Agenda

Quarterly Follow-Ups Update
June 2024

Table showing details of all overdue open and partially implemented Priority 1 and all overdwe apen Priority 2 recommiendations :

Quiginal Updaied
Manapermgnt Beiponte §eatus

!!MWWMM‘#MH
e Buringii Technolafy '6a% ae #ored in &
reitricted fokder howewnr the padiwerd lor both
EEEOURLS H 561 10 "Rt Expite”,
Malti-lacior Aathinsication (MFA]
It was Setermistd that (here i no Sultl-leciod
mihintieatisn wed within ANDEL Ad b fedult,
remche wierd are nod requined B9 uie MIFA R0
mhistie thigagh the Councili VPR
Encryplian
Thicugh Inguify with mManagement it was
identilind that encryplion K implemnied on
Council mabale phames, Howewer, i encryplion i
in place on afry cther Cypid of devices beld by the
Aeiew of gy Council for example liptogs.
”“.Hmmunulpuww
1 - During our resiew it was identified that ANDBC's Kee presiods sde. 1 e previous Hicke 310312024 See previous shde
mpﬂﬂ:‘r “dnreation  Secunity  aed Technokogy
A WO oiey” does not penmit the use of any device on
fis network that s not owned and controdled by
the Council. In response fo COVID 19 employess
were dllomed to use personal devices to acoess
cloud-baied nyitem while working remately such
as Office 385, OneOrive, SharePolnd and Teams.
Since March 2030, na further control o puidance
have been Bayed in refition Bo minkmem secwrity
requingmenti,
Legging and monftoring
Duing Guf findire it wid deteimined 1hat kagiing
and menitaring i3 not implemented within the
Coungil. A4 & redult, Bbempti 1o theaticats bath
sugcaidlully ond en-ioiafully 1o the Coencil'y
nitwaedk ang Bed Captufed of manitaned,

124
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Quarterly Follow-Ups Update

June 2024

Table showing details of all overdue open and partially implemented Priority 1 and all overdwe apen Priority 2 recommiendations :

Original : Original
S e R I~ P 2 e W -l I

g Traweland

Travel and

The Councll I curnenthy
BpETling under gacy plicie
afd tws e msthods of
processing claims, cns i manual,
wfed th itk 5 an sectronks
sytem called Trarafare. Audit
was adhised that theee i
currenthy @ paper b draft foreat
wiich continues 0o be

developed. This paper will form AMDIBC should finalise 3 single Trawel & Subsistence policy a5 soon

the basis for a single Ards and s possible and implement a single method of processing claim
Morith Down Travel & subsmisions, efther elecironicaly or manually,
Subsisience policy once it s

completed and has been

reviewed by the necessany

deparimints 0l COmimiitees.

Ausdit was also advived that a

nisw cnling pesem oee 17 ks

being implemaented for

processing ol clalms which is fo

be in place for 01043019,

A rieviw hiri ot Been caried
out within the new Council o
diterming whithes fall s
claiiified ooarectly bd either
carpudl e L o BRsEnEll af
wsieri, Audit lound that the Hosd
of Finasce b currently gathering
inlarEnaticn bad fListic on
el ared ubsHe e (35 part of
thet pagesd Pedeimed 02 i Hiue 1.)
ared Ehat a5 3 Pesuln any e
rissealed (including naccuracies
redating bo essential ron-
Esenial car users) will ke
e,

Consideration should be ghen to priceitising the update of
essential car user states to emure eligibility & being comectly
spplied gheen changes That may have coourmed in stalf roles and
locatkons of work.

£ 024 Dplodze, Allrights reyprid

lﬂ]!ﬂﬂlhmhﬂﬁlﬂﬂdﬂwﬁh

velation to & new Travel & Subshience policy

Fuas e claram i Tof discussion with CLT,

HoST and SURS, Once this bas been

revieaed and instruction gaen a cearsr path 310319
for thee policy will become evident. € s

Poged the draft pokcy wil proceed through

ihe receseary stages io be implemended for

11/03/2014.

Establrhing the criteria that ihould B uied
Yo deberming whether & pout b eiential wier
i o of tha iy Hsases 1 b decided upon in
eitabslshing the new paiicy. The review of
the key issues draft document by CLT, HeST
and SLIMS wil give chear disection regarding
the essential user Bsue.

AT

Back to Agenda

Tz Hieadd of Service advised “Wp-So-date pelicy currently
being drafted”

Updated targed date of implementation:
¥1j00/2028
Shidries
e

S

The Head of Service advised “Up-to-date policy currently
being drafted”

mmmmﬂwm
n/aaja0zs
i
d3ildiaa
N T
Mkt Comemittes Progr Updite kL
S 204
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Table showing details of all overdue open and partially implemented Priority 1 and all overdwe apen Priority 2 recommiendations :

Ouiginal Ouiginul
Recommsndation Menagesnert Retdirie

Wi wtrr ichrtbd LB b IS A -
foemal mechanisa to monitor S
hours werked (fone hows and  The Coundl shonld neviw how 1o monitor hours weroed (.. Maragement will endeaveur 10 onligure a
o Overtime, Flexi overtime] by Counclempluyees potentia for reporting in Core] to ensure tha, usess staf have ~ reportegroutine i thenewintegated wmum

BTOL  agueattheWokisgTime  Tormally opted o, theve ks compkance wih the Working Time " HR/Emplopes Payments syvem cunently il
aVErape acrnss  roling 17
wiiksl. [ETE I vRE

Aucht Committer Progrr Update b7
e 404

£ 024 Dplodze, Allrights reyprid
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Table shoewirg details of all overdue open and partially implemented Pricrity 1 and all overdwe open Pricrity 2 recommendations ;

Original : Original
o e N I~ P 2 e W -l I

suppbers by spend, there were
four suoliers identified whers o 12 1RSI value for maney and efficiency in procuremant, an

byt of dpeed hould be produced and decumanted by

ot inotore. The spend for TR o sl s, with inpuot snght from buafger

§  Procurement  these 4 suppliers was £10%%, skers o tha feaalbainy of chtaining cofprine canmricts f putting
sk, B e £k Ve metnd put ba bender for aneas whire similar goods of SEnA0es ant

that the Precuremen Handiaok, 27T,
speciies an aroual frequency of
risview by Ehe Prosurement
Sereice Unit of cumulatiee spend
b3 identity bred whend
compatitive bendern should be
clitaired, ba than this wir in
praceie i ad-hos riview et 1
ital capasiny and had not bien
dicurmentied o resulted in &
faemal repon is the previous
yEar.

£ 024 Dplodze, Allrights reyprid

1. The Procuresant Hisdbaok cutling an
approach for v of spend with
sesponibity pramaily wih reigectve
mmhmmﬂurﬂ
Procuremant b be camatied white Ehite
are potential bendering opportunities.
Ceaparabtly, spend i rentwed by the
Procuremaent Manager when resoures
e, s acoepted that thens would be
sz i more Trequent, formalised and
vahobesabe evieas though the sbslity to
achieve this will be dependent upcs retource
availabity,

A previoan audit recommaended that
“Maragement shoukd conskder supporting
the purrent Procuremint Lin 10 allow the
lgue of corporabe contracts (o be sddresed, 0171200020
patenially leading 1o ANDEC bo make
sigrificant savings”, Aluainen caie wat
yebmitied tothe end though b not cermently
peivided for in Ehe drafy 3020/ badpet doe
o competing preswares. 15 b ety this will
Santinug ba reitnict the abdity to realise the
full patentisl of conporate ipend reviewn.
This Besiingid cape will Ba deviewnid Again bad
the 2021/32 Budget procesi. if nat priar ba
this under the Coundlls Strtagic
Trandlcsmation and EMficiancy Pregramme,
Runching in 320,

L In pddeice b0 Ehe above, ARy COMEOTAE
firwiirars hat d carvied out on an ad hot
basts during 202021 will be documented

Back to Agenda

127

Thee Head of Sersice advised "Thiene was no formal review of
spend since the Last updage due fo Bmited PEU retcerces
andd additional Capital Projects work.*

Updated target date of implementation:
011205

RIS
sl
i

Mkt Comemittes Progr Updite 5
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Table showing details of all overdue open and partially implemented Priority 1 and all averdwe apen Priority 2 recommiendations :

Finding Ovignal _ Ouiginul
Recommaendation — Menagesnert Retdirie

The Coundll doei not hirm 3 forsul waiklore
strategy. A number of councili in the United Kingdom
prestots e publish Tormal worklonse fewtagy
documents seEting high-level objecties for
Pecruitment, retention and traising of stal, aloeg
with analysis of workfonoe composition, demographic
Racteats, Rurmower and anticipated future hiring
aspirations (g4 based om bransformation peojects or The Conmcil ibculd coniider developing 4

formal worklorce stradegy which sets oot 5
ke Initiathves in the corporase plan). These exsrcises
can provide Increased clarity over recruliment and  ©orTTeR I8 dnd chjectives for recrultenint,

werklore development in a whle-councll context | UEToon, training aed development of stalf.

: e This strategy shoskd Mlgn vith thi nisw

ﬂmhm:ﬂm& Ly
projects. Whilst & Sormal werkloroe skrabegy b not by :mmﬂmnw
place, WE has drafted a proposal for moving o “*"'Ili“""l““"l"_:“"“
MMHIIMM“HI
Conmclls trameorrnation st Kokl Ut Mg w"zw “"'"""'"":"’““
of North Dawn Borough Council and Ards Borough ’“:‘g“m“m'““
Councl In 2008, thene whs b0 Agroed proceis to dliow o
acrultrmsat vl el Gred i Kt Mt i,
Raclicate risheplorrnent of stafl within the new
struchwre. For reference, this phate b complete for
the Fnagority of Service s, though we notid thit
sornt Sirvic Uklcs hirmt ok it connphebed the
ermhormation phike And contisst 1o necrut Fokes
.

£ 024 Dplodze, Allrights reyprid

Thip Ceenicil already had lrgely tt oot thil
infarmation withis a variety of documents
iLg, Learsing and Divelapmant Plan,
Dvganisational Devesspment Strategy, Filing
ol Wacant pais guidsing and HR and DD
Service Plan. There b abio a draft seccession
planrng docurment which requines some
further sonping et and cormeltation with
trade ko and stall, However, all ths
Infirmation cosld be brosght tegether into
one {ormal Workdoroe Strategy. It is
proposed that the development of such a
Strategy s ncluded In the sereice plan e
020/71.

L. Develop a formal worklorce strategy which
ey gut its fermal current stabu and
clkyectives lor recradtment, redention, training
and development of 9alT, This will dlign with
ihe new Corporate Plan. Measures ad
targeti a4 appropriabe will ba included a3
apprepriabe a3 outingd in the
fegamimeneition,

o1/

Back to Agenda

The Hiead of Service advised “Daft b prepared , however,

il napidi. g owal i coedulation, work cagaing.”
Upduted target dase of implermistation :
31 jaay202E
Bifanias
g
HR S
Mkt Comemittes Progr Updite
S 204
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Table shoewirg details of all overdue open and partially implemented Pricrity 1 and all overdwe open Pricrity 2 recommendations ;

Report Original : Original
= e B - PO 0 e W -l I

7 Grant Fusding

We reviewed he processet in place 19 maniter
the Telkwiog;

L} Beseliciacies complete period ehd evaluation

questionnains ot infine with the Faparting v b the rigrtiag procesaes e, comphtion

The Cosancil should comsder the following:

included In
m“mmmmwmﬁmr:n o evalustion forms], ar emaure that repoeting
Peviewed the grant evaluation reports compieted * - oes Outlined within the curreet vefiion of
by six samphed bemeficiaries at the end ol the. 1 rancs Policy i adhered to.

rai teren and nisted the Tollswing Hives:

+ Sample 1: Question | the evakiation form ﬂm":mmﬂ“m

which related to how the grast funding was :Hm' _ﬂmwmm“"t manariag quistons
spent by the Qrganisation was not completed by

the bereliclany howewer we nobe that it was ——— b
nﬂrdﬂhmhnmwmmhmﬁlm . I:. IH“:::H
2 witvich provided an oversiew of the items e

uchasiedwith e moey. monitoring amngemants outhned in the LOO/LA.

+ Sample I: Question § Total number of people

AWhere evaluation loms e comeleted by

MM'MI I‘"W'“ beneficiarses, the Council should ensure that all
mizsing gatstions ae included in the foem and Tuly
3) The Community Hall o Bases furcig. 20
SeRam aasame e nctes thatwccesstl o Fp—
applicants arereguired to bt monthly ¢ """H""'I, : d'l'd'"
”““:““’“"'m'mw “ﬂ”l:’“u,m;ummmﬁmmm
m“"'“ w'""m“""““ advice notes should be iued 10 organisations to

sampied projecs Communky oting the processes to be sthived bo durieg the
grait.. Halk ded Bares grant =

£ 024 Dplodze, Allrights reyprid

. The Grants Policy will be updated as

regommindid,

. Monioring regurements will b

wedaled 1o endure thy ane consfitent
with thase cutlingd in the LA

Beneliciaried’ will be roquined bo submit
Eenilering requinemints i sl outin  31/12H00D
Sheir SLA.

Barurficiaries will bo fegquired to
eamplite thiir monitoring form in full

Where changes Lo manitoring
feguirtersnis ank mide 1hee will b
corerrcated 1o beneliiaries.

Back to Agenda

The Hiead of Service adwised “Included in the oodd

depanmestal prams palicy et which i undenvay at

prEsend

Upslated target date of implemestatian;
/032024

A4

UG
ey

Audht Commeltes Progrew Update
Jar 3004

ir
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Table showing details of all overdue open and partially implemented Priority 1 and all overdwe apen Priority 2 recommiendations :

Reporl Finding Original ! Originul
Tale Recommendation — Masagement Repodie

1} Section Tour of the “Sample ¥ Programma SLA
dogumenty the requiremant for the beneficlary
b distummisht & PponEe Lo pre-delbimingd
manfering gutstions manthly, howeer
documestid respendes have nol bien obtaieed
by the Cournil, In addition, we noted that the
evalaation questions completed at the end of the
LA paricd for "Samgle 3' diffened 101he
manioning questions dooumenbed within the
A

130

e i See previows slide, Side Jee previous tide,

4) W note that the Coundil was admintitering
and monitoring these prants dering the Covid 19
parsdemic and were advided by Masagement that
manthly manitorieg neburns would be an onenous
Eask bo place on oegantsations during this time.
We were unakle foobfain evidence of advice
nobes o similar communications being issued by
the Council to veriy that manthly manitonng
redums wene not requined dering s time.

At Committer Progres Update 8
© 1024 Doz, Al rights rewenend e 2004
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June 2024
Table showing details of all overdue open and partially implemented Priority 1 and all averdwe apen Priority 2 recommiendations :
Finding Briginal _ Ouiginul
I = e T - P 0 e T -+l I -
A Granas Policy | in plade acreds the Councll
which cutines the proceses for swarding
grant funding through an open call process.
This peolicy does not apply fo grank
adminasered through SLAs and we were
adviied that there i currently no dacumented
policy to prowide guidance cver the processes
16 be lellswd in the admisitration of grank
through Slas. The Council should ensure that a polcy s
direekogd 19 gutling the prosedie io b
[ 0 an absence of documented policy, we  followned when adminiitering fisanclal 10NN il ekt el Head of Sarvice advised “Inchuded in he cross
fanitified thi ballowing in felitien 15 Erants ecabfibution vl SLAS ingluding the lalowing: ot whichl
sdministered via s 1. The process to eniure that all SLA financial i e e L 2 SRR N R RN D
2. The award was not a prant but a present”
P I- Feceeilistion of SLA Expendiurg entfibulion elaif ane fusaried iad nancial contribution. Going forward
i +  SLAsxpendiung incurred By Beneficlined riseeilid to origingl receipti, Mveiied, and - 30373023
iy H Aot pecanciled 10 Supporing receipts bk stanements to ensure funds are spest mm’.:d'ml ”wm" e
Aeedfor Bank SLAlMmEnT #x1racti and i lind with grant eonditiang, Mnamchl aaslttance pollcy 8d i tha 10/09/2024
therefiere there i no wiy of ensuring fends 2. Guidanos on admintaering advance Hi 304072023
were spent in ing with the SLA conditions. parpmets thitugh SLAG, inthading gustance
= We noled that the Sendce Level o the amount b be distribated and any
Agreement |5LA] ames that changes SUPPOEAG darumEniaton (2 be cbiained
paable by the Councll will be reviewed
atier Ehe ircial thres-month SLA period.
Mo, we were unatie to obialn
etdenoe of a nevbew of SLA charges.
*  |n addigken, we wene unable to evidence a
breakdown of spend within the fisal
manRonng form submited by any of the
theee sampled SLA sdminhiened grants.
Mkt Committes Progreu Updits ke

£ 024 Dplodze, Allrights reyprid darwn 200
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Table showing details of all overdue open and partially implemented Priority 1 and all averdwe apen Priority 2 recommiendations :

Finding Original : Original
B e N - PO 2 - P -l I

L dvance Payment Godance

* There is oumenthy no guidance innelation
ot payemeent and adminsEration of
advanoe payments for grasts managed
theough Wk, inclading guidince on
percentage payment thresholds and
documentation requinemaents for advance
paymenks. For example, the Counsl Grants
Palicy cuting that wriklen regqueiti and
supserting decwmentation (o, an up-be-
date Bank fatemiest) shakd be ubmitbed
by bevaficiarien when réqueiting Ehanded,
el docummiats guidangs o B mdsiam
deanch percontages 10 be sdsinitened,

*  In addRisn, we noted that thide B na
Agreed pircenihge of sdvance noted in the v prinviour ks, - Lo prieveoun i, EFTLE AT E -
SLA, with the baro SLAS Tor the Cosid 19
Fed Parineribip Fund recesdng difleren
wdvanie pETLENTATES.

+ Wewene sdaied by Maragement that
wriiben requests are not obtalned for SLA
sdmintered lunds as the Coumndil
‘with e organisations that they would be
paid & pevcentage upom signing the SLA and
e remaining balance when they
subsmitied thel report. We were further
wehriied that ahvance payments were
negotiated with SLA onganbations.
Werweer, wee were wnable 16 abtain a
documented proces ba be followed 1o
verify that tha garredt proceds bad been
saned bo

132

£f

Mkt Comemittes Progr Updite 30
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Table showing details of all overdue open and partially implemented Priority 1 and all overdwe apen Priority 2 recommiendations :

Firding feiginal _ Dsfgial
B D I O (0 I i+l I~

L ABLP Poly i im place. The Policy |5
dated April 2016 and the nest resew
date b recorded as Aprl J017; we
weere advised that thi review bas not
taken place.

L Within the BOP Policy, it stated that
“Performance moniboring will be co-
arddinatedd by the ik banaper® and
that “Training and exerciies will be
geardinated by the Rik Masager and
will prepare ey wafl Tor crivk
ganditiond Ikfough trening and
dedkiop/ioenario exevcinel.” We
wieh Bdlvizid 1hat thi Risk Manages

Busisss ik et drwrdei f b nedpaniability,
3  Continuity 3 Trmning had non yet been previded 19
Plinnig Conarel all wilk oy rodid i 1Ba
ecution of th overarching, draft
BOP ik Ehe documint had s st
e Tinalied.

4 Trmning had not been provased 1o
Comracil stafl with ey rodes in the
eoetution of the Pandemic BCP. We
acknovwledge that the Pandemic B0P
it approved in Manch 2000 Iy the
Conporabe Leadership Team as the
Corich 19 panademic b, theredore
theere wat not sulficient time for 3
formal training programme to be
developed and implemanted for the
Pandesic BEP befiore (£ went lve,

£ 024 Dplodze, Allrights reyprid

Thir Councll should update thi BOP Pelicy 12
rifliect curnent S0P procedse and roled and
ridponsibilities. BOP foled and redponsibilities
showld b chiatly communicated b relinvant
staff.

Wi reccsmind thit & Lreining programma i
desvelaped and implementid for bolh the draft
Countil BCP {when this is Bnalied], and the
Pasatemiec BUP &5 500N a5 this |5 practical

Once the wpdaied BOP i finaksed the
Policy and Procedunes will be revived and
submitted to Conporate Committes for

i HAORI023

Back to Agenda

The Head of Sendce advsed, “Poboy updated. Some
inbernal BCP training completed as part of Emerpency
Flanming training. Independent testing and training to be
coempbeted Tor new BCPS

Updated target date of implementation;
1/10/ 2028

Al 04
I

Mkt Comemittes Progr Updite 1
S 204
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Table showing details of all overdue open and partially implemented Priority 1 and all overdwe apen Priority 2 recommiendations :

: Original
B~ e B I~ O 0 e W -l I

W noted from review of contract documints for
te e tendiers that: 1, The Coundll shauld enuie The Follswing

R S — iblties for the b inchded in the Tender Document to

134

" with  Couned’ L o For each procwrement, ths will be

maragement of 3 sample of four out of fre

dicused ond ogreed with  fhe

mmmmmm*“"“ﬂ“w*wmm responsble Councll Officer ot the

dedined in the Contract document, “ """"'”"'“: ““ ki nﬂﬂr:ﬂﬂ:ﬂhﬁr meeting n:

in three but fve Lample tenders there are no ‘""I e Contcl and when reguired, {1/13/3021) The Hesd of Service advised, “Lack of Besources
p : mmmmmu:;mmu b M ” i e hhﬂmﬁﬁmﬂ will be preventing this being actioned.
[Contract A L Sl cleary defined and documested for each (R i

1 | mm?uﬂwmr: ol ool | Councl  Officer nﬂm w GU/f02/2034  Updated target dte of implementation;
} the Counci, osanbly & tnated 5 Ve paciommncy Dender documents of ond when requined o1t1/2025
measure, Ehis should be clear within the
Wie witte advised (Rl in thiee oul Frk Camtract {1/12/2003) LI

SEVICE COMTR; and

i PSU bo remind conbract management
stall  within iR cowall of the
requirement o oblaln Tormal wpdates
{rom the coniractor a5 per the defined
contrat managemend anangements and
performance indbcators.

The S0 fupdrisor i prebent on-ite when the
work i carfed cul by ihe contracior. Howiner
i fegulir fermal opdlites ane fequidted fram
the Comtractor. We wene  advised  Chat

resporibiities at the time of tendering proceis.

At Committer Progres Update n

£ 024 Dplodze, Allrights reyprid darwn 200
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Table showing details of all overdue open and partially implemented Priority 1 and all overdwe apen Priority 2 recommiendations :

: Original
I~ e B I~ PO 0 e W -l I

135

Management advised that supporting evidence

for this project Is not required to be

wtewitied to the PO maintalned a5 & B an

intemally-delivered project and the

Commenity Safety feam are resporalble Tor

ubrminting ifmvolcel b Fisance inbirnally,

A similar finding was raised 34 2 Pricrity 1 in the M s chokd maors Hat all internal

JO22/33 revieres &l the PSP - Tes 16 LO0 i reeiend fram Joint Commiles,”
o " defivered  POSP  project  espenditure | Clairn fores = all fundieg for 2024725 will
1 RCSP mmmiﬂlm s A LY o Do e i) be lssued with appropeiate clim [0S 0, o anny  Upclted vaeget dute of impleementation:
Preid S monRoning ependiune for etemal projects, which will e requined prior b any funding
IE Sject I I:tll:l § Expendh H:IEIH . inchading requirement 1o submit supporing biring reimbarsed. 30/09/2004

Maragemant addsed this waa becsse thy T for allexpenciturs ciaims BLD4a0M
profect was an nternal prject debvered by

th Council and afresd am Bion that Budpst
profile, project involoe susaany and period
eapenditure claim forms will be completed for
Ty progect in the 2002/2003 finsncial

year. This recommendation was reported by
management as Imphemenied In Jaruary
T023. We note that this |5 a different inermal
teaen bo that reported bn 2072723 but the
prncess shaould be the same.

The Head of Service advised, “Will e undertaben when

Mkt Comemittes Progr Updite 13
£ 1 Doz, Allrighis reppnend Jarer 3014
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Statement of Responsibility
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Statement of Responsibility

137

Wie taki respansibality fos this rapar which is prepared on ihi basis of the limitations set out below. The matters ratsed in this repoet are only these whick camse 19 our attention during the course ol our wark and ane not
nabgissarily a comprthensive statement of all thi woaknispes that exist of all imprensmants that might b made, This report is nat Based on an atbet engagemint. Wi hase relied on information provided by Ards and Nank
Diwwr Borough Courdil's managemsnt, and wir &g nod accopd responssility far such infarmation and have not perlormed ary substantiation or externad confirmation procedunts 1o establish its accuracy of complateness,

Recommendations for improvements showuld be assessed by the you (Ards and North Down Borowgh Counci] for thedr full impact before they are implemented. The performance of our work ks not and should not be taken as a
substitute for management's responsibilities for the application of sound management practices. We emphasise that the responsibility for a sound system of infemal controls and the prevention and detection of fraud and ather
irregularities rests with management and work performed by us should not be relied upon to identify 2 strengths and weaknesses in intemal controls, nor refied upon to identify all circemstances of frawd or inegularity. Even
sound systems of internal cantral can anly proside reasonable and not absolute asdurance and may not be proaf againgt collusive frawd.

Thid documsent i conlidential and propaned solely lof your infermation and (Rat of other Benefigiarios of our ddvice iited in dur engagement lelter, Thenefane, you should rot ieler b oF i duf Adie of this document (in whals
oF in pat) for oy othed purpesi, disclose them of refer 1o them in any praspectus of olher document, of make them availsble of commianicati them to any other pany without cur prior Juthersation, No sther party is entitled
b ritly o Gur document Tor any purpese whatsoever and thus we accept ia EabiBly 1o any other party who i shewn of gains access to this dogument.

Belfast
Jumie 2024

At Committer Progres Update 35
© 1024 Doz, Al rights rewenend e 2004
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Deloitte.

AL Diloding, we make &n impac that m-Il'tl-r:Ifﬁrwﬂﬂtﬂul.lll'|:|Hﬂ:,HHﬂlﬂhﬂH'r!H1l|'|tH‘.l!-rmhﬂﬂﬁhﬂmﬂtsﬂhﬂhﬂﬂlnﬂﬂhﬂmﬂmﬂﬂlﬁlmmmmm{rﬂﬂuﬁ A b langest ghobad prodedaional sendoes
and gonyuiting network, with eer 450,000 prefessbonals s more than 150 countries, we bring werkd class capabilties and high quality services 5o e clnts, bn Ineland, Deloftte han over 1,000 pecple providing sedit, tax, consulting, corporate finande and ritk
oy SETCes 10 pulblic and privabe Clents spansing multiphe indusirees, Our peophe have the beaderchip capabibicees, experiencs ard ingght to oollabarane with clients 20ty can Mt farwand with conlidesde.

Thils peakdication has baen writien in general berms and we recommand That you oblain professional advice before acting or refralning from sction on any of the contents of this peblication. Deloitie Ireland LUP accepts rg abdity Tor any leas oocasiened 1o any
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Ards and North Down Borough Council

Internal Audit Review — Review of Vehicle Management

May 2024

This document is a draft report. This document is confidential and is isswed to a limited circulation for discussion only. Matters of fact and opinion hawve yet to
be fully clarified and finalised. Details may change between this draft and the final report. It is not intended that management rely on the contents of this
document until a final repart is issued.

Matters noted in this draft report are only those, which came to our attention up to this point of our work and are not necessarily a comprehensive statement
of all issues that exist, or all actions that might be taken, This draft report is made solely to Ards and North Down Borough Council for discussion purposes only,

We do not accept or assume responsibility for our work to anyone other than Ards and North Down Borough Council, This draft document must not be
circulated or referred to without our express wiritten consent,
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1. Overview

1.1. Introduction

This assurance review was an additional review to the 2023/24 Internal Audit Plan requested by management. The scope of this review was the governance
framework and controls in place to manage risks around vehicle management including procurement, replacement, disposal, and maintenance,

1.2. Owverview
Vehicle Procurement / Replacement

Ards and Morth Down Borough Council [the Council) has implemented an Assets Management Policy to establish a collaborative approach to the allocation
of responsibilities, communication, and records management; formalize useful life framework and documents processes for acquisition security maintenance
redeployment replacement and disposal of assets across the Council.

The Transport Service Unit Manager follows a documented vehicle replacement strategy to assess the need for vehicle procurement. A Vehicle Replacement
Form is completed to identify vehicle requirements based on operational needs, usage patterns, technological advancements, and regulatory compliance. In
cases where a vehicle with similar specifications is not available within the fleet, the Transport Service Unit Manager arranges for a new vehicle with the same
specifications after completing the need assessment form. The Council maintains a vehicle replacement schedule, outlining when vehicles are scheduled for
replacement based on their expected lifespan.

Vehicle Disposal

The Transport Service Unit Manager uses a Vehicle Replacement Form to record the assessment of vehicles before disposal, which requires him to document
vehicle inspections, evaluating maintenance records, and consideration for alternative uses or disposal methods.

Following the disposal of a vehicle, the Transport Service Unit Manager is responsible for initiating the notification via email to the Finance team. This ensures
the timely updating of the fixed asset register.

#irds and Morth Down Borough Councll - Beview of Viehide Management — Final Draft for Audit Committes
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Vehicle Maintenance and 5tock Management

The Council has implemented standardized inspection checklists for drivers to conduct daily walk-around checks of their vehicles. These checklists cover
essential components such as fluid levels, tyre condition, lights, signals, brakes, mirrors, and other vital elements. Drivers document their daily walk-around
checks on paper forms, and the results are compiled and reviewed monthly by the service unit managers. These compiled documents are maintained in hard
copy at Council Depots. These checks are conducted both before and after each shift, with any identified defects or deficiencies requiring rectification before
wehicle use.

Periodic safety inspections as per the inspection schedule are performed by internal mechanic staff at the Council. The frequency of internal inspections is
based on the vehicle type, with the inspection schedule and allocation managed by the Transport Service Unit Manager.

The Transport Store staff update Council’s current Inventory Management System (Jlamma) with the stocks in on receipt and stock out as per the physical log
maintained outside the storeroom. A formal annual stock count of vehicle spare parts is conducted by the Finance team, while informal ad hoc stock counts
are performed by the Transport 3ervice Unit Manager.

The Council has introduced a new fleet management system and is currently in the process of digitizing several manual processes related to vehicle
maintenance and stock management.

1.3. Scope and Objectives

The scope of this internal audit included a review of the governance framework and controls in place to manage risks around vehicle management including
procurement, replacement, disposal, and maintenance. The objectives of the Internal Audit review were to:

+  Determine whether up-to-date policies and procedures are in place covering vehicle procurement, replacement, and disposal.
+  Determine whether up to date policies and procedures are in place covering vehicle maintenance and stock management for vehicle parts.
*  Review the processes for vehicle procurement and replacement.
»  For a sample of vehicle procurements from Movember 2022 - November 2023:
o Determine whether an assessment of need for the new J replacement vehicle had been completed and approved, and a clear rationale
provided for the choice of either procurement or leasing.
o Determine if a purchase order was in place and was appropriately approved prior to the purchase,

#irds and Morth Down Borough Councll - Beview of Viehide Management — Final Draft for Audit Committes
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o Determine if a preferred supplier had been established by the Council for the particular vehicle / vehicle type and, if so, whether it was used,
o Determine whether the vehicle procurement complied with Council procurement procedures for quotations, tenders, or direct award
contracts as relevant,
o Confirm whether the final procurement and procurement price was appropriately approved, in line with delegated authority limits and the
Council's Procurement Palicy.
o Determine if Finance were notified of the procurement / replacement in a timely manner to ensure the fixed asset register was updated.
+  Review the processes for vehicle disposal.
#  For a sample of vehicle disposals from Movember 2022 — November 2023:
o Determine whether an assessment was completed and approved to confirm the wehicle should be disposed of.
o Consider how the vehicle was disposed of and whether there was a documented rationale given for the method (e.g.. sale, scrap, trade-in).
o Where the vehicle was sold, consider how the sale price was determined to ensure Council received best value and whether this was
approved.
o Determine if Finance were natified of the disposal in a timely manner and the fixed asset register updated accordingly.
*  Review the processes for vehicle maintenance and stock management:
*  Far a sample of vehicles operated from Movember 2022 - November 2023
o Determine whether daily driver walk-around checks of the vehicle are completed and documented.
a  Determine whether pericdic safety inspections (including annual MOT) are completed in accordance with the inspection schedule as outlined
im the Council’s operator's licence.
a  Determine whether adequate records are kept for 15 months in compliance with operator licencing requirements for all driver daily checks,
periodic safety inspections and all repairs (including service job cards/reports)
#  Determine whether Council policies are complied with regarding inventory control and stock counts for vehicle parts.

The period in scope for this internal audit review will be November 2022 to November 2023 and anything which has not been outlined in the scope section
above is deemed to be outside of scope.

1.4. Approach

In order to complete this engagement, we used the following:

#irds and Morth Down Borough Councll - Beview of Viehide Management — Final Draft for Audit Committes
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Discussions with Transport Service Unit manager and Head of Assets and Properties to walkthrough the wehicle procurement, disposal, and
maintenance protesses.

Review of key items of documentation such as Asset Management policy and procedures and procurement [/ replacement / disposal / maintenance
documentation such replacement strategy, need analysis, disposal forms and internal inspection reports.

A limited programme of sample testing of two sample vehicles procured during the audit period to assess control operating effectiveness of vehicle
procurement and replacement policy.

A limited programme of sample testing of three sample vehicles disposed of during the audit period to assess control operating effectiveness of
vehicle disposal process.

A limited programme of sample testing of fifteen vehicles to assess control operating effectiveness of the vehicle maintenance and inspection process.
Consideration of possible improvements or alternatives for the contrals in place.

Repoarting of findings with practical recommendations for improvement where appropriate.,

QOur sole source for information has been management information and representations. We do not accept responsibility for such information and have not
performed any substantiation or external confirmation procedures to establish its accuracy.

Our work was performed in accordance with the Deloitte Internal Audit Methodology which is consistent with the standards of the Chartered Institute of
Intermal Auditors, Our work was conducted both remotely and on-site between February and March 2024,

1.5. Summary of findings

In Section 2 we have set cut our detailed findings and recommendations arising from our review. Our findings have been graded using the scale outlined in
Appendix 1. The number of findings by risk grade can be summarised as follows:

#irds and Morth Down Borough Councll - Beview of Viehide Management — Final Draft for Audit Committes
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There were two Priority 1 findings identified during our review, These can be summarised as follows:

» Inadequate controls and operational deficiencies for vehicle procurement and replacement. (See Section 2.1)
»  Inadequate vehicle maintenance and stock management system. [See Section 2.2)

There were three Priority 2 findings identified during our review. These can be summarised as follows:

« Inadequate governance arrangements for vehicle procurement, disposal, and maintenance. (See Section 2.3)
+  Inadequate documentation of vehicle disposal. [3ee Section 2.4)
»  Inadeqguate documentation of inventory control and stock counts. (See Section 2.5)

There were no Priority 3 findings identified during our review.

Full details of the issues may be found in Section 2 of this report.

1.6. Conclusion

Overall, there are significant weaknesses within the governance, risk management and control framewaork which, if not addressed, could lead to the system
objectives not being achieved.

Consequently, based on the Internal Audit work undertaken, we have given a limited level of assurance that the system objectives will be achieved. Refer to
Appendix | for a definition of the assurance level given.
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2. Detailed findings and recommendations

2.1 Inadequate controls and operational deficiencies for vehicle procurement and replacement.

T ——— el

1) The Vehicle Replacement Strategy should be

_ : The Council’s Asset Management Policy states that replacement of assets should
é be made in line with duly approved replacement strategies setting out criteria by

which the need for replacement is to be made and including indicative useful lives -
for each class of asset. There were two procurement exercises completed during :
- our review period for the purchase of six refuse disposal vehicles. Our review :

 identified the following:
‘U'uhi:la Replacement Strategy

1 The Vehicle Replacement Strategy does not consider buy/lease cost analysis
at the time of wehicle replacement and therefore there was a lack of

documented rationale for the purchase of vehicles rather than leasing.

The Transport Service Unit Manager advised that lease vs buy options are
considered at the time of procurement, however this is informal and not

documented,

: - Vehicle Procurement
2 There was lack of documented approval from the Head of Assets and
Property and the Head of Finance on the need analysis completed by the
Transport Service Unit Manager required as per the Vehicle Replacement
form.

2)

3)

} Records of guotations obtained any evaluation
criteria for assessing the guotations and the
vendor selection rationale [particularly if a
direct award is made under a framewnrk}g

reviewed to include the decision- makmg
process between buying and leasing of new
vehicles. This should include conducting cost- -
benefit  analysis, considering  strategic
objectives, assessing operational needs, and
documenting the rationale behind the chosen

approach on the Vehicle Replacement form.

Management should ensure the needs analysis
on the Vehicle Replacement form is completed
by Transport Unit Manager and approved from
the Head of Assets and Property and the Head
of Finance before initiating any new or

replacement vehicle acquisition.

Management should ensure that POs for
vehicle procurement are fully completed and -
authorised in line with Council’s Authorisation -

limits,

should be retained.

Back to Agenda
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:3. The Vehicle Replacement forms were incomplete and did not record, as :
: required, details of decommissioning and what would happen to the vehicles

_ replaced [redeployed, traded, sold at auction, scrapped, or used as spare). _

4 The Purchase Orders (POs) were not formally approved in line with Council’s

- Autharisation Limits, For the procurement values of £116,950 and £223,076
respectively, the Director's authorisation is required on the PO; however,
these two POs had only been signed by the Transport Service Unit Manager

: whose delegated authority level is E10,00:0,

‘5. The two POs reviewed were incomplete as they did not capture all required

- details on the Council's PO template such as date of quotations/price

. obtained, and Council Approval reference.

‘6. There was lack of documented rationale as to why the direct award option

~ had been selected rather than a further competition from suppliers on the
multi-supplier framework. There was no evidence to confirm that a
comparative assessment of prices or consideration of alternative suppliers or
formal guotations were obtained before the PO was raised. '

: Potential Impact

1. Failure to provide a clear rationale for the chosen procurement method can
lead to a lack of accountability in decision-making processes. :
2.  Lack of documented approvals could lead to unauthorised purchase, _
: Failure to plan for the disposal or redeployment of replaced vehicles may

result in wasted resources or missed opportunities to optimize fleet
: management and asset utilization.
-4, Lack of documented rationale for direct award vehicle procurement may -
: lead to Inefficient procurement processes and higher costs. :
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" 5. The absence of a formal quotation is not in line with the Council’s -
procurement practices, with the potential to result in inefficiencies and :
missed opportunities for cost savings or value optimization. :

Management response

5 A:tinn Plan :  Owner/ Title 5 - Target Date of Implementation

1 Vehicle Replacement Strategy 5 - Jeff Shaw, Transport Manager 5 g June 2024

Transport Manager to introduce an Excel based calculator to review the
whole-life costs of the buying or leasing, allowing for easy comparison.

................................................................................................................................................................................................................................................

veh‘lcle Procurement JeH’ Shaw, Transport Manager Alread-,r implemented

2. Needs analysis forms: The samples obtained during the audit highlighted
some non-compliance soon after the implementation of the replacement
form. More recent forms have been fully completed and fail-safe checks
are now in place with admin and Heads of Service to ensure that vehicles
are not ordered unless the forms are fully complete.

3. Purchase orders are now signed by Heads of Service, and where necessary,  Jeff Shaw, Transport Manager Already Implemented
the Director, prior to orders being placed. The forthcoming electronic
purchasing system will have a built-in fail-safe feature to prevent orders
being issued without the necessary sign-off approvals in place.

4. Obtaining guotes when utilising frameworks. For every vehicle purchased, Jeff Shaw, Transport Manager 1% June 2024
: a basic specification will be devised by the transport manager. Key features 5

from end-users will be established and incorporated into the specification. -

This process already happens informally, although this will now be

formalised and recorded on a purchase record sheet for each vehicle. This

will clearly set out the key factors that lead to an order being placed with a

particular supplier,
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2.2 Inadequate vehicle maintenance and stock management system.

. Arecord of the drivers” daily walk-around checks for each vehicle at the 1) Management should ensure daily walk-around checks -

start and end of shift are maintained on a hard copy form called the - are appropriately recorded for all vehicles, including -
Daily Vehicle Mil Defect Report. This form has a list of defect codes, supervisor inspections and Transport Service Unit
which can be referenced by the driver should a defect arise. On a Manager review of the reports.
- monthly basis, the daily check results are submitted to the Transport © 3) panagement should ensure that all sections of the -
Service Unit and reviewed by the Transport Service Unit Manager. periodic safety inspection reports are considered, and -
We reviewed the records of daily driver walk-around checks for 15 where they are not applicable are recorded as "N/A" to
- sample vehicles and noted the following: g denote that they have been considered (rather than
missed).

#  For 2 out of 15 samples, no evidence of checks performed was
maintained for the life of the vehicle. :

*  For 4 out of 15 samples, no evidence of checks performed
during the last 15 months was maintained.

»  For 13 out of 15 samples, the dates and signature of supervisor
inspection and the review by the Transport Service Unit
Manager were not documented on the Daily Vehicle Nil Defect
Report, as required in the form.

We also reviewed the Periodic Safety Inspections report for the 15
- samples and noted the following: :

» For 13 out of 15 periodic safety inspections performed by
Council's Mechanics, some sections of the reports were left -
incomplete. We were advised they were deemed ru:ﬂ.‘
applicable. '
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» For all 15 samples, we noted that the declaration of vehicle :
being safe and roadworthy which is signed by the Transport
Service Unit Manager and the Inspector was not dated on the
Periodic Safety Inspection report. :

: Potential Impact

i} Inadequate daily driver walk - around checks may lead to
safety hazards, vehicle breakdowns, operational
disruptions, increased maintenance costs,

i) Absence of review from Supervisor and Transport Service
Unit Manager could lead to defect identified by the driver
for un-noticed which may lead to accidents. :

iii) Failure to denote inapplicable sections as "N/A" may
result im incomplete documentation, making it difficult to
determine which aspects of the inspection were
considered and which were deemed irrelevant.

Management response

Action Plan Owner/ Title Target Date of Implementation

1. Daily walk-around checks. An older form was being used that = Jeff Shaw, Transport Manager - Already implemented.
has signature boxes for supervisor and transport manager. It 5
wiould be unnecessary and impractical for a supervisor and
transport manager to sign each of the 200+ check sheets,
every month. A new form has been developed with these
signature boxes removed. The current system whereby the
forms are reviewed monthly by admin staff and updated a
database, will continue. Any discrepancies are highlighted to
the relevant Service Unit Manager. :
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2. Periodic safety inspection reports. On the sample forms leff Shaw, Transport Manager Already Implemented.
mechanics had left some “not applicable” sections of the :
forms blank, rather than stating "NfA”. Mechanics have now -
been advised to always state if a particular section is not
applicable, :
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2.3 Inadequate povernance arrangements for vehicle procurement, disposal, and maintenance

Finding

i Recommendation i Priority

The Council's Asset Management Policy sets out requirements generally for Management should develop procedures for:
- procurement, disposal, and maintenance of assets. However, there are no

: B d adnalich 4 I SthlE o ~« Vehicle Procurement, Replacement and
: men r procedur men r : , - , :
: SHECIECOtIME poitesg EOuREs o auRpEMENTLTS : Disposal, including clearly defined roles and

= Vehicle procurement, replacement, and disposal process, including the responsibilities, particularly about the review -
definition of the roles and responsibilities of Transport Service Unit and approval of replacements or disposals.

Team. s Vehicle maintenance and inventory

_ * Vehicle maintenance and stock management for vehicle parts. management.
| potentlal Impact - Once developed policy and procedures per above, |

) ~ should be approved by Council and a periodic |
i} Lack of defined EI_'ld approved procedures for vehicle m:_magemf!nt review frequency should be assigned. !
may lead to inefficiencies and inconsistencies in wvehicle
procurement, replacement, and disposal.
i) Lack of formal procedures for defining maintenance schedules and -
inventory management could impact operational efficiency and

increase the risk of accidents or breakdowns.

Management response

Action Plan Owner/ Title Target Date of Implementation :
1. Procedures for Vehicle Procurement, Replacement and Disposal. Head of Assets & Property Services = September 2024
The vehicle replacement policy will be amended to incorporate & Transport manager.

clear roles and responsibilities as set out in the recommendation.

2. Procedures for vehicle maintenance and inventory management Head of Assets & Property Services = September 2024
will be developed, including relevant roles and responsibilities. & Transport manager.
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3. The above documents will be reported to the Environment Heau:l of Assets B Property Services © Septemher 2024 :
Committee, for approval and an appropriate periodic review E: Transport manager.
frequency specified.
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2.4 Inadequate documentation of vehicle disposal.

Finding Recommendation :

- We examined all the vehicles disposed during the review period and we noted the - 1] Management should document procedures for -

follnwmg

The Vehicle Disposal Forms do not require that approval from the Head

of Assets and Property or Head of Finance is documented.

Absence of documented rationale for disposing of the vehicles with a -
third party. The three vehicles disposed of were all recorded on the form
as being in poor condition. They were traded in on 14/08/2023 for £1,300, -
£2,200, and £2,500, however there was no documented rationale as to -

how the trade in price was reached,

Management advised that the Transport Service Unit Manager infarmally

evaluates the disposal method however this is not documented.

There is no established process for approving the disposal method and

price by the Head of Assets and Property.

: Potential Impact

i}

i)

Unauthorized disposal of vehicles may raise concerns about the
misuse or misappropriation of organizational assets. Lack of approval
for disposal assessments may indicate inadequate controls over asset
management practices, increasing the risk of fraud, theft, or asset

misappropriation.

Absence of a documented rationale for the method of vehicle
disposal and trade in price may lead to financial loss, asset§

undervaluation and inefficient resources allocation.

the assessment and approval of w:hn:leg
disposals  including  defining  approval
authorities, conducting assessments of disposal
options, documenting the rationale for the
method of vehicle disposal and price to be

achieved and documenting decisions.

Back to Agenda
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i) Lack of evaluation of alternative disposal methods, could result in -
missed opportunities for cost savings, revenue generation, nr_
environmental benefits. :

iv) Absence of approval for a disposal method and price may lead to a
lack of accountability in the disposal process. Without clear
justification for the chosen method, it may be difficult to hold -
individuals responsible for the decision and its consequences. :

Management response

Action Plan Owner/ Title Target Date of
: : - Implementation

1. Procedures for the assessment and approval of vehicle disposals. A - Head of Assets & Property Services - September 2024
supplementary sheet will be completed, detailing the rationale for the - - & Transport manager. 5
method of disposal that has been indicated on the Vehicle replanernent
form. [scrap, trade-in or auctlunj
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2.5 Inadequate documentation of inventory control and stock counts.

Finding i Recommendation

During our review of the vehicle parts inventory control and stock count process 1) Management should document processes for
- we noted the following: - conducting regular stock counts of wvehicle -
: parts, including defining roles and
responsibilities,  implementing  counting -
procedures, and documenting inventory
reconciliation processes. As part of thi5,§
management should ensure that users nfﬁ
inventory control systems are trained and able
to produce stock reports to support 5mck§

«  There is no documented process for conducting stock counts of vehicle
spare parts. The Transport Service Unit Manager indicated that informal
periodic stock counts were performed during the year; however, these -
are not documented.

» The access to the storeroom is not limited to specific staff members. -
Currently drivers and engineers can walk in the storeroom if they need
any specific vehicle parts, and they then record the details on physical -

e ; management. _
logbook maintained on the door of storercom. : : :
) i - 2} Consideration should be given to implementing -

» Despite the presence of barcodes on the spare parts box organizers, the : :

s i : : a barcode scanning system for spare parts

stores unit is not currently utilizing barcode technology for inventory - . . :
L : inventory management. This system would -

management purposes and relying instead on manual methods for - X . ; :
; : L : involve scanning barcodes on spare parts' box -
inventory tracking and then manually updating inventory management - : : - _— :
ea ; organizers during receiving, issuing, and -
ik ) ; inventory counts, enabling real-time tracking -

*  We requested a total stock count as at 27/02/24 from the inventory - and accurate record-keeping :
management system (Jamma), on the day of the site visit however he - )
Transport Service Unit Manager and storekeeper were unakble to extract
this information. Management explained that the Jamma system was not -
user-friendly in terms of generating reports. :

: Potential Impact

i} The absence of a formal process for stock counts may increase the -
risk of fraud or theft within the Council. Without regular stock counts -
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and reconciliation procedures, fraudulent activities such as inventory
shrinkage or misappropriation of assets may go undetected. :

i) Manual inventory tracking methods often lack real-time visibility into
inventory levels and movements. This can make it difficult for the °
Council to accurately assess stock levels, identify trends, and make -
infarmed decisions about inventory replenishment and allocation.

Management response

Action Plan Owner/ Title . Target Date of
Implementation

B99329999939999993944999394499944449993444994444499944449994944999494499944444944444999494499944449993944999324499932299733337 775 PRIt &= i & & kG EEF EEEEEEEEEEEEEEEEEEEEFEEEEEEFEEEE 9444499944 449944444994444499444444993444992444439

1. Regular stock counts of vehicle parts. The old computer-based vehicle | Head of Assets & Property Services | September 2024
maintenance did not allow for stock control. A new system has now @ & Transport manager.
bene implemented, and all users trained. A written process will be
developed to reflect the recommendation above.

TP T r L I T e i T e T r I T I T rrr I T rrII T I IIIIITITIIIITITIIr |  orrrrpmmmmmmen ey . e ey faddaaadaddaandaddaaaddddaandddsaaadsdsaaadeanaaaasg i

2. The old computer-based system did not allow for the use of bar codes = Head of Assets & Property Services - December 2024
however the new system does. The transport manager is currently @ & Transport manager.
discussing the use of tablets to implement the use bar code stock
management, subject to implementation of the necessary hardware
installation.
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3. Statement of Responsibility

We take responsibility for this report which is prepared on the basis of the limitations set out below. The matters raised in this report are only those which came to our
atbention during the course of our wark and are not necessarily a comprehensive statement of all the weaknesses that exist or all improvements that might be made. This
report is not based on an attest engagement. We have relied on information provided by Ards and Morth Down Berough Council's management, and we do not accept
responsibility for such information and have not performed any substantiation or external confirmation procedures to establish its accuracy or completeness.

Recommendations for improvements should be assessed by you for their full impact before they are implemented. The performance of our work is not and should not be
taken as a substitute for management’s responsibilities for the application of sound management practices. We emphasise that the responsibility for a sound system of
internal controls and the prevention and detection of fraud and other irregularities rests with management and work performed by us should not be relied upon to identify
all strengths and weaknesses ininternal controls, nor relied upon to identify all circumstances of fraud or irregularity. Even sound systems of internal control can only provide
reasonable and not absolute assurance and may not be proof against collusive fraud.

This decument is prepared solely for your information and that of other beneficiaries of our advice listed in our engagement letter. Therefore, you should not refer to or use
our name or this document (in whole or in part) for any other purpose or refer to them in any prospectus or other document without our prior authorisation. No other party
is entitled to rely on our document far any purpose whatsoever and thus we accept no liability to any other party who is shown or gains access to this decument.

David Kinsella

For and on behalf of

Deloitte (M) Lid

Lincoln Building, 27-45 Great Victoria Streat,
Belfast, BT2 75L

Date: xx/xx/ 2024

Contact persons Partner: David Kinsella T: 028 9552 3616
Senior Manager: Camille McDermott E: cammcdermotti@deloitte.ie
Auditors: Prachi Jain; Roshan Alexander :
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Appendix |I: Reporting Definitions

Assurance Opinion

For each repart delivered In the annual Internal Audit Plan, we will provide one of three levels of assurance, ranging from satisfactory assurance to unacceptable assurance. These assurance
bewels reflect the latest requirements of the Department of Finance (DAD (DoF) 0716}

Evaluating and Testing Conclusion

Creerall there is a satisfactory system of governance, risk management and control. While there may be some residual rigk identified, this should not
significantly impact on the achievement of system objectives.

There are significant weaknesses within the governance, risk management and contral framewark which, if not addressed, could lead to the systemn
objectives not being achiewed.

The system of governance, risk managemaent and control has failed or there is a real and substantial risk that the system will fadl to meet its
objectives,
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Failure 1o implerment the recommendation is likely to result in 4 major failure of & key organisational objective, significant damage 1o the reputation af the
organisation or the misuse of public funds.

Failure to implerment the recommendation could result in the failure of an important organisational objective or could have some impact on a key
organisational objective.

Failure to implement the recommendation could lead to an increased risk exposure.

These definitions of evaluations shouwld be interpreted in conjunction with the scope of the audit work and in the overall context that owr findings should enly be relied upon to be representative
of the operation of control procedures at the time of discussion or observation of these control practices and in relation to the transactions tested. Projection of evaluations of future periods
is subject to the risk that the policies and procedures may become inadequate because of changes in conditions, or that the degree of compliance with these policies and procedures may
deteriorate, The performance of internal Audit work should not be taken as a substitute for management”s responsibilities for the application of sound commercial practices. We emphasise
that the responsibility for a sound system of internal controds rests with management and work performed by Internal Audit shoubd not be relied upon to ientify all strengths and weaknesses
that may exist. Meither should Internal Audit work be relied upon to identify all circumistances of fraud or irregularity showld there be any, although our audit procedures have been designed
s0 that any material irregularity has a reasonable probability of discovery. Even sound systems of internal contral may not be proof against collusive fravd. Internal audit procedures ane
designed 1o focus on areas as identified by management as being of greatest risk and significance. Effective implementation of owr recommaendations by management is impaortant for the
maintenance of a reliable internal control system.
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Deloitte.

#ix Deloitte, we make 2n impact that matters for owr clients, our people, our profession, and in the wider society by delvering the solutions ard insights they need 10 sddress their most complex business challenges.
A5 the Lisgest global professional senvices and consulling retwark, with over 415,000 prolessionats i mane than 150 countries, wie bring world-class copabilities and high-quality sericns o our clients, In lreland,
Delpitte has over 3,000 people providing audit, tax, consuling. and corporate finarde sendces to public and peivate dients spanning multiple industries, Dur people hanw the leaderihip capabilitios, experience and
insight to colldborate with chents s they can move Torsand with confidence,

This publication has been writhen in genserad Lerms and we necommend that you obtain prodessional advios before acting or refrainimg from action on asy of the contents of this publication, Deloitte Ireland LLP
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1. Overview

1.1. Introduction

This assurance review was undertaken as part of the 2023/24 Internal Audit Operational Plan to review the governance framework and controls in place to manage risks
around staff absence within the Council including policies and procedures, return to work processes, use of Dccupational Health, processes around long-term absence and
reparting upwards,

The HR [Emplovee Relations) team within Ards and North Down Borough Council are responsible for providing advice on absence to all emplovees across the organisation
at all levels. In limg with the Council’s Managing Absence Policy (implemented October 2021), the team are responsible for advising Line Managers on staff absences and
attendance including their role in conducting return to wark meetings and completing relevant paperwark. The HR department updated the policy with input from the Staff
Consultative Committee [made up of staff members from every department) and relevant trade unions. Last review of the policy was during COVIDLS and was approved by
Corporate Leadership Team (CLT).

1.2. Process Overview

Reported absence rates as at 22™ September 2023 as follows;

COverall Absence 5.96
Short Term 1.40
Long Term 4.57

Line Managers are responsible for updating CORE with any short or long-term absences. Ideally the Ling Manager would upload all supporting documentation (o the CORE
systern, However, a5 the system is unable to automatically send notifications to HR that information has been added, Line Managers currently send all relevant information
directly to HR. Information miay be uploaded to CORE but the Line Manager must still notify HR of this due to the lack of functionality of the system. Receipt of the
paperwork notifies HR when an emplovee returns to work or breaches a trigger point. For absences between 4-7 days an employee is required to provide a self-
certification form. If absent for more than seven days, the employes must submit a GP Fit Note covering from the 8™ day onwards. All supporting documentation provided
by the staff mermber is saved to the HR shared folders, Upon the employee’s return to work, their Line Manager will conduct a return-to-work interview and if this
interview triggers a review, this review will be conducted within five working days of the interview.

Ards and North Down Borough Council = Inteérnal Audit of HR (Absence Management) - FINAL REPORT
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Oecupational Health:

All employees on sick leave for 4 weeks or more will be referred to the Occupational Health Service (OHS). HR hold a spreadsheet to monitor OHS appointments and this is
reviewed om a weakly basis. Line Managers and HR hold a formal meeting with the employee to review OHS reports. HR and Line Managers attend absance review
meetings and minutes are retained. OHS records are stored in the HR shared folders. Pre COVID, employees on long term sick leave were not allowed to return to work
until an OHS appointment was complete, However, due to the difficulty in obtaining additional appointments they can now return provided their GP fit note states they can
come back, and their job role does not require an OHS opinion as to the fitness to perform specific tasks.

Absence Monltoring:
Trigger points for action within the Council are set out in the policy and monitored as follows:
In any ralling 12-maonth peried, an employes has met any of the following criteria;

1. Recorded at least 5% absence rate in total of intermittent/short term absences (whether self-certified or medically certified) - monitored via HR, spreadsheet OR
2. Displayed an unacceptable pattern of absence (e.g., regular Fridays and Mondays, after a bank holiday or annual leave etc.- monitored via Line Manager OR
3. Reached 4 weeks' continuous absence - monitored via HR spreadsheet (long term absence).

HR maintain a separate spreadsheet of staff off sick and also highlight any staff where absence supporting documents [i.e., return to work form, self-certification, GP Fit
Mote] have not been submitted by the Line Manager. HR perform ad-hoc spot checks on the decuments and follow up any missing documents. Live targets are also
monitored by HR via a spreadsheet, Spreadsheets are maintained within shared folders and access to the overall shared drive is maintained by IT. Access to this is granted
via a service Desk request and reguires manager approval, Only HR staff have access to this drive,

Depending on length of service, most employees are entitled to full pay for the first six months of sickness which then reduces to half pay for another six months. Afver 12
manths of sickness, employees receive no pay. Payroll maintain a spreadsheet to monitor length of sickness periods.

Absence Reporting

HR and Line Managers use absence data from Insights, an integrated Bl module for CORE, in order 1o calculate absence figures. Tableau is the Business Reporting tool used
outside of CORE for cross modular reporting. Power Bl is also used to complete some management reports, such as Absence Dashboards. The Council have a limited
number of staff licensed to use Power Bl and there is one HR Officer within HR with a license. The report is sent to Council on a gquarterly basis.

Following an Association for Public Service Excellence [APZE) Absence review, the Council prepared an action plan to ensure the recommendations were put in place, As
part of this action plam, the Council now use an updated format of report using dashboard. One report has been submitted to Council (October 2023} and one report is
currently in draft at the time of fieldwork. Overall absence and sickness rates are reported to CLT on a guarterly basis. The Parks and Cemeteries Service receive manthly
reports from the HR Officer, Other Services can recsive reports via request to HR, but there are resource implications regarding this,
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Destruction of Absence Documentation:

The HR Office Manager has responsibility for destroying staff sickness records and supporting decumentation. The retention period s either seven years after termination
of employment for non-operational staff and 40 years after termination for technical staff (e_g., Waste, recycling, maintenance, parks and cemeteries), in line with the
Council's retention and disposal schedule.

Hard Copy

Once an employee i terminated, any absence related records are held in one of three places as follows:

1. HR Office - Files are initially stored here in a filing cabinet which is under lock and key, only accessible by the HR Office Manager. Once they have been held here for a
period they are moved downstairs to the basement.

2. Basement - Files are then stored within one of two filing cabinets which are under lock and key, only accessible by the HR Office Manager. Once there i a significant
amount of documentation to be transferred, they are moved to an off-site warehouse,

3.  Warehouse - before files are destroyed, they are held at a Council-owned off-site warehouse. The warehouse is locked and only accessible via the Compliance Office.
HR files are held within a separate room within the warehouse, which is also locked with keys held by the Compliance Office. HR Office Manager will request access
whenever files are required to be transferred there,

Soft Copy

Once an employee is terminated, soft copy absence documents are moved to a leavers folder within the HR shared drive. Again, as per hard copy, the HR Office Manager
maintains a spreadsheet which contains all the disposal dates for HR records.

Access to the overall shared drive is malntained by IT. Access to this s granted via a Service Desk request and requires manager approval. Only HR staff have access to this
drive,

1.3. Scope and Objectives

The scope of this internal audit includes a review of the governance framewark and controls in place to manage risks around staff absence within the council including policies
and procedures, return to work processes, use of Oocupational Health, processes arcund long-term absence and reporting upwards,

The objectives of the Internal Audit were to:

*  Determing what governance arrangements are in place around Council staff absence management, including staff absence management policy which outlings clear
roles and responsibilities for managing staff attendance and absences, and the processes for ccoupational health and return-to-work.
Ascertain whether the staff absence management policy is accessible to all staff members and is reviewed and approved periodically,
For a sample of Council staff absences from Movember 202 2-November 2023, determine whether the following processes are in place and operating effectively:
o Motification of short and long-term absences which is made by the staff member and recorded in ling with Council policy.,
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o Maintenance of absence-related documentation, including completion and record of self-certification forms [as well a5 relevant required supporting
documentation, such as medical certification) by Council staff which have been sent to HR,

o Completion of return-to-work processes such as interviews with HR/Line Manager and completion of required documentation by staff in line with Council policy.

o Information security controls arownd staff sickness records and supporting documentation.

o Employee payments relating to sick leavefabsence have been made in line with policy.

Determine whether there is a process in place to provide support to Council staff regarding occupational health referral and review this process for a sample of

relevant Council staff who had a period of longer-term sickness absence during Movember 2022-November 2023,

*  Determing whether there is a process of triggers for frequent periods of absence which require management/HR engagement with staff [including numbers of

absence in a set period, length of absence, etc). For a sample of staff, confirm if trigger points were activated as required.

Determinge whether there are processes in place to periodically maonitor and analyse Council staff absence rates and causes of sickness absence,

Determing whether there are processes in place to periodically report to Council on overall absence and sickness rates,

1.4. Approach

In order to complete this engagement, we used a combination of the following:

Discussions with key members of HR such as Head of HR and Organisational Development and Employee Relations Manager to walkthrough key processes,
Review of key items of documentation such as policies and procedures.

A limited programme of sample testing to assess control operating effectiveness.

Consideration of possible improvements or alternatives for the controls in place.

Reporting of findings with practical recommendations for improvement where appropriate.

Our sole source for information has been management infarmation and representations. We do not accept responsibility for such infarmation and have not performed any
substantiation or external confirmation procedures to establish its accuracy.

Our wiork was performed in accordance with the Deloitte Internal Audit Methodology which is consistent with the standards of the Chartered Institute of Intermal Auditors,
Owur work was carried out during January 2024 - February 2024.
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1.5. Summary of Findings

In Section 2 we have set out our detailed findings and recommendations arising from our review.
Owr findings have been graded using the scale outlined in Appendix 1.
The number of findings by risk grade can be summarised as follows:

There were no Priority 1 findings identified during our review.
There were two Priority 2 findings identified during our review, They can be summarised as follows:

#  Lack of Absence Trigger Motification on CORE System (See Section 2.1).
& Incomplete return to work process and supporting documents [See Section 2.2,

There were bwo Priority 3 findings identified during our review, They can be summarised as follows:

#  Lack of monitoring of absence for each Service |[See Section 2.3).
* Koy Person Dependency — monitoring and reporting of absences [5ee Section 2.4),

Full details of the issues may be found in Section 2 of this draft report,
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1.6. Conclusion

Owverall, there is a satisfactory system of governance, risk management and contral. While there may be some residual risk identified, this should not significantly impact on
the achievement of system objectives.

Consequently, on the basis of the Internal Audit work undertaken, we have given a satisfactory level of assurance that the system objectives will be achieved. Refer to
Appendix | for a definition of the assurance level given.
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2. Detailed findings and recommendations

2.1. Lack of Absence Trigger Notification on CORE

Finding i Recommendation

Absence Trigger Motification bdanagement should examine the possibility of
We identified that there is no automatic notification to assist HR in monitoring when the following - implementing  system controls within CORE
trigger points are hit; which allew for HR to create reports which will;
&  Recorded at least 5% absence rate in total of short-term absences (whether self-certified  Identify when the 5% absence trigger is
or medically certified) = monitored via HR spreadsheet OR hit.

&  Displayed an unacceptable pattern of absence [e.g. regular Fridays and Mondays, after a
bank holiday or annual leave etc.- monitored via Line Manager OR * Matify HR and Managers when the

&  Reached 4 weeks' confinuous absence — monitored via HR spreadsheet (long term return to work has been completed and
absence). uploaded on to CORE.

Management should remind Line Managers of

Retur Waork Motificatior their responsibility to track unacceptable

In addition, after each period of absence, an employee is required to complete a return-to-work © patterns of absence.

interview with their Line Manager. Once completed, the Line Manager uploads this form to CORE.

Howewer, there is no notification to alert HR to the absence J completed Return to Wark form.
Therefore, in order for HR to be aware, Line Managers are also required to email the completed
Return to Work form to the HR Administration team. This causes a duplication of effart.

Fotential Impact

Thera is a risk that, as HR are reliant on the infermation manually provided by Line hManagears,
abzences which breach trigger points may not be identified in a tmely manner,

Management response
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- Action Plan - Owner/ Title - Target Date of
- Implementation :
; 'I'.i.}ié'ﬁir'{ééé;a}'é"ré's'ﬁ':;"H,;.ii:iié'f:ii'f::a'i&ijiiﬁ'ﬁééiﬁé}ié&'ﬁgﬁﬁﬁ'éﬁ'&'é ........ I'r'né't' ....... E'ﬁ:'ﬂ'rii's“i-iﬁ'ﬁa'i:i' mlulsem:ﬁman““ ...................... 31M;.,-3m4 ......................
¢ initially requested that the CORE system have the capability to calculate % absence rates and tu :
¢ notify Line Managers and HR if any target et has been breached, :
Further examination of the notification functionality of CORE and/for a separate add on system.
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2.2, Incomplete return to work process and supporting documents

Finding Recommendation Priority

We reviewed a sample of 25 staff absences during the period of November 2022 - November Management should remind Linge Managers to

2023, We noted the following issues with compliance with the Absence Management Policy: ensure that:
= For 5/25 sampled absences, the required return-to-work was not completed, :
= For 3/25 sampled absences, the relevant supporting documents, including GP notes and 1. All staff should complete a return-to-
self-certifications, were not completed or submitted to HR. work interview when they have
Potential Impact returned from 2 period of absence.

2. Line Managers should follow up on any -
supporting documents not provided in -

- There is a risk that: .
1. Staff returning to work after a period of absence are not supported without adeguate line with Council Absence Management

return-to-work interview, Policy and provide these to HR.
2. Reasons for absences are not evidenced due to lack of provision of absence related °
documentation. :

Management response

~ Action Plan  Owner/ Title Target Date of

Line Managers ta be reminded of their responsibilities in ensuring that they fallow the processes © paad of HR & 0D / Employee Relations 30 June 3024
a5 outlined in the Managing Absence Policy and Procedure, :

- Manager

Ards and Morth Down Borough Council = Internal Audit of HR (Absence Managemaent) - FINAL REPORT

This repart is intended solely for the information and internal use of Ards and North Down Borough Council and should not be used or relied upon by any other persen or
entity.
1



Agenda a-ii / Item 7c-ii Final ANDBC - HR (Absence Management) Final Repo... Back to Agenda

Deloitte. =

2.3. Lack of monitoring of absence for each Service

Finding HEDDITI mendation M

Management advised that a monthly analysis is performed for Parks and Cemeteries, at thelr - Management should ensure that Heads of -
- request. We were further advised that HR will also provide similar reports to other Services upon - - Service are informed of absence rates and repeat -
i I‘equeﬂ but there is no routine l'l'lﬂl‘l'thhl' Service absenca I'I!pﬂl‘ling. i ,:-auses_ of absence on 3 p,Enn,dm hasis, :

: Potential Impact

There is a risk that a lack of data regarding absences may result in delays in resolving any work-
¢ relabed causes and therefore absence rates will remain at a similar level,

Management response

Action Plan Owner/ Title Taraet Date of
: : Impleﬂrentahun
Ad:lliunalr-esuun::etnalluwtr;ecmripleﬁunnlﬂmehrabunmrepnrufmnslderaddnnmtheHnss-rap ............................................ 30 ...... : um_, ..... mu ..... wlth
H : ;
CORE systern to allow Heads of Service to run reports | Digttal Services Manager - agreement
E:plnre benefits of recruiting a dedicated resource to provide technical support to mtemal 30 June 2024

stakeholders as required for the effective and efficient delivery of CORE.

Dtg;ltal Service Manager (D5M) to review current Absence Dashboard and adapt for muh'lple
slalcehnlders

Ards and North Down Borough Council = Inteérnal Audit of HR (Absence Management) - FINAL REPORT
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2.4. Key Person Dependency = monitoring and reporting of absences

Finding i Recommendation

- Power Bl is used to create an absence dashboard which is reported to the Corporate Services - Management should:
Commitbee and to the Council. Only one member of stalf within the HR team is licensed to use
- Power Bl and has the knowledge to develop the dashboard. :

1. Ensure that additional staff are trained

: 5 on developing the dashboard. :
Therefore, there is a key person dependency risk in relation to the monitoring and reporting of 3. Investigate the possibility of acquiring
absences. further Power Bl licenses for other users -

within HR or ensure that other staff :
trained to use Power Bl cam use the
existing licence if the HR Officer was -
absent. :

: Potential Impact

There is a risk that if the Power Bl license holder is unavailable (due to sickness, leave or
: otherwise], the report could not be generated and subsequently reported to the Council leading :
. to a lack of oversight. :

Management response

Action Plan Owner/ Title Target Date of Implementation
Liaize with Digital Services regarding Power Bl licence cost and approval and training on relevant Digital Services Manager I On receipt of names for licences !
- systems, Consider the recruitrment of a systems expert within HR. i :
E s ¥ pe - Digital Services Manager - 30 June 2024

1. Licence Cost

2. Training - D5M is currently sourcing training _
3. Explore benefits of recruiting a dedicated resource to provide technical support to :
internal stakehalders as required for the effective and efficient delivery of CORE.

Hos 5TaP 30 June 2024 with agreement

Ards and Morth Down Borough Council = Internal Audit of HR (Absence Management) - FINAL REPORT
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3. Statement of Responsibility

W take responsibility for this report which s prepaned on the basls of the limitations sot out below. The matters ralsed in this report ane only those which came to our atbention during the cowrse of our work and are
not necessarily a compeehensive statement of all the weaknesses that exist or all improvements that might be made. This report b5 not based on an attest engagement. We have relied on infosmation provided by Ards
and Maorth Down Borough Council's management and we do not acoept responssbility for such information and have not performed any substantiation or external confirmation procedures to establishes acowacy or
comphetering.

Recommendations fof improwements should b ssedssed by you for their fll impact befane they sre impbemented. The performance af our work i not and should not be taken a3 3 subititite for managemint's
responsibilicies for the application of sound management practices. We emphaskue that the responsibdity for a sound system of internal controls and the prevention and detection of fraud and other iregularities
resis with management and work performed by us should not be relied upon to identify all strengths and weaknesses inintemal controls, mor relied upon 1o dentify all droumstances of fraud or irregularity. Even
sound systems of internal controd can only provide reasonable and not absolute assurance and may not be prood against collushae fraud.

This decument is confidential and prepared solely fos your infeemation and that of slber beneficiaries of our achice listed in cur engagement letler. Thenelone you should nat refier 1o or use our name ar This decument
{in wihepl o in part) for any other purpose, dischose them o refer to them inany prospectius oF other documaent, or make them available or commsnicate them to any other party wathout our price authorisation, Ne
ather party i entithed to rely on cur dogwmant for any purpese whatsoeaer and thus e accept no Eabikty to any ciber party who Is shown or gains access 1o this document.

David Kinsella

For and on behalf of
Daloitbe Ireland (M) Lid

Lincobn Buslding

27-45 Great Victoria Street

Balfast

BT2 T5L

Date:
.......... : m“h,
Sanior Manager: Camadle MeDermoll

Assistant Manager: Niamh Sammon
Auaditor: Eddy Breslin, Sophie Ellison

T o044 2895 933616
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Appendix |I: Reporting Definitions

Assurance Opinion

For each repart delivered In the annual Internal Awdit Plan, we will provide one of three levels of asswrance, ranging from satisfactory assurance to unacceptable assurance. These assurance
bewels reflect the latest requirements of the Department of Finance (A0 [(DoF) 07/16).

Evaluating and Testing Conclusion

Owverall there is a satisfactory system of governance, risk management and control. While there may be some residual risk identified, this should not
significantly impact on the achlevement of system objectives.

There are significant weaknesses within the governance, risk management and control framework which, if not addressed, could lead to the system
alpfectives not being achseved.

The system of governance, risk management and control has failed or there is a real and substantial risk that the systern wall fall to meet its
alpjectives.

Ards and North Down Borough Council = Inteérnal Audit of HR (Absence Management) - FINAL REPORT
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Fallure to iImplement the recommendation s ikely to result in a major failure of a key organksational objective, significant damage to the reputation of the
arganisation or the misuse of public funds.

Fallure to Implement the recommendation could result in the failure of an important erganisational objective or could have some Impact on a key
organisational objective,

| Failure to Implerment the recommendation could lead to an increased risk exposure,

These definitions of evaluations should be interpreted in conjunction with the scope of the audit work and in the overall context that gur findings should only be relied upen to be representative
of the operation of control procedures at the time of discussion or observation of these control practices and in relation to the transactions tested. Projecthon of evaluations of future pericds
is subject to the risk that the policies and procedures may become inadequate because of changes in conditions, or that the degree of compliance with these policies and procedures may
deteriorate. The performance of Internal Audst work should not be taken as a substitute for managerment’s responsibilithes for the applcaton of sound cormmercial practices. 'We emphasise
that the responsibility for a sound syitem of internal controds rests with management and work performed by Internal Audit should not be relicd upon 1o identify all strengths and weaknesses
that may exist. Meither should Internal Awdit work be relsed upon to identify all circumstances of fraud or irregularity should there be any, although our audit procedures have been designed
s0 that any material irregularity has a reasonable probability of discowery. Even jound syitems of internal contral may not be proof against collusive fravd, Internal audit procedwres are
designed 1o focus on areas as identified by management as being of greatest risk and signiticance.  Effective implementation of gur recommendations by management is important for the
maintenance of a reliable internal control system.

Ards and North Down Borough Council = Inteérnal Audit of HR (Absence Management) - FINAL REPORT
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At Deloitte, we make an impact that matters for owr clients, our people, our profession, and in the wider society by delivering the solutions and insights they need 1o address their most complex business
challenges. s the Lrgest global professional services and consulting network, with over 450,000 profestionals in more than 130 countries, we bring world-class capabilities and high-quality serdoes o our
chigrts, In leelard, Delosthe has over 3,000 peophe providing audit, tax, conjulting, and corporate fimance services 1o public and privale clients spanning migipe imdustries, Dur people hinvg th leadesship
capabilivies, experience and insight te collabarate with clients 5o thiy can mewe forward with confidence.

This publcation has Deen writhen in general terems ard we recommend that you obtaén prodesssonal advice before acting or refraining from action on any of the comtents of this publication, Delgithe
Irland LLP acoepas mo liability for any loss occasionad 1o ady persan acting or redraining from actiom as a result of any material in this publication,

Dheleirti Ireland LLP i a Eenited liability parthershap registened in Morthees ineland with registered number NCLA99 and its registened office a1 Lincaln Building. 27-45 Great Victoria Sireet, Belfast, T2 750
Rankern ireland,

Deloitte Ireland LLP i the Ireland affiliate of Deloitte NSE LLP, a member firm of Deloitte Towche Tohmatsu Limited, a UK private company limited by guarantee ("DTTL"). DTTL and each of its member
fiemns are legally separate and independent entities, DTTL and Dedoite NSE LLP do sl provide senaoes 1o cbents, Pheado see m.mﬂl.w-im b learn mone albsout our glabal retwiark ol mamiber
fierns.

0 2034 Delgirte Meland LLP. All rights resened,
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1.Overview

1.1. Introduction

This report presents the results of an IT audit review of Ards North Down Borough Council, herein referred to as ANDBC or the Council. This review focused on user acoess
management controls in place on Core HR and Windows Active Directory (AD] for the in-scope domain controller ‘PRANDDCS", The review was undertaken as part of the
agreed 20232024 internal audit operational plan for AMDBC and fieldwork was conducted in March 2024,

1.2. Owverview

Liser Access Management Policies ond Procedures
While ANDBC are not currently 1I50-27001 certified, the Council has documented IT policies and procedures to align with this recommended guidance.

There are twa procedures in place relating to user access management:

+ 150 27001-2022 Access Control Policy and Procedure Draft: This procedure is owned by the Digital Services Manager, It defines the scope and the responsibilities
and procedures for access control, identity management, authentication, and access rights for ANDBC systems. This procedure was established in November 2023
and was in draft state at the time of our review.

+  Digital Services ICT Starters, Movers, and Leavers Procedure: This procedure i5 owned by the Digital 3ervices Manager. It defines the scope and the
responsibilities and procedures for the identity lifecycle {Joiners, Movers, and Leavers). This procedure has been newly implemented in March 2024 and was
approved by the Head of Strategic Transformation and Performance,

Prowisioning and modification of user IT access within the Council,

The Council has a documented procedure in place for the provisioning of users to their IT systems called the “Digital Services ICT Starters, Movers, ond Leavers Procedure’, As
this procedure camie into effect in March 2024 at the time when our fieldwork was being initiated, we performed testing for this contral by focusing on the design of the new
procedures that have been put in place for joiners, movers, and leavers.

When an employee joins the Council, the ling-manager is responsible for ensuring that user IT accounts and associated permissions are reguested for the new employes
before they are due to commence employment via the New User Request form on the Service Desk system,

If any new SEarter is 3 Demporary, Jgency of contractor employee, they requing an expiration date on their account, Their account should be disabled on that date unless
informed by the Line Manager or instructed otherwise by HR.

#irds and Morth Doswn Borough Council - Beview of acoess management controds on Core HE & Windows AD — Final Draft Report for Audit Committes
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The Line Manager must fully detail the levels of access required as it is not permissible for Digital Services to “copy” another user account, The Digital Services team then sets
up the user account in the AD a5 per the New User Request and applies relevant Core HR permissions as per the New User Request provided by the Line Manager. Movers
are controlled in the same process through a request from the service desk.

Access Termination of wser occess within the ANDEC

When a user is leaving ANMDBC their line manager notifies HR of the leaver's details such as the person’s name, their department, and their effective date of termination. All
reguests for disabling an account must be raised via the Service Desk and the ling manager is required to complete a leavers IT reguest on service desk to remove access
rights to any IT systems e.g., AD and Core HR and advise Digital Services of delegated access to email and folders. The Digital Services team will then set the account's
expiration date Iin the AD to the last working day. They will also revoke any privileged access to the network and applications such as Core HR, Terminated employvees will
retain basic access to Core HR for 30 days after their leave date to gain access to documentation such as payslips, pe0s and pd3s. This access is basic access through direct
web link and leavers do not log in through the Council Windows AD. The Service Desk will then revoke any remaining access after 30 days.

Core HR

Authentication

Authentication on Core HR is facilitated through two methods depending on the staff type. Office-based staff log in to Core HR using their AD credentials while non-office-
based staff log in to the application directly without having an ANDBC AD account.

Office-bosed users

AMNDBC users with an AD account access the Core HR application by inputting their unigue AD username and password when logging onto the ANDBC network. The password
parameters [i.e,, length, complexity, and password age/expiration] used for the passwords are defined at the domain level, Once users authenticate to the network, the users
must authenticate to the Core Application again using their AD credentials.

Nen-affice-based users

Some users within ANDBC have access to Core HR without having an AD account, such as Council staff who work outside of the Council’s main offices. These users’ login to
the application directly and password reguirements are defined in the Core application for these users.

Privileged Access
There are three key areas of privileged access within the application which are Security access |IT access), Payroll access and HR privileged access. Privileged access is granted

to users on Core HR through assignment of profiles and roles, Access to these roles is controlled through the defined user access policy in place and requires a reguest
through the Service Desk with relevant manager approvals,
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Accounts with Securly privileges within Core HR present the user with access to administrative functions relating to the application’s security and configurations such as
account management, access control and system configurations. This access is granted to two members of the IT team as well a5 one generic account which Core the third-
party support vendor has access to. Core login to this acoount through OKTA MFA which is enabled in their organisation.

Accounts with Payrell privileges within Core HR allow users acoess to functions relating to the payroll process. This access is assigned to 18 accounts, made up of 17 members
of the Finance and Human Resources (HR) teams as well as one generic account which Core the third-party support vendor has access to.

Accounts with HRE privifeges within Core HR allows the user access to functions relating to human resource management including emplovee personal records [ information.
This access is assigned to 17 accounts assigned to personnel fram the HR team.

If a user requires privileged access, it is subject to additional level of approval from the Head of Strategic Transformation and Performance, and if a third party or contractor
requires privileged access both the Digital Services Manager and the Head of Strategic Transformation and Performance approvals are required.

There is one generic account with privileged access on Core HR used to provide support to the Core HR environment, This account is used by the vendor, Core HR IT Support
and ANDEC Support and Development teams when resolving issues, dealing with change requests, and carrying out project work. To prevent any delays in problem resolution,
Core have access to this account on a full-time basis and OKTA Multi-Factor authentication is used by Core to login to this account.

In line with the 150 27001-2022 Access Control Policy Procedure [Draft])’, twice a vear, the Digital Services Manager is to oversee that Asset Owners conduct a review of user
access rights, including review of privileged access, with observations from the review documented, reviewed, and addressed in a timely manner, The policy also outlines a
report of authentication events, unused user accounts and events with login attempts to service acoounts is produced and reviewed every month by the Digital Services
Manager.

Active Directory [AD)

Windows AD is Microsoft's proprietary directory service used to manage devices, users, domains, and objects within a network. The ANDBC Windows AD domain contraller
PRANDDCE" 5 currently running on Windows Server 2016 standard, There s also an Azure Active Dirgctory within the ANDBC environment, Azure Active Directory is an
identity and access management solution from Microsoft that helps organizations secure and manage identities for hybrid and multi-cloud environments,

As Azure AD is a direct mirror of the local on-premises AD and authentication on Core HR is configured through the on-premises AD, our review focused on the controls in
place for the on-premises A0 only.

Authentication

ANDBC employees acoess their AD account by inputting their unigue AD usemame and password when logging onto their network account, The password paramebers [iLe.,
length, complexity, password age and expiration) used for the setting of passwords are defined for the Windows AD at the domain level,
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Users with Domain Level privileged access in the Windows AD have the highest level of administrative access within the domain, They have full contral over all domain
resources, including user accounts, group policies, and domain controllers. They can make changes to the domain such as configuration changes, and as such, should be
carefully managed and monitored to mitigate the risk of unauthorized access or misuse. For our review, we focused on accounts with access to the domain admin, enterprise
admin and administrator groups including any sub-groups that are members of these groups. An overview of privileges granted to each group has been summarised below:

Dormain Admins

Default owners of any object created in AD. The Domain Admins group controls
access to all domain controllers in a domain and can modify the membership of
all admins in the domain.

Enterprise Admins

Members of this group are authorised to make forest-wide® changes in Active
Directory, like adding child domains, Members can also modify members of all
admin groups.

Administrators

Members of this group have complete, unrestricted access to the computer. If
the computer is promoted to a domain controller, members of this group have
unrestricted access to the domain,

* A forest is the ighest level of argonirotion withds Active Directory and is weed fo group ane or moitiple domaing together. An Active Directory Forest simply refers (o all domovns within o single AD instalfotion and

represents the seconily bowndory of Active Divechory.

At the time of our fieldwork, there were 7 end-user accounts and 17 generic accounts made up off 12 interactive accounts, 4 service accounts and 1 computer account with
privileged access on the AD, Generic accounts on the AD are configured to have their passwords set to never expire and are accessible by the Digital Services Manager,
Business Technology and Digital Services Officers alongside members of IT Assist Server Support.
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This repan is intended sclely for the informatian and nternal use of Ards and North Down Berough Council and should net be used of relied wpon by any other perion

of entity.



Agenda a-iii / Iltem 7c-iii FINAL Draft_Report Ards and North Down Borough... Back to Agenda

Deloitte. 165

1.3 Scope and Objectives
The scope of the review was to assess the design and implementation effectiveness of access management controls on the Core HR system and Windows AD, The review

focused on the enforcement of the principle of least privilege on in scope IT systems. The review also assessed if access management controls are performed in line with
ANDBE docurmented policies and procedures.

For Core HR, the audit focused on the following areas;

- Authentication: Establish If there are adequate logical security contrals in place on Core HR e.g., secure password controls are enforced in line with ANDBE
systems authentication policy.

- Adding and removing user access: Establish if appropriate governance controls are in place relating to adding, removing, and reviewing user access on Core HR.

= Privileged Access; Establish if privileged access rights are defined and appropriately restricted on Core HR and Segregation of duties are defined and enfarced
within the system.

For Windows AD the audit focused on the following areas:

= Authentication: Establish if AD is authenticated for all users through unigue user s and passwords or other methods as a mechanism for validating users are
authorized to gain access to the systam.

- Privileged Access: Establish if IT administrator access is authorized and restricted to appropriate personnel,

- Removal of user access: Establish if AD access for terminated users is remaved or madified in a timely manner,
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1.4 Approach

The Internal Audit approach included:

- Discussions with systems owners for Core HR and AD to gain an understanding of processes in place in relation to managing users access on both systems.

- Review of key items of documentation such as policies and procedures.
& limibed programme of sample testing to assess control operating effectiveness. *To note for our testing of Jolners ond Movers, a3 o new procedure hod been introduced at
the stavt of aur fieldwark, we have only pevfarmed a design review of these conbrols,
Consideration of possible improvements or alternatives for the controls in place

- Reporting of findings with practical recommendations for improvement where appropriate.

Our sole source for information has been management infarmation and representations. We do not accept responsibility for such information and have not performed any
substantiation or external confirmation procedures to establish its accuracy.

Our work was performed in accordance with the Deloitte Internal Audit Methodology which is consistent with the standards of the Chartered Institute of Internal Auditors
and the Information Systems Audit and Control Association (ISACA). Dur work was carried out remotely during March 2024,

The Deloitte Automated Controls Testing Tool [ACTT) was utilised as part of this review to assess the AD envirgnment within ANDBC. ACTT is a read-only audit tool which
extracts relevant user and configuration data required for controls testing.
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1.5 Summary of findings

In Section 2 we have set out our detailed findings and recommendations arising from our review, Qur findings have been graded using the scale outlined in Appendix |, The
number of findings by risk grade can be summarised as follows:

There were two Priority 1 findings identified during our review. These can be summiarised as follows:

+ 2.1 Management of Privileged Generic accounts on Windows AD - At the time of our review, there was no password management tool in place to secure the
passwords for generic accounts. These passwords are not subject to rotation. Confirmation of whether all privileged generic accounts on the AD were granted the
appropriate level of access could not be abtained at the time of our review.,

* 1.2 Password Management on Windows AD and Core HR = Password requirements on Windows AD and Core HR do not meet the organisation’s requirement for

minimum length. There is a cohort of end-users on the Windows AD configured with non-expining passwords, There is no multi-factor authentication required to
access Windows AD or Core HR.

There were two Priority 2 findings identified during our review, These can be summarised as follows:

* 2.3 Lack of Third-Party Oversight Controls = ANDEC do not receive any third-party assurance reports to ensure the operating effectiveness of the vendor's IT controls.
* 2.4 Core HR Conflicting Segregation of Duties = Two accounts were identified with access to both Payroll and Security privileged permissions. There is no formalby
documented user access review conducted for privileged users on Core HR.

There was one Priority 3 finding identified during our review. This can be summarised as follows:

* 2.5 Windows AD Leaver Account Accessed After Leave Date = One leaver's AD account was identified to have logged in after their leave date.
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Full details of the issues may be found in Section 2 of this report.

1.6 Conclusion

Owverall, there is a limited system of governance, risk management and control in relation to user access management controls on Windows AD and Core HR. There are
significant weaknesses within the governance, risk management and control framework which, if not addressed, could lead to the system objectives not being achieved.,

Consequently, based on the Internal Audit work undertaken, we have given a limited level of assurance that the system objectives will be achieved, Refer to Appendix | for
a definition of the assurance level given,
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2 Detailed findings and recommendations

2.1 Management of privileged generic accounts on Windows AD

Finding { Recommendation

During our review, it was identified that there are 17 generic privileged accounts on the In Line with IS027001:2002 5.16 Identity Management,
- Windows AD. It is noted that 4 of these accounts are system accounts, 1 s & cOmMpUter | pranasement should ensure: :
runming Microsoft System Center Configuration Manager while the remaining 12 accounts
- have their passwords stored in an excel password file. '

1. Where possible privileged generic accounts |
shauld not be used to perform administrator

At the time of our review, the Council could not confirm the appropriateness of these activities with privileged access roles assigned
¢ accounts to have the level of privileged access and we were informed an exercise was : via individual administrator user accounts. |
: being undertaken to review these accounts, | 2. Anassessment of all privileged generic accounts :

should be undertaken to assess that ea:hé
account is required. Accounts which are not
required should be disabled. Accounts which -
are required should have their password -

1. Generc accounts within the ANDBC Windows AD are set 1o not expire and these
passwords have not been rotated in several years, ranging from 2014 to 2021,

2. At the time of this review, there was no password management tool used to
safeguard the protection of these passwords and activity performed on these

accounts is not actively monitored. appropriately secured with access restricted to
3. Deloitte acknowledges that a review control of administrator activities has been the password only to users who reguire it to
defined in the TS02 7001 2022 Access Control Policy and Procedure’, however this - complete their job responsibility. |
review was not yet in place at the time of our fieldwork., 3. Where possible, generic account passwords

should be rotated on a frequent basis to
prevent unauthorised access to the domain.
A password tool or vault solution should be -
considered to safeguard the protection of -
passwords and prevent unauthorised access to
Eenent accounts.

- Patential Risk

The use of privileged generic accounts increases the risk of unauthorised activity on the
¢ Windows AD and results in a lack of accountability when there are no controls in place
: regarding the safeguarding and rotation of generic account passwords.
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..............................................................................................................................................................................................................................................

5. A review control should be implemented to -

Back to Agenda

ensure activity performed on privileged generic
accounts is authorised and appropriate. '

Management response

- Action Plan - Owner/ Title - Target Date of Implementation
S— 1Gemmmwm”mwngmwmandm“ewlmd a;m;assmedwlmnsm ..................................................... SDAuguﬂ mzd .............................
Vendors bo ensure business operations are not impacted by any changes,

I Izﬁenem amnumambemgmwmwwmmnhwam neeﬂed ...................... usM ..................................................... 3uAugu5t ::1114 .............................

Bessasne anmmmnn”hawng mﬂc acmumpmwmswmm ............... wn huendmnsm ..................................................... Suﬂugu.ﬂ mzd .............................

.............. b il b e L O S, SO
4. Al end-user generic accounts have been replaced. . DSM - 31 May 2024 :
5 4. Keeper password vault in place ! D5M 17 May 2024

| J— EMmmmmm"hwsmeaﬂlhhhtmlswmhw"”nalﬁeandmpm nnnsm ..................................................... sunu!m ;,r.uzd .............................

uwser behaviours and permissions across Active Directory, a review control will be
put in place to monitor the reports,

#irds and Morth Doswn Borough Council - Beview of acoess management controds on Core HE & Windows AD — Final Draft Report for Audit Committes
This repan is imbended solely for the information and Enternal use of Ards and North Down Borgugh Council and ihowuld not Be used or relicd upon by sy other pedion

or enkiby.

12

190



Agenda a-iii / Iltem 7c-iii FINAL Draft_Report Ards and North Down Borough...

Deloitte.

2.2 Password Management on Windows AD and Core HR

- Testing was performed on the authentication controls for both Windows AD  |n  Line with (S027001:2002 5.17 Authentication Information, -

- and Core HR. The following was identified:

1

Through review of the ‘IS0 27001-2022 Access Control Policy and

Recommendation

Management should ensure that:

Procedure” it was identified that this policy requires ANDBC systems
to enforce a minimum password length requirement of 14 characters

within Authenticotion Information = Responsibilities ond Procedure.

Through review of password settings enforced on both Windows AD

and Core HR, it was noted that the password minimum length is set

to & characters.

Through review of the passwords that don't expire on Windows AD,
Deloitte identified 42 end-user accounts that are set to not expire.
Through confirmation with management, it was noted that these :
uwsers are elected members with no access to directory resources

other than printing.

Through review of the “IS0 27001-2022 Access Control Policy and
Procedure’ it was identified that this policy states the preferred :
method of authentication is single-sign on, confirmed by 2-Factor
Authentication  [2FA)}  within  Autheaticolion  Information -
Responsibilities ond  Procedure, Multi-Factor  Authentication, |
sometimes referred to as MFA or 2FA, is a multi-step account login
process that requires users 1o enber mone information than just a
password, e.g., a text or email code, a secret question or the use of
biometrics may be used. While the Core Vendor account uses Okta

1.

Password parameters on Core HR and Windows AD are aligned
with requirements set out in the "IZ027001 2022 Access Confrol

Paolicy and Procedure’,

Back to Agenda

[]

i Priority

All end-user accounts should have their passwords set to expire

an the Windows AD to reduce the risk of unauthorised access.

Multi-factor authentication should be implemented to safeguard
the ANDBC environment to reduce the risk of unauthorised

access, particularly for remote access connections,

#irds and Morth Doswn Borough Council - Beview of acoess management controds on Core HE & Windows AD — Final Draft Report for Audit Committes
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MFA on the Core HR environment to access the application, Deloitte
noted that there is mo Multi-factor Authentication required to acoess
the ANDEC AD network or Core HR, for ANDBC employees,

Patential Risk

Passwords with a small character minimum length andfor those that don't
expire arg more at risk of password hacking threats such as brute force
attacks, shoulder surfing and other attacks.

The lack of multi-factor authentication when accessing ANDEC systems
increases the risk of unauthorized access if a user's password is known,

Management response

Action Plan Dwmerf Title Target Date of Implementation
1.Password requirements have been updated to 14 characters D&M 31 May 2024

2.Councillars accounts will be brought into line with default password @ DSM 31 May 2024

policy

3.Digital Services is currently reviewing the use of Windows Hello for @ DSM 30 September 2024

Business = this will be piloted and will be phased in across the organisation

for all suitable devices.
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2.3 Lack of Third-Party Oversight Controls.

]

Back to Agenda

193

Finding i Recommendation | Priority

Core HR provide application support to the Council’s Core application and manage the database In Line with (5027001:2002 5.21 Managing
- and operating system underlying Core HR. The Core HR support account has full-time access to information Security in the ICT Supply Chain,

the Core application to assist with resolving any issues in a timely manner. © Management should ensure that: _
A Service Organisation Controls (SOC) report is a way to verify that an organisation is following 1. Vendor access controls should be limited
: best practices when outsourcing a business function to that organisation, : where possible to ensure the vendor does :

not have full-time acoess to the application
and can perform actions without the :
council’s knowledge,

During cur review, it was identified that ANDBC do not have any oversight contrals in place to
: review the environment within Core HR through review of a 30C or eguivalent monitoring :

- controls. :
E 2. A Service Organisation Controls (S0C) :
_ : Report is obtained from the Core HR °
ntial Risk vendor on at least an annual basis to
: : ensure the operating effectiveness of the
: Without oversight in to the third party’s control environment, there is a risk that the third party’s : vendors T control  emwironment,

Management should review this report and
ensure relevant controls are operating |
effectively and satisfactory to safeguard
their own IT environment, :

- IT and business controls could be ineffectively designed and/for operating ineffectively which °
- results in the hiring organisation being put at risk. :

Management response

Action Plan Owner/ Title Target Date of Implementation

JiGssiEssaEEEsiaaEEdsINAEEEHIEAEEAiiEaEEdiEEEEAEIEEEIIEEEEIEsEEdEdsEAEiEsEEAdiEsEEadiEsEEEdiEsEEEdiEsEEaddEsEEaddEsEEREEEEREEE JiGisissiEasEssEaEEEsEaGEEsEREEEsINaGEEsEERGEEEEEREEEEEEa LG EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEE

1. Cannot accept this recommendation as it is time prohibitive and not in the interests of | pgp Risk Accepted
operating busingss a5 usual,

BiEEEEEEEEEEEEEENEEEEnEEREEEEREEEEEEEEEEEEEREEEEENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS EEEEEEEEEEEEE A EEEEE A EEEEERAREREE

2.  The Digital Services Manager will ensure that the principle of least privilege is Dshd 30 August 2024
enforoed to grant only the minimum level of access that is necessary for Core HR to :
perform their tasks. In addition, reqular reviews of Core HR access permissions will -
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be conducted to ensure alignment with their current tasks and responsibilities and
to ensure access it is still valid, necessary, and secure. The Digital Senices Manager
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2.4 Core HR Conficting Segregation of Duties

Finding
- Privileged access on Core HR is made up of three different categories: Payroll access, HR 1y |ine with 1S027001:2002 5.18 Access Rights,

acoess and Security access.

1

During our review, it was identified that two accounts, one end-user and one
generic account, have privileged level access to both Payroll and Security menus
resulting in a Segregation of Duties conflict. While management confirmed
there are manual monitoring controls in place within the business to detect
unauthorised actions, having both IT and Business privileged access does not
adhere to best practice guidelines,

It was also noted during our review that there is no formal procedure in place
to review privileged level users’ access on Core HR to ensure that they are
appropriate and aligned with the user's job responsibilities on a frequent basis,
While management informed Delaitte this process takes place on an ad-hoc
basis, there ks no formal procedure and formal documentation s not
maintained of this review.

Patential Risk

As users daily job responsibilities and teams change over time, there is a risk that by not

hawving a formal review process in place of user’s access rights, the principle of least
privilege is not being enforced and users may have unnecessary acoess rights to the
application. There is a risk that unauthorised activity could be performed by users who
don’t require their level of system acoess to carry out their daily job responsibilities.

Management résponse

Back to Agenda

Recommendation

i Priority

Management should;

1. Define and implement a Segregation of Duties
Matrix, highlighting what roles can and cannot
be assigned to Core HR wsars,

2. Implement a review control to ensure
privileged users on Core HR are assigned
appropriate access rights for their job duties.
This review should include:

# A formally documented review control
procedure autlining the steps and
personnel invalved in conducting the
FE e

& A review of both users with privileged
level access to Core HR and what access
rights these users are assigned. An 50D
matrix can be used in the review to
ensure na Segregation of Duties Conflicts

exist within the application.
=  Controls to ensure no user is signing off
on their own acoess a5 part of the review,
& Formally documented evidence of the
review bo act a5 an audit trail,

Target Date of Implementation
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-~ L Agreed - DSM / Head of Finance / Head of MR and - 30 September 2024 :

. oo ? .

: 2. Formal review control procedure will be put in place - DSM / Head of Finance / Head of HR and - 30 September 2024 :
- oD 5
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2.5 Windows AD Leaver Account Accessed After Leave Date

197

Finding i Recommendation Priority

During our review, testing was performed on the design of the ICT Starters, Mowvers and  © In Line with (50270012002 5. 18 Access Rights,
Leavers Procedure” as well as fieldwork testing of leavers for the in-scope systems. The Management should Review the “ICT Starters, Movers
following was noted: and Leavers Procedure’ to ensure sufficient handover
activities are properly defined within the procedure.
Through review of the ICT Starters, Movers and Leavers Procedure” in place within the @ This is to ensure relevant backups and handowers are
ANDBC, it was noted that as part of the leavers process, there is no formally defined = conducted prior to an employee’s leave date to prevent
handover process for employees to ensure all relevant work and documents are - 1055 of documentation and unauthorised access to
transferred to an appropriate team member or share drive location. During our testing, it senshive information after the employee’s leave date.
was identified that one leaver account had a last login on Windows AD after their leave
date. Through inguiry with management, it was confirmed that this was performed by IT
and not the leaver to obtain a document for an FOI request.

At the time of the review, the approval and monitaring process for accessing a leavers
account was not defined in the leavers policy.

Patential Risk

When employees don't perform necessary handover of important work and documents
prior to their leave date, there is a risk of data loss. IT subseguently having to access
employees’ resources after their leave date poses a risk of unauthorised access to
sensitive information and data on the employees’ devices and potential non-compliance
with guidance such as GDPR,

Management response

Action Plan Owner/ Title Target Date of Implementation

1. Starters, Movers and Leavers Procedure updated to reflect the recommendation @ DSM 23 May 2024
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3 Statement of Responsibility

We take responsibility for this report which is prepared on the basis of the limitations set out below. The matters raised in this report are only those which came to our
attention during the course of our work and are not necessarily a comprehensive statement of all the weaknesses that exist or all improvements that might be made. This
report is not based on an attest engagement. We have relied on information provided by Ards and Morth Down Borough Council's management, and we do not accept
responsibility for such information and have not perfarmed any substantiation or external confirmation procedures to establish its accuracy or completenass.

Recommendations for improvements should be assessed by vou for their full impact before they are implemented. The performance of our work is not and should not be
taken as a substitute for management’s responsibilities for the application of sound management practices. We emphasise that the responsibility for a sound system of
internal controls and the prevention and detection of fraud and other irregularities rests with management and work performed by us should not be relied upon to identify
all strengths and weaknesses in internal controls, nor relied upon to identify all circumstances of fraud or irregularity. Even sound systems of internal control can anly
provide reasonable and not absolute assurance and may not be proof against collusive fraud.

This document is prepared solely for yvour information and that of other beneficiaries of our advice listed in our engagement letter, Therefore, you should not refer to or
use our name of this document [in whole or in part) for any other purpose, or refer to them in any prospectus or other document without our prior authonsation. No other
party is entitled to rely on our document for any purpose whatsoever and thus we accept no liability to any other party who is shown or gains access to this document.

David Kinsalla

For and on behalf of

Deloitte (M) Ltd

Lincoln Building, 27-45 Great Victoria Street,
Belfast, BT2 750

Date:

Contact persons Fartner: David Kinsella T: 01 4173010
Director: Charlene Frazer :
Auditors: Sarah Keating and Jeff Rohu
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Appendix |I: Reporting Definitions

Assurance Opinion

For each report delivered in the annual Internal Audit Plan, we will provide one of three levels of asiurance, ranging froem HIH-F-'!EII:II'T assurandd 1o unacceptable assurance. Thess assurance
levels reflect the latest requirements of the Department of Finance [DAD (DoF) 0F16).

Evaluating and Testing Conclusion

| Overall, there is a satisfactory system of governance, risk management and control. While there may be some residual risk identified, this should not
significantly impact on the achigvement of system objectives.

There are significant weaknesses withéin the governance, risk management and control framework which, if not addressed, could lead to the systermn
abjectives not being achieved.

The system of governance, risk managemaent and contral has failed or there is a real and Substantial risk that the system will fadl to meat its
abjectives,
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Failure 1o implerment the recommendation is likely to result in a major failure of & key organisational objective, significant damage 1o the reputation af the
organisation or the misuse of public funds.

Failure to implerment the recommendation could result in the failure of an important organisational objective or could have some impact on a key
organizational objective.

Failure to Implement the recommendation could lead to an increased risk exposure.

These definitiens of evaluations showld be interpreted in conjunction with the scope of the audit work and in the overall context that owr findings should enly be relied wpon to be representative
of the operation of control precedures at the time of discusdion or observation of these control practices and in relation to the transactions tested. Projection of evaluations of futwre periods
is subject to the risk that the policies and procedures may become inadequate because of changes in conditions, or that the degree of compliance with these policies and procedures may
deteriorate, The performance of Internal Audit work should not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphagise
that the responsibility for a sound system of internal controds rests with management and work performed by Internal Audit should not be relied upon to ientify all strengths and weaknesses
that may exist. Meither should Internal Awsdit work be relied upon to identify all cirowmstances of fraud or irregularity should there be any, although our audit procedures have been designed
s0 that amy material irregularity has a reasonable probability of discovery. Even sound systems of internal control may not be proof against collusive fraud. Internal audit procedwres are
designed 1o focus on areas as identified by management as being of greatest risk and significance.  Effective implementation of owr recommaendations by management is important for the
maintenance of a reliable internal control system.
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Deloitte.

#in Deloitte, we make an impact that matters for owr clients, our people, our profession, and in the wider society by delivering the solutions ard insights they need 1o address their most complex business challenges.
A5 the Lisgest global professional senvices and consisting retwark, with over 415,000 prolessionats i mane than 150 countries, wie bring world-class copabilities and kigh-quality serios 1o our clients, In lreland,
Delpitte has oyer 3,000 people providing audit, tax, consuling. and corparate finance serdges (o public and private cisnts spanning multiphe industries. Qur peophe have the leadership capabilitios, experience and
insight to colldborate with chents s they can move Torsand with confidence,

This publication has boen writhen in general teems and we necommensd that you obtain professional advio before acting or refrainieg from action on ary of the comtents of this publication., Deloitte lrelard LLP
apoppts na Eability Tor sy boss efcasioned Lo any person ating of refraaning from action as a result of asmy material in this publication,

Deloitte Heland LLP i5 a limited liability panrership negeitened in Morthern leslard with registered number NC1A%9 and its registered alfioe at Lincoln Building. 27-45 Great Victoria Street, Belfast, BT2 T5L Nosthern
England,

Delpitte beland LLP i the breland afliliate of Deloitte NSE LLP, a member e of Deloitte Touched Tohmatsu Limited, a UK private comparry limited by guarames |"DTTL™). DTTL and exch ol its membaer fiems are
begally separate ard indeperdent eniities, DTTL and Deloitte NSE LLP do nat provide senices 0o clienis, Please see wivy, deloitie.com/about to heamm mone about our global retaork of member firms.,

£ 2024 Dedaitte Ieeland LLP, All iights reserved.
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