June 23rd, 2023

Notice Of Meetin

You are requested to attend the meeting to be held on Monday, 26th June 2023 at 7:00 pm in
Hybrid - Church Street, Newtownards & via Zoom.
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ARDS AND NORTH DOWN EOROUGH COUNCIL

16 June 2023
Dear SirfMadam
You are hereby invited to attend a hybrid meeting (in person and via Zoom) of the

Audit Committee of Ards and North Down Borough in the Council Chamber, 2
Church Street, Newtownards, on Monday 26 June 2023 commencing at 7.00pm.

Yours faithfully

Stephen Reid
Chief Executive
Ards and North Down Borough Council

AGENDA

=

Apologies

Chairman’s Remarks

W N

Declarations of Interest

4. Matters Arising from Previous Meetings
a) Committee Minutes from March 2023 (report attached)
b) Follow-up Actions from previous meetings (report attached)

5. Internal Audit
a) Internal Audit Progress Report 2022/23 (report attached)
I.  Cyber Security Review
b) Annual Audit Plan (report attached)
c) Annual Assurance Statement (report attached)
d) Internal Audit Charter (report attached)

6. Corporate Governance
a) Statement of Assurance — End of Year Report (report attached)
b) Governance Statement (report attached)
c) Terms of Reference Review (report attached)

7. Any Other Notified Business
ITEMS 8 - 11 ***IN CONFIDENCE***
8. Single Tender Actions Update (report attached)

9. Draft Financial Statements (report attached)
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10. Fraud, Whistleblowing and Data-protection matters (verbal update)

11. Meeting with NI Audit Office & Internal Audit Service in the absence of

Management

MEMEERSHIP OF AUDIT COMMITTEE (11 MEMBERS)

Back to Agenda

Alderman Armstrong-Cotter (Vice Chair)

Councillor McCollum

Alderman McAlpine

Councillor McKee

Councillor Ashe

Councillor McLaren (Chair)

Councillor Cochrane

Councillor MacArthur

Councillor Hollywood

Councillor Wray

Mr P Cummings
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ARDS AND NORTH DOWN BOROUGH COUNCIL

A hybrid meeting (in person and via Zoom) of the Audit Committee was held at the
Council Chamber, Church Street, Newtownards and via Zoom, on Monday 20 March
2023 at 7.00pm.

PRESENT:-

In the Chair: Councillor Gilmour

Via Zoom:

Alderman Armstrong-Cotter
Councillors Greer McAlpine

Irwin Thompson
Independent Member Mr P Cummings
In Attendance: ASM (via Zoom) - C Hagan
Deloitte (via Zoom) - C McDermott
Deloitte (via Zoom) - D Kinsella
Officers: Chief Executive (S Reid), Director of Corporate Services (M

Steele), Head of Finance (S Grieve) and Democratic Services
Officer (H Loebnau)

1. APOLOGIES

The Chair (Councillor Gilmour) sought apologies at this stage.

Apologies were received from Councillor McClean and Councillor McRandal.
NOTED.

2. CHAIRMAN'S REMARKS

The Chairman welcomed everyone to the meeting including the internal and external
auditors to the Committee from the Northern Ireland Audit Office, ASM and Deloitte.
She also welcomed the independent Member Mr Paul Cummings who was present
in the Chamber.

NOTED.

3. DECLARATIONS OF INTEREST

The Chairman asked for any Declarations of Interest and none were noted.

NOTED.



Back to Agenda

AC.20.03.2023

4, MATTERS ARISING FROM PREVIOUS MEETINGS

(a) Committee Minutes from December 2022 (Appendix I)

PREVIOUSLY CIRCULATED:- Copy of the above minutes.

Proposed by Councillor McAlpine, seconded by Councillor Greer, that the minutes be
noted.

Mr P Cummings, referring to a line in the minutes, made it clear to the Chief
Executive who had not been at the last meeting that he was not disappointed in him
but rather disappointed that the Committee were not able to explore the follow up
audits and that hopefully there would be an opportunity to do that later in this
meeating.

AGREED TO RECOMMENMD, on the proposal of Councillor McAlpine, seconded
by Councillor Greer, that the minutes be noted.

(b) Follow Up Actions

PREVIOUSLY CIRCULATED:- Report from the Director of Corporate Services
detailing that in line with best practice, the purpose of this report was to make the
Audit Committee aware of the status of outstanding recommendations or any
outstanding actions from the previous Audit Committee meetings.

RECOMMENDED that the Council notes the report.

AGREED TO RECOMMEND, on the proposal of Councillor Greer, seconded by
Councillor McAlpine, that the recommendation be adopted.

5. EXTERNAL AUDIT

(a) Draft Audit Strategy (Appendix 1)

PREVIOUSLY CIRCULATED:- Report from the Northern Ireland Audit Office.

The Chair invited the external auditor to speak to the report and Ms Hagen (ASM)
outlined the above report to Members, highlighting the findings and
recommendations within in it.

Members had no questions it was proposed by Alderman Armstrong-Cotter,
seconded by Councillor Irwin, that the Draft Audit Strategy be noted.

Al this point Ms Hagen drew Members attention to page three of the Draft Audit
Strategy, Actions for the Audit Committee, asking them to indicate whether they had
knowledge of any actual, suspected or alleged fraud affecting the Council or knew of
instances of non-compliance with laws and regulations that could be expected to
have a fundamental effect on the operations of the Council. None of the Members
made a declaration.
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AGREED, on the proposal of Alderman Armstrong-Cotter, seconded by
Councillor Irvine, that the information be noted.

6. INTERNAL AUDIT

(a) Internal Audit Progress Report 2022/23
(Appendix Il

PREVIOUSLY CIRCULATED:- Report from Deloitte summanising the internal audit
progress.

The Chair invited the internal auditors Ms McDermott and Mr Kinsella (Deloitte) to
speak to the report and highlight the findings and recommendations within in it and to
outline the reports below.

AGREED, on the proposal of Councillor Thompson, seconded by Alderman
Armstrong-Cotter, that the Internal Audit Progress Report 2022123 be noted.

(i) Environmental Health Service Review
(Appendix IV)

PREVIOUSLY CIRCULATED:- Copy of the above report,

AGREED, that the report be noted.

(ii) Strategic Environmental Planning Review
{(Appendix V)

PREVIOUSLY CIRCULATED:- Copy of the above report.

AGREED, that the report be noted.

(iii) Waste Management Review
(Appendix V1)

PREVIOUSLY CIRCULATED:- Copy of the above report.
AGREED, that the report be noted.

(iv) Labour Market Partnership
(Appendix VII)

PREVIOUSLY CIRCULATED:- Copy of the above report.

AGREED, that the report be noted.

(v)  Procurement Review (Appendix VIII)

PREVIOUSLY CIRCULATED:- Copy of the above report,

3
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Councillor McAlpine asked if the auditors had been concerned about any of the
procurement practices that the Council had carried out. In response Ms McDermaott
indicated that where a procurement process involved a payment over £30,000 from a
provider in the framework auditors would like to see an analysis on why the supplier
was chosen. It was accepted that in some instances there were limited suppliers
available in specialist areas, but no concern was being raised by the Procurement
Review and the Council had not shown tendencies towards preferred suppliers.

AGREED, that the report be noted.

(vi) Follow-Up Review (Appendix IX)
PREVIOUSLY CIRCULATED:- Copy of the above report.

Deloitte had undertaken the review and highlighted that 78 issues remained open
and of those 66 were overdue and that was viewed as significant. The Council
should consider finishing those in a timelier manner.

Councillor McAlpine asked the reason for that and in response the Chief Executive
stated that while some progress had been made the number remained
unacceptability high and that it was important that further progress was made. There
were a number of issues such as the challenge of staff resources and additional
funding had been put in place to address the matter. The biggest issue was the
need to take responsibility for that across the Council and it was not a matter for the
finance section alone to address. The Council's Corporate Leadership Team would
be working with the Heads of Service to continue to give full attention to the matter
and provide the resources to do that.

The Director of Corporate Services echoed those comments and hoped that a fresh
perspective would re-energise management's attention to addressing
recommendations. He was aware that action was being undertaken to improve the
situation and that was not reflected in the current figures. Going forward the matter
would be placed high on the agenda of Council Directors and Heads of Service,

AGREED, on the proposal of Councillor Irwin, seconded by Councillor
McAlpine, that the report be noted.

(b)  Annual Assurance Statement (Appendix X)

PREVIOUSLY CIRCULATED:- Copy of the above report.

Mr Kinsella, Deloitte, gave a summary of the Annual Assurance Statement and
referred to the Council's satisfactory level of assurance.

Independent Member, Mr Cummings, commented on the warning within the letter
indicating twelve months to get the ‘house in order’ and he hoped that the figures
referred to would come down significantly.

RECOMMENDED, that the report be noted.

4
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AGREED TO RECOMMEND, on the proposal of Alderman Armstrong-Cotter,
seconded by Councillor Thompson, that the recommendation be adopted.

(e) Contract Update

PREVIOUSLY CIRCULATED:- Report from the Director of Corporate Services
detailing that as Members were aware the current internal audit contract was due to
expire at the end of this month. An invitation to tender was issued in December
2022. A number of submissions were received, and an award report was approved
at the Corporate Services Committee in February. Following due process an award
notice was recently 1ssued to Deloitte in line with the Council decision and the
agreement of acceptable terms.

As a result of that recent award, planning for the next four-year strategic plan and the
first annual plan had only recently commenced and was scheduled to be reported to
the June meeting of this Committee for approval.

Howewver, in order to allow for steady progress to be made during the full financial

year it was requested that the Council approve the commencement of a number of
audit reviews in advance of approval for the whole year as follows;

Audit Area Reason for early start

Service review 1 - Finance Two reviews carried out each vyear
focussing on governance. This approach
Service review 2 — to be determined will continue as only half of the Council's

services has been reviewed to date.
Policing and Community  Safety
Partnership
Labour Market Partnership

Undertaken each year as required by
funders.

RECOMMEMNDED that the Council notes the appointment of Deloitte and approves
commencement of work in the areas noted in the report.

AGREED TO RECOMMENMD, on the proposal of Councillor Irwin, seconded by
Alderman Armstrong-Cotter, that the recommendation be adopted.

7. CORPORATE GOVERNANCE

(a) Corporate Risk Register (Appendix XI)

PREVIOUSLY CIRCULATED:- Report from the Director of Corporate Services
detailing that as Members would be aware, the Corporate Risk Register (CRR) was
a live document which was amended as required to reflect new or changing risk
factors. The following detailed deletions and key amendments.

Risks removed from the Register
Three risks had been removed.
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CR11, Impact of Brexit on Council. That risk had been removed as the level of risk
was no longer viewed as having the potential for a high impact on the Council. Any
significant residual risk would be reflected in service plans and risk registers.

CR14, Covid-19 Response and Recovery, had been removed entirely as had
references to Covid (where they involved arrangements) had also been removed.
Covid-19 was still a cause for concern and remained monitored by the Risk
Management Service Unit. At the current level of risk, with Covid measures still in
place where appropnate, any residual nsk would be managed at Service level in line
with existing Health and Safety policies and procedures.

CR16, the integration of former North Down leisure facilities had been recorded as a
potential risk (noted in the previous report to Committee as being under
consideration as a significant risk). It had now been removed following the Council
Decision to extend the existing management contract with NCLT.

Changes to remaining Risks
Minor updates to reflect progress or changes to Current Controls had been made
across the CRR however this report did not seek to report on each change.

CR1 The Community Plan implementation risk had been significantly updated to
reflect progress and further actions.

CR2 Service delivery, staff morale and well-being risk. Priority recommendations
from the December 2023 IIP Audit had been Implemented and the New Ways of
Working Group was reviewing and looking at ways to further embed the Behaviour
Charter.

CR4 Business Continuity and Emergency Planning risks, identified Martyn's Law as
potentially having significant impacts on the Council and those using its premises or
land. That was currently a draft bill, to be published in spring, which was aimed at
forcing venues to draw up plans to prevent terrorist attacks and ensure public safety.
Whilst it would have a layered approach to the extent of considerations and
arrangements according to the numbers attending it was not known at this time
whether the provisions would extend to facilities such as leisure centres for their
normal operation or whether the focus would remain on events. The potential
significant business continuity risk of industrial action impacting on Waste and
Cleansing had been removed following the outcome of payment negotiations. Cloud
based systems and the implementation of the Core 2 system had built on the
resilience required whilst also facilitating hybnd working arrangements. Whilst that
risk control was reflected in CR4 it was also considered to have a positive impact on
service delivery (CR2).

CR10 Local Development Plan, identified the need to seek Counsel opinion in
relation to the requirement for Sustainability Appraisals under the draft Local
Development Plan.

CR15 Impact of Inflation, was a new rnisk recognising the potential high impact of
excessive inflation on Council operations. Financial measures had been

&
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implemented and planned which complemented the current financial arrangements
and controls in CR3. In addition, a Vacancy Control Policy was in place.

Future Actions

Risk Strateqgy training, incorporating the Corporate Risk Register and Assurance
Statements was ongoing with two more sessions in March facilitated by Deloitte. If
required additional sessions would be facilitated by the Risk Manager in the first
quarter of the new financial year. Following training the planned update to the CRR,
to bring it in line with the revised Risk Strategy and facilitate improved reporting on
risks and progress, would be progressed.

RECOMMEMNDED that the Council note the report.

AGREED TO RECOMMEND, on the proposal of Councillor Thempson,
seconded by Alderman Armstrong-Cotter, that the recommendation be
adopted.

(b)  Anti-Fraud, Bribery and Corruption Poelicy (Appendix XII)

PREVIOUSLY CIRCULATED:- Report from the Director of Corporate Services
detailing that in line with good practice, the Anti-fraud, Bribery and Corruption Policy
had been reviewed by Finance management. There had been limited changes to
the previous version of the policy, largely around;

- aligning the principles of public life to those stated in the Nolan review

- updating terminology; and

- the introduction of a fraud notification form.

Both the Heads of Service Team and Corporate Leadership Teams had been
consulted on the proposed changes.,

RECOMMEMNDED that the Council approves the version 3 of the Anti-fraud, Bribery
and Corruption Policy.

AGREED TO RECOMMEND, on the proposal of Alderman Armstrong-Cotter,
seconded by Councillor Thompson, that the recommendation be adopted.

8. MEETING SCHEDULE AND WORK PLAN 2023/24

PREVIOUSLY CIRCULATED:- Report from the Director of Corporate Services
detailing that in order to assist the Committee with its oversight responsihilities a
suggested meeting schedule and work plan had been prepared.

Meeting Date | Agenda ltems

26 June 2023 Draft Financial Statements Review
Governance Statement Review
Statements of Assurance Update
Review of Terms of Reference
Internal Audit Strategic and Annual Plan

Performance Improvement Progress
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Meeting Date Agenda ltems
18 September 2023 « Audited Financial Statements Approval
» Draft Report to those charged with
Governance

« Internal Audit Recommendations follow-up
« Corporate Risk Register Review
» Policy Status Review

14 December 2023 « Final Report to Those charged with
Governance
« Final Audit Letter
« |Improvement Audit and Assessment
Reports
« Interim Statements of Assurance Update
Performance Improvement Progress

18 March 2024 Annual Internal Audit Report

Draft Internal Audit Plan for 2023/24
Review of Corporate Risk Register
Internal Audit Recommendations follow-up
Internal Audit Plan 2024/25

Meeting Schedule and work plan 2024/25

In addition, there were standing items on the agenda;

Declarations of Interest

Follow-up actions from previous committee meetings
Outstanding Audit Recommendations Follow-up
Performance Improvement Progress

Internal Audit Update

Single Tender Action Update

Fraud, whistleblowing and data breaches update

RECOMMEMNDED that the Council approves the work plan for the 2023/24 financial
year.

AGREED TO RECOMMENMD, on the proposal of Councillor Greer, seconded by
Councillor Irwin, that the recommendation be adopted.

9. ANY OTHER NOTIFIED BUSINESS

The Chairman advised that there were no items of Any Other Notified Business.

NOTED.

EXCLUSION OF PUBLIC/IPRESS
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AGREED TO RECOMMEND, on the proposal of Alderman Armstrong-Cotter,
seconded by Councillor Thompson, that the publiclpress be excluded during
the discussion of the undernoted items of confidential business.

10. QUARTERLY SINGLE TENDER ACTIONS REPORT Q4

AN COMMITTEE"™™
NOT FOR PUBLICATION
SCHEDULE 6 - INFORMATION RELATING TO THE FINANCIAL OR BUSINESS

AFFAIRS OF ANY PARTICULAR PERSON (INCLUDING THE COUNCIL HOLDNG
THAT INFORMATION)

11. FRAUD, WHISTLEBLOWING AND DATA-PROTECTION
MATTERS

***N COMMITTEE***
NOT FOR PUBLICATION
SCHEDULE & - INFORMATION RELATING TO THE FINANCIAL OR BUSINESS

AFFAIRS OF ANY PARTICULAR PERSON (INCLUDING THE COUNCIL HOLDNG
THAT INFORMATION)

12. MEETING WITH NI AUDIT OFFICE AND INTERNAL AUDIT
SERVICE IN THE ABSENCE OF MANAGEMENT

N COMMITTEE*™
NOT FOR PUBLICATION
SCHEDULE & = INFORMATION RELATING TO THE FINANCIAL OR BUSINESS

AFFAIRS OF ANY PARTICULAR PERSON (INCLUDING THE COUNCIL HOLDNG
THAT INFORMATION)

RE-ADMITTANCE OF PUBLIC AND PRESS

AGREED TO RECOMMEND, on the proposal of Alderman Armstrong-Cotter,
seconded by Councillor Irwin, that the public/press be readmitted to the
meeting.

TERMINATION OF MEETING

The meeting terminated at 8.03 pm.
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Unclassified
ITEM 4b
Ards and North Down Borough Council
Report Classification  Unclassified
Council/Committee  Audit Committee
Date of Meeting 26 June 2023
Responsible Director  Director of Corporate Services
Responsible Head of Head of Finance
service
Date of Report 08 June 2023
File Reference AUDOD2
Legislation Local Government (Accounts and Audit) Regulations
2015
Section 75 Compliant  Yes [ No [ Other [
If other, please add comment below:
Subject Follow up actions from previous meetings - Action
Register
Attachments Appendix 1

In line with best practice, the purpose of this report is to make the Audit Committee
aware of the status of outstanding recommendations or any outstanding actions from
the previous Audit Committee meetings.

There was one item from the previous committee which has now been actioned.

RECOMMENDATION

It is recommended that Committee notes the report.

Page 1of 2
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Unclassified
Appendix 1
March 2023 ! _
Ga(vi) Internal Audit + The Council should Chief
Recommendations consider completing Executive
Follow-up those in a timelier
manner
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Progress to Date
Summary Status of the 2022/23 Plan
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Progress to Date
Summary Status of the 2022/23 Plan

We have completed delivery of aur 202223 Internal Audit Plan.

Al audit fieldwork is complete and at final report stage. An overview of our progress on the 2032/23 Plan (as at 12 June 2023) is set out below:

Final Draft Fieldwork Planning Yet to Cancelled/ Total
Report Report Commence Deferred
11 - - - - - 11

Since the March Audit Committee meeting we have:
* Bsued the final report for Cyber Security
Further detail on reviews is provided in Appendix |,

At Committer Progres Update L]
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Final Reports
Summary of Findings Identified
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Final Report
Cyber Security

Background

This assurance review was undertaben a5 part of the 3023723 internal Audit Operational Man to assess the status of
implementation of the recommendations made in the Advisory Cyber Secunity revies in 20153020,

Owerview of Appraach

In arder to complite this engagement, we wied the following:

Mpirting with ey stakeholders ingluding the Head of Strategsc Traesformation and the Performande Improvement
Manager [in absere af the Busingss Technology Manager] to gain an undersianding of progress made fowards
implementation of recommaendations raised as part of the Deloicte Cyber Security review 20153020

' Heviewed supparting documentation to assess the implementation status of recommendations from the Deloitte
Cyber Seourity review 2015/20.

¢ Assirgd the implemeniation status of each Eiemal sudit recommendation a5 open, n progness of closed,

* Held a dose out meeting with relevant stakeholders to disouss any revies outcomes.

* Prepared a draft report outlingng the assessed status of each internal audit recommendation.

¢ Prepared a final neport,

£ 021 Deladze, Allrights reprid
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Closed InProgress | Open Tetal
FJ 1 [i] 17
Sldn | 7 2
0 1 10 i1
Tatal 4 § a4 57
Orerall Opindon

At b feult of our awdit o Limited asurance wad provided. The Councls cverall cyber maturity livel was
determined 10 be repoatable |2 out of 5 on b opber securily malurity scale). The soofe had net changed fram the
Copbistr Ssfiatity Biview 200972000, Thine are o number of pood practicos noted in the initisl review Rat remain
i plage oF bk been implemented in e past Tew yiars, Bowever, then is a signilicant amount of work 1o be
comgleted before the Coundil's desired level of maturity, defined (3 out of 5 on a cyber maturity scale] i
achived,

Fimdangs
Théve wene 17 High Priority recommaendations open lrem the previoud review, AL the time of lidldwark, we
determined that 2 findings wene doded, 5wero in pragness and 10 wens open,

Therie were 29 Medium Priority recommendations open from the previdus neview, A th time of fieldwork, we
determined hat 3 findings wene oded, 3 were in progress and 4 were open,

Thetre wiere 11 Low Prigrity recommendations open from thir previous roviiw, At thi time of lieldwork, we
determined that mo findings wiere closed, 1 wine in progross and 10 ware opan.

At Committer Progres Update
Jare 301
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Appendix |
Progress to Date
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Progress to Date

Update on Annual Internal Audit Plan - 2022/23

I this section we have provided an overview of our progress regarding the 2022/23 Internal Audit Plan as at 12/06/2023.

Ritirad Aiia Spaniar

Quarter 1

Mannad
Days

Actunl Days
1o Dabi

ALidit Satug

Agsigranci Ll

Mannipd Sa

Driti

Actual Start Date

Back to Agenda

ANDBC 2323 - Planning for nw ways  Hoad of HR and 10 0 Firal Rixpot & - Adstiang 13/06/2032 13/06/3022 Complisie
m of working in post- Organisational
Cowid amdroniment Develapment,
Bugingss
Technology
Manager
ANDBC23/23 - Senvice Review - Head of Srategic 1% 1% Firad Report Satisfactory 2706032 1706122 Complete
o Strategic Capital Capital
Development Development
ANDBC 22/23- PSP Head of ] 2 Firad Report Satisfactory 13/0ara0e: 13087022 Complete
4 Commanity and
Wellbeing
| ANDBC 22/23 - Strategic financial Head of Finance 12 12 Firad Report Satisfactory 150972032 10/057 5022 Complete
0% planning
| ANDBC M- Treasury management  Head of Finance 1% % Firal Bepoet Satisfactory JEi0Ara LT TR Complete

i1

£ 021 Deladze, Allrights reprid
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Progress to Date

Update on Annual Internal Audit Plan - 2022/23

Rt Ressidd ATea

Quarter 3

SpOnsor

Planmed Days

Actual Days
to date

Audit Stabus Aggurance Level

Plamnid Start Date

Actual Start
Date

Back to Agenda

ANDBC 23/33-  Procurement Head of Strategic Final Repart Satisfactony 14/11/3022 14/11/2022  Complete
o Transfarmation and
Performance
ANDBE 13/23 - Wate Head of Waste 10 1 Final Report Satisfactony 21111/ H/11/2002  Complete
03 Management Lenvices
Ciiartes 4
ANDEC 22723 = Labour Madket Hiad of Ecanomic 10 10 Final Report Sativnitory 090 023 AR Complete
0& Parnerthip Darvlapmint
ANDEC 328 -  Strategic Head of 10 0 Final Repart n'a - Advisory = TH PR Ay Complete
] ermironmental Adminilration
planning
ANDBC 23/23 - Sorvice Review - Head of 15 1% Final Report Satisfactony 2300173023 3f01/200%  Complete
b Erironmental Environmental
Health Health Profection
and Development
ANDBC 23423« Cyber Security Busingss Technalogy 15 15 Final Draft Repon Lirnited =1/ 1023 09f00/2023  Fnal Report issued 12005/1023
1 Manager for Audit
Committee

£ 021 Deladze, Allrights reprid
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Changes to the Internal Audit Plan and AOB
Amendments and AOB to be noted by the Audit Committee

We are presenting our draft Strategy and Annuwal Plan 2023/24 for approval at the June Audit Committes meeting, alongside this repart.

As agreed by the Audit Committee at the March meeting, we have commenced the cyclical Sanvice Revlews. The Service Review = Asset and Property Services commenced fieldwaork on 15/05/2023 and the
Service Review = Finance is scheduled to commence 26/06/2023. We are also reporting on the first of owr guarterly Follow-Up updates.

We have no other business to present however would be happy to discuss any other business that Ards and North Down Borough Coundil may wish to consider,

At Committer Progres Update 10
© 1021 Delaize, Al rights rewenend Jare 301
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Appendix Il
Outstanding Recommendations Update
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Back to Agenda

Deloitte.

Internal Audit have compiled a database of Internal Audit recommendations and seek management updates quarterly, for all
open recommendations (including any from previous years which remain open) as follows:

* For Priority 3 findings reported as closed, the management update as to whether it is closed (and when) or not is sufficient
* For Priority 2 findings reported as closed we asked for documentary evidence to support this

* For Priority 1 findings reported as closed we conduct testing on the recommendation to verify closure

The results from our first quarter update for 2023/24 will be now reported to the Audit Committee.

Kuxhit Commithes Progreia Updiss 1
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Outstanding Recommendations
Management Update as at 12/06/2023

Back to Agenda

Total Open lsswes as at the previous Audit Committes Meeting

Items added to tracker since the previous Audit Committes Meeting®*

Issues closed fSuperseded since the previous Audit Committee Meating

Issues remaining Open

Tatal Overdue lswes

Total issues with target date of implementation within three months

Tatal issues with target date of implementation within six months

Total lssues with target date of implementation within one year

Total issues with target date of implementation greater than ane year

* These recommendations were not followed up with during the previous exercise as reports were finalised after the completion of

fieldwoark.
£ 1021 Dekoase, Allrighis revsrved

(1)

]

3

(13)

il

13

(18)

13

B2

43

16
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Finding

H

L Lt o fstrrial IT DR

1. Management shekd decument an IT DRP. This should
There is na formal IT DRP in place. As a cover the following, but not be limited to:

Pt wa ot the fellraing: # Rkt and respoedibiities of the team members including
1: Riodees and responsibiities within the  putsourcieg arrangements.

Council hane rol been stk & Commaunication channes.

dedined and documended In order foe = Procederes bo be (ollowed for differend soenarios.

stalf to carry out the [T DRP process  # The plan should identify technologies, infrastructure,
effectiehy. operating sysbems and applicathon wntems o ientify wotem
1. Communkation components are not inferdependencies.

documenied, = Definiticn of the;

3, There i no DAP in place defalling all @ Recovery Point Objective (BP0 the age of files that must be
the proceduned in place in the case of & recovered from hackup ibarape for normal sgserationd 1o
Diaster Recovery (D], resume];

4, Theda i no ipedilic Bsting of key 18 Recowery Tima Obgectien (RTO poal fof patting hack 1o
syiberra aned Eheir correiponding order namal situation i the event ol an oulape); and

ol priity, 1 Maximurn Tederable Outajpe (MTD micimum b of
5, Bcowery poied objectived, recovery  lima That 3 prodeds o Faclity can be unavailakle befcre

Bings 8 chiectives and marimun signifieant dkirugtion ander financial lass seeurs o the
1 Continult balprable cutaped have not bien orgasmion),
dedingd. Thet [T DRF should be reviewed on  periods Bash and when
PUosltl 3 Lack o eating oa 1T BRP there it ay changers withis the ANDBC IT enviranenent.

MHWWWMEMMH“MNHM%HI
bt i SLA withs IT Azaht which ineludes solt cogy stared oo SkarePoin (offing] 25 &ven in & siuation
Business Continuty Teating. Deloitie  whene the nefwor or system |5 down, the IT DER will sl be
was prowided with oopees of tiiting  Bodekiible.
perfoemed by IT Asshl, howeser, B
lierited bo LIPS testing which i oaly &
small part of 3 BCP/ DR test. 1. We recommend the follewing fe controb:
# [T DAP testing should be conducted ot beast mnaaly. A best
D bo the akaence of an IT DAP, no full schedale thoald be implemended and testing should address
besbing wias conducted by the Council. | a varbety of threats/seenarion.

= Pgst-test reviews should be performaed, the Coandil may
e abo noted that data and operating wish fo implement 3 method fo track issues and gaps
syitem resbone proceduned ace nok ungeened in Ehe bedt and frack Eheir repsiution,

romstineehy Eettesd. = [ata ared Operating Sysbem restore procedunes should ke
bested periadically

fev next slikde for remalndier of fnding.
v nexl e for remainder of rreammnadation,

£ 021 Deladze, Allrights reprid

The IT DRP should be dooumenbed in alignment with the BOP.

1. Maragement will document as [T DRP
wihiath will include the recomimendaticed
cegtined above,

4. The IT DAP willl conduct snnul besting
wting a range of theeadsfscenarios and 31001002
ghit will include poit-test reviewd,

FEHRTIE.

Back to Agenda

Aworkstream has been established compried of the 05M
sl 4 % BTOH with assetance (roen the PI0, The project has
& phates:

Planning

Enacting
Exercise and Test
Onpoing changes and Maintenance

ﬂtmﬁmhﬁlﬂ in the Fansing phate are;

IT imventory hat been undertaken b being venfied
Kiry fuppliers ded contacti have bien idemtified and
receeded

Sadvwane e Applicationd eiata Bai Bben identified
and rescaded

Bachup and reflers ichadulss hive Beta idintified and
redsdid

Bt Committer Progrs Update 14
Jurw 202]
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Table showing detalls of all open owerdue Prigeity 1 and Prioeity 2 recommendations:

Actions to be comgleted

* Rervieew Organisation BiAs

* Revieew 05 Risk Repister

* Dralt Policy

* identify RPOs, BTOs and MTOs

T stages of the Enacting phase ane:

3. Lack of training on IT DRP R A o i

There has been no continuous training 3. We recommend that Management provide awareness
- prowvided to the Business Technology  raning anewally, at 3 minksem, bo ensure that staff L Owee the IT DEP has betn spproved

1 Departmend on T Dheaster Becovery  mesmbers wnderstand thelr 1T DRP robes and the emerpency 1 Coamncil will consider Inconpoeating 3032002 The Exercise and Test phase will include agreeing with

OO o theie rokes e redporibilie.  esponse bcchviskes ot thel i of pigion, Crtil Msnigessnt rkockc trakiig ko It anuld tradning service ubira
g | ki thin procks. Tha it trakieg | il Inchag ot e checkeory makig ot Tt ekt

i e e Oitobee 2017, Fihging commmnication, I lso vitally knportnt « Bocumentation and KDy

Ongeing changes and maisterangs phse wil include:
« Plarning test exercres

« Dotumenting exerciued bod letiins learred

« Maintaising the [T BRP in ke with the arganiyiticns]
Busiess Castienty Plan

Updated target date of implemestation;
falji TP erE]
HAGLR

Mkt Comemittes Progr Updite 15
£ 112 ) Dlodtze, Al righis repprend S 201
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Table showing details of all apen overdue Priority 1 and Priority X recommendations:

Original Original Dus Updated
B I I I IR OO O -l I -~

1. Draly BOP

The Coungil had dirrtloped o dralt BOP, 1. Thae Coundll shauld updabe the draft BOP 1o intheds
Iirviver Ehidh hid noL et Been pandemis 35 3 buined contisaty een and to address
approved of implemiatid. We hai idgritified g, inthading documenling

Barsugh Ceeseil, and Haeth Devn bearred freen Covid-19 and the epsrataon ol the
Barough Coamdil) BCPs which are the Pandemi; BOP.

masl recent snamples of BOPL svaalable

Fior et by the Covenal dharing a 1. The Courdd should approve and implement the wpdaied
dtaruptive incident. dralt BOF which comers the Coundil's catbned

Gabven Ehe changes In Councll siructures framework for preventkon and recovery Tor a varkety of
since the Legacy Council BCPs were threats to the organisation, including business
implemenied. we identified that thete continulty arrangements included as part of the
Liesgacy Councll BCPs are not it for Pandemic BLP,

purpeds i the evend of Councl service

dissuption. 1. Once the BEP i approved:

2. Gagr in the drafy BCP

We reviewed the draft BCP and noted a » BCP testing should be conducted at least annwally, A test
nurmber ol pags within the document;  schidale thould be implementied and testing thould addness
» Batinet Impact Asserament (BA] 2 variety of threatificendricn, inchading thave where

FBCP Sign O - & becticn which speeific BOP hus been developed oe sy nieed to be
outlines name of Committee [/ deveioped,

approver and date appronned]; * Porsl-1ewt nevidws sheald be performaed. Thi Council theuld
® Sifvic Slruchure cham = 3 dection  consider implerenting & method 10 17k isue and gagd
putlining Serdced, ditecornes within  identified during teiting in order 1o 1rack their resobation.

# Stakehokders and Dependentis 4, We recommend that Masagement consider the
Analpit - ity be usehul ta comglete Tolkowing:

dipendinies analyats which outlines  * Circulating the oweraeching BCF fo all relevant Serace Unit
each stakeholder per Managers onoe bhis has been finalioed.
W.WMHFMMHMMMW
an Inberral [ external stakeholder, the  Unig Maragers of oritical sensces such as Buaines

nature ol the relationship with the Teckhaology, should be consulted in the creation nd updabe
Service/Directorate and further detall  of the Coural’s cyerarching BEP.

s resgired, o eraune that these are

clearky defined and decumented).

£ 021 Deladze, Allrights reprid

Thie Coumcil will update the draft BCP
ghiz will include documanting
resporalbiites and processes.

Anrrsdl testing of the BEP will be carried
et wning 4 riege of thrwsti/icenarion o oo
and this will include poat-lest reviews.

ece BEP haret Ben approved 3
Erainieg ogrammne will e seakliked
and relied out 19 8 relevant officen
(b 1.1.3 abered].

Back to Agenda

Draft BCP has been completed and & under review and will
b 5eeit s CLT/HiST/SUMs for compultation. Comultation
period wil run unti 31 August 2023 Reporting Ainal draft
plan 1 CLT September 2023 for Committee Approval

Updated target date of implemestation:
anj10/Hea
bt
(BT

Mkt Comemittes Progr Updite 16
g 2021
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Table showing details of all open owerdue Priodty 1 and Priority I recommendations:

B . -~ 0 e -
| Hido "ML K IEITTH S kLB - L1

+ Wil resources for indhvideal business functions -
while we note that thene aee prompts within the dradt
BEP for Services bo coralder regarding thel resources
[or example, on plki an Etion b cotlined “wcwre
resounces bo enable critical activities to continue/te
reserred”) i may be wihl 1o inchade 4 section
which outliees nesource requinements. per indhidual
Servien, including resource Type [1Lal, Buillingi,
equipmant, speolalnt equipment, olfice ipace, parking
], ik il a5 an ntling ol the regquiressnt by
Emaicals in e eweet of 3 diruption 1o narmal
bugisss BRI B0 BRSUNG CONLRUMISA of Service
difivary, LEa imgact on 1he Service il & particulis
PinGE 15 urdrvailabl e detad On coRtingnDy
arrangements in place to manage loss of sach
PESEUTCE.

# Siegghe Poirits of Fadlung for Butingssf Servion = a
sesction which outhnet per Service/Senaoe Unit the
resuroesey person depesdency that the fenction
- il nok operabe without, back-up arrangements in
1 Contuity f&m“"“mm“d"h'“'m'wwﬂ See previous 1B, 1 Seepeevicos v, OWIEE  See previous sk,
Pasning (o ¢ training for other stafin cuthned areas f the
Seraice unitfService b dependent on a particular
manager).
= Generl ritk management approach and cutline of
maragement of high risks — 3 sectkon outlining the
Councly risk siessment and minagement spprasch
bo envere there B a clear Bnkape befween the BEP
presced ded the Coussil's current rhik dasesiment and
maragemint appeosch, i well a5 a Bst of high riila
fes thi Coundcil, B ik eogtiter eelehinon thide
Eppear on, description of the sk and outling of how
e ik b5 Bepinnf Manapedpatid),

3, Fandemic BCP

Wi eimwed 1Re Pandemis BCP which ki Bees in
operation snce March J020. We would ulimately
it Bl 1R Coundl's cvprarching BCP would
inchude & pandemic as a type of busness continuy
event, & oppsed 1o being a standalane document.

Mkt Committes Progr Updite ir
£ 112 ) Dlodtze, Al righis repprend S 201
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Table showing details of all apen overdue Priority 1 and Priority X recommendations:

4, Tiriting of the BOP

A e BCP is 10 i draly, BOP Deqting Bas st
By completed.

Wi igbentaed Ol Ot dralt BOP doet not
eantain i complited section sutining th
besting/perfonmance monRONG programms:
and braising arvangienents bor (he BOP, the
mntpuﬂhmulﬂlﬂﬂ‘llﬂi"hﬂhﬂi
Council (including planned dates for carmying out
besting, dates testing completed and

Do R Rk e Ce e A ek
implemented], a5 well a5 ary addithonallspecific
BCP suppart required (e.g. specialist support and

braleing].
e abo noted that the Pandeméc BCP did i
inchadie & section cr any detali in relation 1o 2
besting programeme for the Pandemic BCP. We
nabe that the Pandemis BCP win developed in
Buziinets response §o the emerging Covid-19 shuation,
3 ConBinuity 5 i duch, [ wird nat practical ot that bma e Soe previoed ilide. 1 Toe previger ilide. 03002 Ser previoui ilide,
Plarning complete a tedting programma, a3 the plas wai
eetivated and i sl g,

5, Consulation of all relevant Senaice Lnits

Wi rvidended that DFectorate and Senvics input
was sought and recehnid regandsing bath the
Pasadernic BOP beed th Ridawiry Workbook We
sl endenced that mestings wine beid
Betwaten thi EPD and Headi ol Senvise in cedes
to puide all Services through the colation of the
Passtiemmibc BOP. 2 tRail 1 weiis B
responsiility of each Head of Senvice to
disseminate the BOP 10 thed relenat Senvioe
LinRs.

Ve noted from disoustions that the Business
Teckralogy Manager was irerobeed In the BCP
processes, but not in the compilation of the
achual Pandemic BOP documend Bself.

Mkt Comemittes Progr Updite 18
£ 112 ) Dlodtze, Al righis repprend S 201
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Table showing details of all apen overdue Priority 1 and Priority X recommendations:

Not ivalable - Report wat
3 ﬂ;‘" preductd prioe bo Deksitae's
W

Not wrlatle - Report Wi
4 Letsure Centres progeced prior bo Deloitte’s
appoenbTeEnt

Mot aailable - Ftport was
prodeced prior bo Deloitie’s

£ 021 Deladze, Allrights reprid

nmmmummmw
halders fo Apree BCiong 1o kb taken 1o dddreds aey dgailican
MMMWmmmmmm
should bt edesnd by e ntlevast Head of Servcs and Financy
staff at bearst quartery to ensure the budget holder is appropeiately
masafing the senice unit budget

A debtor manigement and piymaen] polity iksuld be developed
fos the Council (neluding the Lisiune Centre). The Councils
payrniad palicy ihould ahs be cheadly flated & the boaking laem
e on the oeiginal imvoie sent 10 ustomens. Levels of debt
should b maailered regulirly and ungaid debilaes loliswed up in
bz it pobey. Congideration shoubd abia be green 1o deearly
defising credit managemest teren fee birieg of the Leisure Centre
[for exampie, that if users are pranted oredd and then acorue debls
et B et ofd, iy will b profhubited fl‘-l:lml'i'iﬂl]‘llllls-l.l‘l
Cendre [and possitdy other Councl faclitees) untll payment ks
made]. Toenable follow up of debis by Finance, booking forms
should be coerpleted and sgned for all bookings: f bookings are
masde ver the phone, the booking Tormes may be scarved emalied
or compleded in person Belfore the event takes place. Any
srangements relating to repayment should be agreed onky by the
Ciperations Minager, in corgltation with Finaece, and inchaded an
thae “Court Proceedings” spreachbest.

Aceas bevels granbed to the payrodl frstems should b reviewed
with only the appregeiate payrell stalf recening full access to the
systems. Whaere other Councll staf we the payroll systems for
indoreation onl purpoies, thel stoes should be retnoed to
‘readreview oy

Pelicy develzpman! - budgeting policy.

Policy development - Pricing and Income

Mok avallable.

B/t

31/03/2015

3103/ x5

Back to Agenda

Thae Hipad of Sorvicn ddvised "Policy Development Paper
undergaing Finanoe condultation. Dus for wider
fonjultBtie by 30h June.”

Uipaated target date of implementatian;
bl TRTE]
eyt

Thee Hizad of Service advised “Draft Policy consuliation with
HieST and SURAS elosed o 10,/05,/003."

Uipdated target dabe of implementation;
D6/o7 3
e R
CHIE T RRE

Thie e e Sarice achiseed “Partially mglesntnted - enly
Finance Manager's outstanding”

Updated target date of implementation;
01/07/ 3023
Bfaa
laildd

Mkt Comemittes Progr Updite 19
S 201
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Quarterly Follow-Ups Update
June 2023

Table showwing details of all apen overdue Pricrity 1 and Priority I recommendations:

Uptated
atatu

A Debt Management Pokcy and proceduret ihould be developed The Hiead of Service advised “Draft Policy consultation with
#nd Introdhaced setting cut the involcing proseds and debs

T and SUMs chosed on 10/05/2023°
MOOUNS  Not wailible -Reporiwas  colieetion process togethie with stalf respensiibes for axch
*wﬂmmwm slement of the procedures. The polkcy should inchade consideration. :T""""*‘“’"""“" M/ONT  Updated target date of implemestation;
Management PSSR of whether thoe with significant aged debt can continue 10 use
Councl facites e can continue to hire communty hall or i
isure facittis). FIUSRRE
Mkt Comemittes Progr Updite 0
£ 21 Delaize, Allrghts repened
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Quarterly Follow-Ups Update

June 2023

Table showing details of all apen overdue Pricrity 1 and Priority X recommendations:

Findieg
g gl
Recommandation L Mingtentnd Aipees

Sockl Meda

HE consublation on the dralt socisl media
palicy ahould Be comphited ad SD0N &5
poiaible 50 that the policy can ke finalbed
and communcabed o #l wall.

a. Draft Policy

Good praciioe denctes that a lormal sockal media policy and procedae & should update the

document & in place and communicated which provides direction enating draft policy and consider

redaed fo 3taif's e of all soclad meda. Ammmrmmﬂ; bt mot bmited to, the

2070 has been produced; however, € i 51l in draft. Management {nlicwing:

addvived that the policy regeines HA input and corauttation befoee & can 1 The requiremend to have a ookl media

b approved by the Corparate Committes, wirategy aned manfionng process o assel
the performance agaimd strategy;
b, Dralt palicy updated 1. Guiddance on setting KPH (or et of

From o review of the deaft Scckal Media policy against pocsd practioe, slandard KPit) fo ensure successful

wit it Ehat it s fcd include the felliwing: imtplemnintation and wie of teciil midiy;
= Thie reairement io have 3 soclal media ibrategy and monitaring ¥, Reparting requirementy;

ot 12 dis th peraimancs afinil Mrabhgy 4 Termglate Busindis cabe for toiting up a
» Gulding on Leiting ER 1 eedure ducomishl implementation and  new dadial media channel;

user ef social fmdia; & Surmmany of roltd bt ridponsibilities

* Bpparting riquingments; il il mdiy dminhiratad;

# Template butingss cide bor setting up a niw soclal media chasel, 6 Prodesses for Mainlaining & wier acoess
* Sumerury of relid and fespoedibilities of social media sdsuninraton; kL and reguinsmaent 1o pricdically
IMMMIWWHWMW neview the BsL In addition, the prooeding
periodically review the It In addition, the peocedere to add of remove 10 add of remove 3 User's Beeis 1o the
WSS B0oets o tha wocial media chasnels; ookl maedia chareels;
# Emphadis that staff should not ergage in the actidties of any soclal 7. Emphasks that stall should st engage
masdia platfoerm ‘on behalf of the Counl’ urless espressly suthorsed; i the activithes of any soclal media
+ Reference to the Customer Care Policy of a sepirate document that  plaiform ‘on behall of the Coundl’ wless
inchudies, guidance on haw bo respond to customer queres throegh — expressly authorised;
sockl media; and £ Rederence to the Custoemer Cane Pobcy
* Training requirements for thoae managing socksd mesda channell. o 3 separate documaent that inchudes
guidance on haw bo respond B customaer
queries theough sockal medi; and
2. Trafning requirements.

£ 021 Deladze, Allrights reprid

1. 1. HRinput to the Sosial Media pelicy,
This will irvvobee hwo stages

a) Fieuluation af the dscument inchuing
pegagerment with Stall Cemiultative
Cammittes, Trade Urions and thes Counel
igproval

b Teaining foe all stalt absat roll cut/
impications via Learning Poal training

1. WUpdaie of the draft policy with
recommendations lnned 19,
Recommendations 1-7 + 3 will be
nplemented immadiabely.
Recommiendation & re customer care

[pubdance will be compheted by
September .
01082021

1. Councd wide only ewentisl training eg
Health and Safety was delivered in
2020 and int 3021 due ta the COVID-
19 Pandemic. The arganisation i anly
e begiening t develop and delker
A3 wider training programme that
weuld incluse ii¢ial meda
Commurications has budget for
trining stalf idertified a1 managing
Counsd eitablished thannels -
hermwer the it has ideetified a
st & sdditional chinneh and a
mmﬂmumm
exiitiog pages 5o aditional busger
will be reguired bo meet fraining
requirermests i 2071,

Back to Agenda

The Head ol Senvice advived “Draft 1o be
completed for September,”

Wpdated tarpet date of implementation;
/o013
]
Hia

Mkt Comemittes Progr Updite F}|
S 201
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Quarterly Follow-Ups Update

June 2023

Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

< I B -~ P 0 - - -
AL EHTIT LA T AN TN KR LRONLE Ek ka4
£ Trainiieg

Social Media

Mmmmtmumﬂd
of @ pericdic badts 1o statl ieveokeed inthe
management of sookl media chareels, We noted
thart trasning has not besn provided sisce 201910
hisse invelved in the marapement of soclal
media channels and there is no programme of
periodic Eralning. We Tound that the illowing
desiprated officers have not received any iraining
on iecial medha;

= Borpugh Marketing Manager resporalble for
masaging the Visit Andi and Marth Dewn
irdagram andd Facebock page

« Tourism Developent Officer responiible for - Tk regaring the managemend

of social media chanmels theuld be
managing the Vs Strangford Lough Facebook provaded on 3 annual basks o relevant

Pge stalt.
‘We lurthér noted 1hat, 53 the Social Meda Palicy

b 40 s e, crwleing I the oty has ot been | e the Soclal Medi polcy Is

finalised, Eralning should ke provided
proved t e wider salf mermors. b e wlar staff on th policy.
. Periodic metings
A5 e the deah Secial Media policy: "4 h'.Pmutr:ﬂmilmHh:
employees uing social meda for business extabished ttﬂ'“"‘“m
PUPOSES MUSE engape with the Corporate e
Commurécations Service avound training o e
iitiatives, best practice and In cross-Couscll 127 Dest practice and support cross-
soctal mdin plancing mitsiags i racuired” Counil secisl media plasaing..
From discussion with management, we
understand that theve are periodic meetings by
Corporaie Communications with the: Tearken and

Arts aad Cultune negarding the tocial meda
charniely; however, we noted that there s no
periadic mestingd bitween Corpoarate
Commurications and the ciher Senvioe/Servica
Uit Firgeoeibbe hae snanaging socll media
chasneh - Letiure,

£ 021 Deladze, Allrights reprid

Tha provider of previcus. soclal media tralning for the
Council had been commiiiion 15 deliver 1 1Fsining modulel =
ane for 1l who asshit with the day-to-day operation of
Council pacial mebdin bedounts and ane lor i8all with
respaniibility for the manasgement of Council actcunty.
Thaiir adchulis will Esi acddiod inita B bl Eraising plas.

4. Annual programme of bi-monthly social mesa ca.
andingtion meetings eutablivhed. Tersm of Reference to be

formally agreed at fiest meseting {July 2021 L0

5. Working with olher designated iocial meda officeri, the
Corporate Communications Team will develop guidance for
managing social media responses. This will be submitted o
the Cuntomer Services Manager for integration inko the
Councl's Cantomer Care Policy.

Back to Agenda

e previowus Hicle,

Audht Commeltes Progrew Update
Jorw 3020
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

N - ) - - -
T AL EHTITHE L& bf P ITHE T L [HINLT Ek SEatus

& Strategy and KPI
{Good practios denobes that a social medi strabegyfs)
i dewelogeed thart i aligned with other corporate
sirategies and appropriately communicated, s that
mietrics are establihed 1o montor the successul
implementation and we of woial media, A strategic review of the Vit Strangond Lough
Chasne| comverenced In June 3021 to conskder its i
‘We noted the absence of 3 soclal media stratepy and with the wider sockal media strategy. The review
KPh esther a3 a stand-alone deoument o a5 part of will Inchude & monthly engapement report ta head
thasir Sarvice Level Srategy or Annual Plan for the of service dering that period in the same format i Head of Service achviied “Usdlite January 1021
{ollewing channeh: 1. Soctal media strategy and KP1s {either 333 current reporting for VIEAND channels, The it of this channel and overall brand s
= AND Leisure Facebask stand-slena decumnt or 44 part af the annual SIEMREE revier 1 dus Bor completisn in underwiy, with & and date of Summer BU3,°
] Sacial Media = it Srangiord Lough Facebook Service Plan) should ke developed for the ] September 2071 and will inckade 0152021
Tellerwing ehisnih: necemmanditiond fer the laag-term Eaure of the Lipdated target date of implémentation;
b, Bpariing - AND Letvure Facebock chaneel and any relivant KPH agreed 3 required, B 0ar0aa
Gz practics denobid that periodis fepaitisg an < Vight Serangheed Lough Fecebsck Aq this channel wii 18t up jeintly with Ry g
wacial madia séthvity and engagesent i reponed o Mcurne and Deem, & irabegis discusiicn i P
ks respietivg Hiad ol Service and rebivant Coundil gchiduied in funé wilh Bewey Maurng and Down
Cammibies fof ke Senide in ling with the ILaleEy. O oty ikaketcldan to determica ISir paditian

Witk regards 10 the channel.
W netied that barmsal repedting o social madia

activity and engagement i5 mod in place for the

Tolkrading channeh:

& AND Levsure Facehook

* Vit Strangiord Lough Facebook

Thae Conamicil i currgnitly cparating undes legady paltie
sl tweos different methodh of presediing clams, ore it

fruacisl, ard the Rt i A0 Slecironis iyitem called A Tiri drafy of thes oy s for dechiond ia
Trardare. At was achésed that theee i currerily a relation to & mew Travel & Subaistence poicy has """“d'“‘fh"'j:r“m“"m'*”' g
pager in dralt Toemat which sntinues 10 be ANDBE should fnalise a sighe Travel & It lraw up o discusaion with CLT, HaST and ot
9 Travel and devtloped, Thii paper will farm the baiki o b jinghe  Subiitence policy i soon 04 podiible and SUNES, D this hus been feviewsd and .
Subsistence  Arets and North Dows Travel & Subsistence policy once implement a single matthad of processing claim Insiruction ghvsn 3 cearer path for the policywill - MUH/2013 :'m“;;;"““‘“'mm
i i completied and has Boen Piviewed by the subiidiar, sither elecinesically of manually, bicosn irvident, It i hoped the dralt policy will e
REOEAETY BERIFTEEnts and Commitiees. Audil was proceed thicugh the Recessary stages 1o be P
Bl ailvised That & pew onlied fyibem "Cone 1™ & bing implemestid for 31,003/2019.
imgilemented for processing all caims which is to be in
place for 01/04/2018.
Audt Eommter Progie Updise 1]
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Table showwing details of all apen overdue Pricrity 1 and Priority I recommendations:

Hn!:f:t Original original “'I'}‘I'l':" Updated
Recommaendation Management Response . Statius

immmmwmﬂﬂ )
ew Concil 15 determine whether stafl ace Thet Head o Service advised "Policy Development Paper to
Establihing the eriterl that should be uied 15 .
mwmﬁ;‘mr Conakieration shoukd be ghven 1o pricritsing the hepkrvik whthvr & post I ssentisl user b tipued by Joly 2023.
. O RO it of kot i i T Sl vy B 1 e s o
: Trwalana :‘Hm“mwm oigiity being comectiy sogked gvenchanges 0 establishing the new pelicy, The review of the SLONI01S m‘““m
i e minhiens (o pt e oecurrad b st ke and ey sues dealt document by CLT, HotT and
ot papar et i e Lo tht s | oy SUMS will g ceae direction regarding the Walivama
a resalt any benaes reveasled {inchafing R PR Fe ek
inaoourackes nelating to essentialinon-essentlal
car ust) el bt kil
st Eammitter Progr Updite M

£ 021 Deladze, Allrights reprid darw 2021
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Table showing details of all apen overdue Priority 1 and Priority 2 recormmendations:

Diigial - Orginal

?E

MMHMDID.TW

and Ausdit Committee meetings) and esdence

of workshops relating bo the Corporate Bak

Regisber and can confirm that the Corporate

Rivk Regivter s regulary disoued, reviewed

Iﬂmdﬂﬂﬂ!ﬁiﬂﬂ'l‘tlﬂﬂﬂl!lm

puidance on risk reghider monforing at the

Directorate level Awdit met with 5 Heads of

Service and audi was pdvived by 1, Ehat regular The Rivk SErategy ihould b updated i soon a3
senvice level ritk register reviews are not taking possible and include chegs puldance on, and
place throughout the yess due ba e possibly templated Yo deppoert, nepular and
conabraings, We confirmesd that the relevast  documented review of senvioe level rik reghiters,
sirvich kel Fiik Pagisier s complated M the  The Ritk Stratagy ibsuld slse clarify in detail 1he
start of the year and reviewed a1 the énd of the dilference betwess Corparate and Senvice Level
year. Audit ihia nited that thifa B curfently ia ks and previde fuidanci on haw 15 FHealith
specific detailed puidinge or prodedure B By riskd 88 1ha dennoe vl which shauld be
puidhis HiaS o heres 1 i Bnguish aivy fisks incarparatid vithin i Comporate vl rik
withirs [Rapif fivie bevel ik regiter which  reghited, Thi nefeiiber 1rainisg an riik

mary reed 1 bt eccalated o the Corporute risk management mentionsd in Reossmendation 2;
PEgrRE, duf b0 iLi cropi-Culting naluf &F S MUST inckeds S year monitoning ol the endte
W.mmdimumumwmmdw
of CLT maetings reweabed that th briel notes o cross cotting riiks barm the service kvel 10 the
nﬁﬂhﬂﬂtﬁﬂltﬂ'ﬂmﬂlﬁiﬂﬂlﬂﬂlﬂ mﬁm.mdhmd
with very litthe reference 1o Senvice Level Rtk progress of Service leved rak registers should be
Regisber moniboring. If neviess of servoe level - discussed and recorded in detall at CLT at least
rik registers are not being carried out at once during the year {midwiry thiough the year]
regular intersal Ehroughcet the year there |5 3 and abo 3t the year end.

risk that actions kentifled to misimise rik are

nat being appropriately monitored. In addition,

emerging Hisks may not be documenbed at the

senvice bevel andor tignificant or cros cutting

ritks which thay denkify may nod be escalated

ba Ehe conparale rik reghiter in b By

£ 021 Deladze, Allrights reprid

Training will be provided once Strategy s
agresd. Recommendations will be indeded i

the Training design. Training will be ghven to
Hos in the first irtance.

M0

Back to Agenda

Thss Hidl of Service aevised “A workshad, delvaned by
Diloitte, 1o define the organisation’s Risk Appetite for types
ol risk ad disvelap the undersianding of Rak Appétie and
thae escalabion process b planned for Autema 2013,

In addRicn & workihod [debvered by Delsiing] b planned 10
aaist in a fundamental review of the CRR and further
dewelopment of the Service Risk Registers, with support
{rom Risk Management.”

Updated targed date of implementation;
TR erk ]
ALlealiods
L
Mkt Comemittes Progr Updite 5
S 201
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

Budget Setting
Crartima Budipets for Councll Sarates are 262 annullly,
During thv busiget selting pfocess considerations
inchids: hiitonical dala, sxpendituns YT o sach
budget companent from the previous year's budget
and events plinned tor (R ugaming year whih would
HTl:I.I:H]'IIEl-I'I'i:I":!.pHII“. Ve noted that from the
Hﬂﬂmmmﬂhmﬂm
mmmmr«am.mm,uml
unifts reporied an adverse overtime expendbee YD as
ot June 219 againat an cvertime budget of £0 for
2015720, with varkances ranging from E135 o £10,054.
We noted that Tor iomae of thete they had overtime
expersiibere bn the previous year {eg. the unit with a
Y10 adverse varance of 10,004 similarly had an
overtime budges of £0 n the previous year and an
adveria etturn of (13,192, Wewere schaiad that it
can be iyt for manapemant to budpet for ad hoc
il ¢ it which ariie fraen Coundil dechasni

1 during the year, Wi were shio sdviied That sther

i fagtani, fuh i tima 10 eerull feplICement of ienty

SLal, can impaet tha kevehi of overtima within 3 Senvice,

Budipet ManRaiing 3
Budipets are monitored through monthly Manager

Detal raports which afe which are sent 1o all Services in
order 10 eplaiey arvy wariances which may have

pecured. Monthly Sgaificant lsut repord sko act a3

a summay of significant bsues rabed across all Senvce
Budpets which nequing an explanation from budget
holders/management (L& varances agakat the

budgets).
We nobed thisre b no formal varlance reporing
thweshold for overtime budgets whensty once 2 set
variance has been reachid, managers are automatically
resguired to report back to Firance (o explal the
variance, We were sdvived that there i infgemal
thweshold of 5% of the budget line, or £5,000 but that
thid had nat been formalied,

£ 021 Deladze, Allrights reprid

n |1

Services which historically have
Evirlima dxpinditung ihould osdider
jatting ovrtime budpeti B Pachaie the
birvie] o Bisdet fo-prodiing that mary b
Figuined in yedr, Addticnally, Feanie
alaiibd rview B RO BaSHY
Funageenent, at the annual budgit
setting stage, 1o imgrove thes
enderitinding and calculiten ol camn
debiers which impact svertime
sapenditure, and chalinge Senanes
withich show @ 2ero overtime budget bo
inderitand the rationabe @ they Pad
wertime expenditure In the prevous
yEar.

& A formal adverse vananoe teeshold
shapuibd e se4 by Finance against which
formal responses ane requied fram
Megdh of Sendce to Finance when
evertima exgendiiune exceed the
threshold.

Fimangi will Wl with terdoe it
MAnages 13 agred approgeiate detailed
breakdown overtime budgets |inckading
Paiirs, Fakes, Senployer Couls el ¥1/01/2030
Consideration will be Even to setting a

fesrmal vartance threshold when drafting

the Budgeting poicy and procedure.

Back to Agenda

The baead of Service advised “Folicy Development Paper
undergring finance comultation, Due for wider
tonsultation by Mith June.

Upcaved target date of implemestatian
LT Rk
EEE R
L]

At Lommeltes Progrew Update
Jarw 202
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

2~ e = O e P [ = ==
q! Abkd T Ty dide EROnH H ¥

Drvertime, Flexd & TOL
13

14 Governance
Framiraork

The Council should resiew kow B monitor
Wi wiere advised that there 15 ro femal mechantsm 1o AR el (S il h

wwmmmmﬂummm“m:mmm .
bk vt 3010558 g 17w, T G

Wi ileeted b iaimple of 15 mesbers of 1088 |13 ol wham

had been employed in 2018} and sbtsined the 18 complete

yeur's el declaration of imenen ubmizion e the

ewrrint el b0 dabi's jubmbiiions, W found that four ol

Ehie 13 el vl hiaed Bt ermphossed in 200E had not

iubmitted b declaration of imeneit baim i 2018 The

sibmbion deadling (o the curnent year was Apsil 2009, A

el Gireas o Wiy auiclit Tisldwrk [Aaguit 2019) anly lour leam Wi recofnimdnd that the Deelaation of
o sampbe of 15 had substied thie annual declaration ol  Inberead Podicy and Procedune be resewed and
Intene4n. W mobi thal from ouf amphe of emphesed (Rl updatied a3 reguired

i ey il bn June 2015, oo in Aprdl 2019, e

was o secondenent Wkl haly 2019 and one had been ona

career break sinoe October 2018 We further nobe that the

Disclaration of Iierest Pokicy and Procedure {Employess)

wat marked for review, e updabe if required, in Aprid

2015, At the dabe of feldwork (Sugust 2015] no review had

ke carried out.

£ 021 Deladze, Allrights reprid

Maragement will endeavour 1o
onfigune a reporting routing in the

raw Integrated HRfImployee Jfaliox
Fayments sysbem currenthy being

Eaview of declaration of intereyt
310352030
peclicy i prosedure.,

Back to Agenda

Tha Hiead of Service advived "Not yet complite.”

Updated target date of implementation;
3103 2004
ey
W

Thoe Hiead of Service advised “Further work nequined to
complete neview of the Declaration of intereit Policy™

Privigus taipet date ol implemintaticn;
R
B

Mkt Comemittes Progr Updite Pl
S 201
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

Wi comglited an snalyibi of indsidual invelced wdir (30,000

during i peiviear 12 manthi and idestified 121 supplien T swpport value for money and efficiency
whiti the cumulithes pratunement [af & timilic race during in procaremsent, an anaivus of spend

the year scaeced the C3L000 landyr thrashold Among the L e produced and docamenced by
top 600l thse suppliers by spind, there wire four suppler PFrocuremant on an annual hals, with input
identilied wiene a comgsstitively tendened conbract was not in souaght fro buckpet ok o0 the

and E62L. We roted that the Procurement Handzook specifies | putting vt 15 tendee Tor arens whery
A il racpimncy of review by the Prociemment Sarvice Usk Loy oo ucvices e chisiond
of cumalatiee spend to Mentify areas where competithe '
tenders should be obtained, but that this was in practice an ad:

ha review dus o 128 capacity snd had not been documented

of resulted in 3 formal repoit in the previous year.

£ 021 Deladze, Allrights reprid

1. The Provisesrsil Harook suthngs an
appraach fof riview of ipend with
Tesporibilicy primarily with reipeciae
Senviced, wills (R Handbask advising foe
Procuremaent bo be contacied whete there
are potential teedering operiunitier.
Coeporabely, sperd bs revtewed by the
Procurement Manager when resources
permi. i's accepted that there would be
walise i mare Treguent, foemalised and
wholezale reviews though the atlity to
achieve this will ke dependent upon
resounce aallabilty,

A previous audit recommaended that
“Maragement ihould condider uppsrling
{he cument Procurement Link (o allow the
Fdun of corparate contiacts 1o be sddriind,
pefentially leading 1o ANDEC b make
HgRRnt g, A buiingd ciig wid
pelbmitied to thi end though ki not cormently
geovided for in the drafy J000/1 baeipet due
1o fompeting pressunes, B 5 ety thid will
Coflinug 02 reRnct this abdivy 10 reslise the
Hull patantial of corparals igend hividw,
mmmﬂumwh
this 202122 Bisdpst process, if Rt prias i
this under the Council's Strategic
Trasafermation and Efficiency Programmi,
launching in 2020,

. In add&kon o the abowe, any conporate
Eviews thal 38 canrkid ol on 3 30 hot

basks during 2020/21 wil be documented

Back to Agenda

The Head of Senvce advived “Riview Buaineds case”

Lipdated target date of implementation;
LA TF T rd ]
i
bk

Mkt Comemittes Progr Updite 8
S 201
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Table showwing details of all apen overdue Pricrity 1 and Priority I recommendations:

T —— e —
bt S k SHay

T&wmm:&“ﬁwwﬂnmﬁn The Council thould rivist s exiginal 1. The Councl lready hat an slectronic

PO B bention to Implement an electronic procurement system for tenders, The peoject

systesm o replace the corment System of paper Purchae Order i

and Goods Recsbved Motes. A5 o the date of our ieidwerk,  © P rtroant it and delereving 1o intreduce an lectronic puechauing tyitem

there had darkion tahen b this inbention. whesher 1o proceed in order & strengihen vt put on Beld Lirgeky e b the current
L o comtrokt v suthorbtaton Mevelt a0 P Systien provicir withcwing front

Thi Head of Seevice Sviied “Bugingss Approved
February. Spe and procurement to be completed

rmwmﬂﬂhl:mm pecvide Increased efficency in the that racket. As & resul, it s more @mwlﬂﬂmm
1 Procuremert  detaits maich purchase orders. Physical signatures and P Rt e ;  Spropratelopropen anewfinince o) oo ony)
6 s R ) ks mapdntima, 188 ikculd be remindad: Fysbem 1o ieshudi electronks purchading i —— )

W idenified in a sample of 25 ltems of below-threshold. 1 utharisation of Purchase Orders guart of this scope, The potestial for this will m”“""’ implementation;

ocrat it e yoi, Ui o whie sathorisation P01 VA DAk pror o the arcer of L be reviewed id part of  Strategic ey

was dated afterthe imvice date for the procurement, and one §200 & rvice: nd Trasifoemation and Effciency Programme PepEi

ingtance whene the value of procurement cm a purchase crder 1= Ture that thety cbuain the cormact with prigressicn of this aibject to

(£1,099) exceeded the staff member's suthoriation level  "VUGTIHIEN pav the deingited peiafitiation of competing translormation

iL3,000), authertation ks for all purchase ceders. et

Audt Eommter Progie Updise o]

£ 021 Deladze, Allrights reprid Jorw 3020
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

“m“ i FLH B bt bk A W it m“

The Coueil alreadty has angely set oot this

This Council does Aot Ban & lermal worklosos itrmegy. A aumbed of indaimation within & vidiety of dotumenti Le,
mmhmmmnmmwﬂm Tt Coindll should conskder Learning and Development Plan,
LRy Sacusenls deiting high-bvel objectivis Tor Pedruilment, develeging a ormal warklone Drganisaticel Develigmant SIratigy, Fillng
rummmdﬂ,mmmﬂm stratispy wihich sets oul RS oument dmmmmmum
eompaition, Semographec lacton, turrdwer and antiipated futune hifing  satus s objectives Bor recrummist, Sespvin Plan. Thene s akus a draft sucoeion
mtt.l.bﬂﬂmlmETMMNhﬂmhﬂl mm‘ﬂﬂmﬂmﬂt mmmMM Previoushy, the Head of Senace sdvised “Conskierable
cerporabe plin). These excroses cam provede increased clanty over of staff. This strategy should align Turther scopisg out and consultation with consultation has taben place invobding focus grougs
recratmaent and workforce development In 3 whole-councl contest and  with the new Coeporate Plan being traste wrbons and siaff, Woweser, all Ehis andd warlous work sireams, dralt policy bo be presented
HWMWMHWMM devedoped. This oould include Hummmmmmmwm i traede unbons in Ehe nesar fuiure”.
17 HA: Recnaitment & recngitment and retention projects. Whilit 3 formal workfonce strategy s mesaures and tangett a1 apgeopriate mmmm.ﬂhmMI
Reteriion nat in place, MR has drafbed a proposal for masing to extemal for wacancy rafes, harnoeer rabes, that the development of such a Strategy is Upetabe a0 at June 2023 “Hot yet complete.”
adwerthement of 3l poats, During the Councils rarpformation phase  Bma 1o fill posiiond, sicknen Irclyded in the service plan for TO20/21.
fedbowing the mesger of Morth Geswn Borough Councll and Ards Borough  abaence and workforce composition Upetabed target date of implemenathon :
Council in JO15, there wai an agreed proceit b aliow recruflmant via  and high-lewel drusture, and long- 1. Bevelop & formal worklorce stritegy which el Tk
interral frawd in Ehe first atance, 1o faclitate redepioyment of walf berm sirabegy for addresting seds ot i3 fermal current stabas aed HE R
within the niw itrectune, For reference, this phase i complete forthe demands in relition i itadfing snd abppctiee lof recruitment, retention, iralneg
majuity of Service Units, though we noted that some Service Units have  Balens needs, and delopment of staff, This will slign with
il it camphited tha trandfcemation phide bed continu bo feenat roktd 1ha eebw Corrpadile Man. Meddured bnd
interrally, targeti a4 approgriate will B included 44
AppraEiath uf cullingd in the
fecommendation,

Feromsanis Repoms ane presemid by the Head of sach Senads and
tirvtiwd by thir nitivas Coundil Commitheg on b quartiry bais,
Ferlormance Repors include & itatus bor each KPL, uting a RAG tralfs:

light wrtem (Red, Amber, Green], and Head of Senvce must alio

provide a arrathe update on performance in the beadings of: Seriis shoukd cordider
Lervioe vt = & iy Boinls Do nobe: implerninting barmal action par
18 Regulabory * Ky achievements; whatre KPI perfcamance |5 kb Thae Head of Service advised, “The Service Mlan
Senvices # Emarging isses,; and target, inchading the use of Langet reponting process i currently being reviewed by the
# Actions 1o be taken. dates and assigned responsible Management wil corabder redewing the W05/021  Head of Service.”
Wi idestilied from revies of Courdd Commities méinutes endence of mhmlﬁﬂlm Senace Plan reporting template as pant of
discussion of Servioe KPls and could see that explanations for varlances  actions and the regorting back on iy review of the FERFORM handtook. Updated targed date of implementation:
agairt the targed were prowided and discussed. Whelst there |5 plans. Updates on actons agreed ol Trierk]
evidence of discusiion of KPH which are below Barpet. we noted that showld then be provided bo the FHI PR E
there are no formalsed action plans agreed, for example with redewant Committess a5 and when
reipenalble cwners of Rarpet dites, sctions ane due.

This finding Is conalstent acrods all Service Rewlews undertaken to date
By intirnal Audi, 33 part of both the 2000 inbernal Audit Plin Lisure &
Amenities and Regeneration Services] and 3030 inbernal Audit Plan
[Regulibady Serviced and Tourkim Serdoi),
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

Back to Agenda

Original Original
Driginal Updated
Unocoupsed Properties

19 uset

When a Councll property becomaes uncocupied, 2 request B rabsed by the Compliance
Team for Ehe Assets and Pregeriies beam to daconnect the utililes and actiabe the
alarrm wikhin the progedy. Unaccupied properties an reconded on Ehe Aietic
wysiem operabed by thie Counl that penerates 3 job every woek for all five
wniciupied propertien io be ivigected by the sllocated inspector. W nobed that
phyical inspections hawe 150 been carried out during the COVID-19 pandemic,

Wi rirvieweidd B Pepct Fun Brom ASRIHO whish decuments th des date, complitien
dale and detaily of the inygechar for the routine weekdy chacky, Mowiver, the

Al tHCE job doet Aot dethil the checks that ifa bo Be comphitid Wl each propey,

Land

Each member of the Parks and Cemtenies 10am afe assignid an area lor which they
ane redporible fof carrying out indgecticnd 1o chack fos any tisutd, suth i

encraachment of unauthorised camping. The frequency of impections i dependent
en factees iuch ad whisther it i open 10 1he public of net, and can be dady, weekly or

e thiy.

Wi idesified Chat Breaches and Bsuet idestilied By the Landi Team dufing
inspections ane reporied fo the Compliance feam, however we could not eadence

recording of irpections whene no issues were identified,
The Council harve a single imsurance policy which covers all Council owned buldings.

Busibdings which ane walued at over Edm are specilied within & separabe schedule

witthin the policy.

Thoiugh o samphe besting, we identifled the following:

= Wi were advised by the Risk Manager that there bs v formal Councl puldance bn
place which determines the frequency of property valuation regred In ooder to
raaindain the acowracy of releat atement valuations for the insurance pelicy.

* Thie Bk Manager aluo sdhvived that there |s ro documented procedere for notifying

the Risk Manager of scquisitiond, diigoiah and transfiers of Lind and property, 1o

ensune thee ingurance oower s adequrtely maintained

£ 021 Deladze, Allrights reprid

The Council should
it thar all Land
inmgeectior. ant
recatdid, inchuding
Ehezrie whitie 1 s
arg identified by the
Lands Team,

The Councll should
document & larmal
prosesdune for nodifying
the: Risk Manager of
any changes In land
and property, inchiding
scquititions, ransfiers
and dispeaale. This
should ba
communicated to all
rilievant stall,

The Council wil implement a pager  30/08/2021
e it foe seeirdng
inspestianm cn masaged Lind,

Frocew for ncitying Risk Manager
will be incorporated Info a revied  30/09/3001
Land and Property Policy

Heead ol Service sdvived “Softwane package (F95
Live - currently in read anky mode). A baniness cae
hark Been iubmitbed to cur Estimates Commities to
purchase full veriion saftware with plasned mole
edt acrerid ll fibed by Sept 20137

Updazed tarpet date of implermantation;
M0
ENE ]

The Hiead of Service sdviied “Lindi palicy in
derebagemaiil cufrenthy, Deddultation on drak will
ke commenced by June 2013 with final paliey to be
ratified in Sephember 2023.°

Updated tanget date of implemsentation;
30/032013
FOa0

Mkt Comemittes Progr Updite 1
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Back to Agenda

Original Original a%ﬂ:" Updated
Recommendation Management Response n Status

21  Contimsty

I ABCP Policy i i place, The Pelicy i dabed Aprl 2086 and
She nist review dite B recorded it Ageil 200T; wi were
ichitsind that thith Piviw har not taken place,

2. Within the BOP Pakey, it states that “Perfesmance
nitering will e co-ordinated by the Aisk Manager” and
shat “Training and exertive wil be coordinated by the Rigk
Marunger anel wil geeguare ke 4148 for i eonditions
shecaugh brairing and desktop/icenatio exeetises” We were
advised that the Risk Manages wa not sware of this

responsibiliy

3. Trainieg had st yet bedn prévided b2 Coundil scal vzh
ks ket in the exscution of the averarching, draft BCP as
thi: docurmint has not yet been fnalised.
Tﬂﬂhﬂ-rﬂlhlmn‘mﬁldlntﬂﬂ:lﬂf'ﬂﬂlhﬂﬂ
inihe execution of the Pandessc BOP. We
the Parsdemic BOP was approved in March H20 by the
Corporate Leadership Team & the Cortd: 19 pandemic hit,
therefone there was rot sulficent B for a formal tralning
i be developed #nd implemended for te

PrOgramimE
Pangemic BCP belone it went lve

£ 021 Deladze, Allrights reprid

L. The Council thould wedate the BCP

Pelicy 1o reflect current BCP
procesies and roles and
teipeniibilities, BOPicles and
resgorviiblitios shendd be cliarly
earrrtifuted 10 fpbevant d2al,

L W recommend thal 3 Eraining

pr o ettt dinvilogd aed
implemanbed for bath th draft
Council BOP (whin this i finalied),
and the Pandemic BCP a5 t00n 33

this 15 practical.

Tt adbszvd recoeminendation should
alus be coraldered In respect of the
draft overarching BOP. b addition,
o be dade BIA procesaes should be
wndertaken when finaliting the
dradt BCP,

Oinoe the updabed BCP is finalteed th

Pedicy and Proctdured will Be rivised and
subamitied to Corporabe Commates for

3nf03fmaz

Thiés Hiadl o Senvice sdvised "This recommindation
wiill Est progressed ence the BOP had been
dpproved.”

Updated target date of implementation;
30052013
i

Mkt Comemittes Progr Updite 1
S 201
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Recommendation Management Response n Status

fioad practic denclins that & farmal lexie masagement

policy and procedune document i in place and
eomaminicated 1o a8 invebeed in the lease managemen  Masagement should update the exiiting
actieties. Furthes, 1ha pakcy and procedurn decument Land and Propety palicy sectisn on
should be reviewed and appreved at the appregeiate level o fntal 1o isclude the fellowing:

Agenda 5a. / Item 5a - Internal Audit Committee Progress Report (v2).pdf

Quarterly Follow-Ups Update
June 2023

& pariadic hadis,
A Land and Property policy - Ageill 2016 i in plste and +  Typdd of propemist ownsd by the Managemaent will update the eusting Land
Section E ‘Rental’ o the Land and Proparty coveni the Coueil; and Property pokicy section on Bental 1o
procedured ancund leiing: boweeed, wi ncted that itdosi +  Reguinement for review and wdlude the Pellming.
Pt incluse the follzwing: appoorval ol a lease apphcation by the
Cofporate Sernces Commiltee, *  Types of propenties oweed by the
+ Tyees of properies cemed by the Council; *  Requirement for signing of a bease by Councl;
*  Requiremin fof feview and appreval ol a lease i CED on behalf of the Counil; * Reguirement of review and approval
apphicataon by the Comporate Servites Committes; »  Roles and resporaibilties of thoae of & bease application by the Corporate
*  Requirement for signing of 2 hease by the CEO on Behall iwobved in bease manapement; Senvices Commities; mmﬂmmﬂ:“
o the Councl = Ao o rovch pubanca o « Raguirement of the signing of alease CHTROPRAT UDH: Connatmlon o S
- Roles and respoeaibilties of those imebved inthelesse  when the Compkance Manager by e CEO on behal of the Counc; =l b
Lease eoCesy sheedd contact the lessee bo condiem *  Aoles o responuilitied of Ehoe LI FTed] :
it Maapement  * Atimeframe to provide guidance on when the whether they want bo rerew thelr irvenbved In lease managemant;
Comipllinc Misnigper ik coitict th Reai b beuie, b ichvrcn ofthe A tniering + Atimefrane from the base oy st e
confirm whether they want to renew their lease, in {rowm Ehe lease explry date;; date, before which the Compllance p——
advance of the ke expiny date; + Waktesante of b Lease Licendn Manages contacti tha beises ba chack
*  Maintenance of a Lease Licence Register including Reghiter Inchading periodic nevies whisther they wank B0 renew the lease;
pericdic neview dnd appravali; and and spprerali; s + Maistinancg &l § Leads Licencs
*  Monkoring and fracking compliarce with the lease +  Monitoring and tracking compliance Reegister inchuding pericdic reviews
requiremgnty ingluding isipectons, wilhy 1 b réquirements el pprovai; and
iludding inecticn. + Monitaring and tracking complance
W Partheer rctind that thi policy bud oot been fividwed and  +  Reder 1o recommendation section 1.4 with bt bt Pequingments inthafing
wpdated dince Aprl J06, The finding negarding the need for il the Inbernal Audit of Adset iigttien
petriaddic niviera of tha Land and Property pobicy wid rateed in Management [Land & Froperty]
the internal Audd of Aset Masupement [Land & Property] Tepoit < March DXL regarding the
pepert ispued in March 001, recommendation on resew of the
Laecd & Property pabicy.

£ 021 Deladze, Allrights reprid
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Original Original a%ﬂ:" Updated
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Duting the period compned by ouf dudit one i win sfied
wpen, Wi velectd thh leaie a4 part of our walktheough and
rsted Lt Tolkrwing:

*  Thi applcation for a keade nequeit by the kesses b
firiwnd by thit CLT, howiver wit noted Ll the
vidence of the rview wad not maintained on fle,

* A pir the Land & Progenty policy - Apdl 216 The
Coendil’s Valuet will be used to Seterming the
eafriideration, except white thi lind hai bien madketed
for rent via pulblic aution "
Maragement shoud ensure that the
« g per the lease agreement, a rent of E500 per ansemi s requirements of the Land and Froperty
charped. Howiver, we noted that the evidence of the policy ane doBowed for every new lease
waliation of rend of £500 per aneiam by the Councl's and evidence of all the required steps

Valuer was not maintsned on the file. are maintained on file inchading below:
Lease + Review of lease apphcations by the
23 Maapement  * Asper the Land & Progerty policy - April 2016 Legal an
advice will be sought on the most spproprate formal  + Vahaition by the Councils Vaksr;
agreement o be endered inbo, taking inbo account ol and
rebevant Backork including Busineds Tenancy Rights.' il niic ricihvid piiar o
enkving the lease.

We nated that evidence of Lagal advice recebed was not
maknained o the file,

£ 021 Deladze, Allrights reprid

Management will ensure that the
requirements of the Land and Property

oy are folowed for every new leade

and evidence of all Ehe requined steps are

maintained on fle including below: 01000z

»  Rewiew of lease applications by the
LLT;

= Valgation by the Cogncil’s Valuer; and

*  Lgal sdvite received price to entering
the leae,

The Head ol Service aviied "Lands pokey in
direploprmant currently, Cordultation an draft will
bt commenced by June 2033 with linal poloy 1o ke
ratified in September 2023

Updaned tarpet date of implemaentation;

30/os 2013

e

Mkt Comemittes Progr Updite M
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

Original Original ':":'}';u':"
Recommendation Management Response piaks
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The lease agreement includes the: ol and nesporibiities of

1. A piocis ikould be developed and 1.A proceii will be develaped and
e laiar and ltise Inclaing peoperty maintensace. implemented ta confiem whesher the implemented to condem whether the Councl
Ceaonicil B the Feipendibility Tor the i The Feigasibiity o the malstesancs of
During the course of curriview, wa Boted the following: L o the b roparty befors the leied property before providing the
providing ks MmainLenance shivics 1o the Faifilenange seivices 10 th keried propeiy
+ This Conil's Adaeet and Property Team afe reponsibhe lor
e S onthe  'H48d Broperty on the leiee's regetst. & the bedaee’s requenl,
Hﬂiﬁmﬂﬂ.mﬂﬂkmﬁﬂlmm;lmm“ww 1A prociii will be divloped and
wishin thee lease agreement. We noted that thene & no process implermented for gartial recoupment of impleanented b0 Fecoup the pat of
in place o rewhew the lese agresment to venly which party is maintenance expenses incurred by the FnaintEnAneE Fxpindis inourned by the
responaible for the commpletion of malnienance works for the Comel from the besses 25 resuired by the Commnal fresem thee bessise a5 regained by the
ieased property {Le. the Coundl or the Lewee] prior bo the —— it mjreement
Council completing the maintenance werld. The Head of Service advised “Lands pobcy in
3. Further, masapemint should perferm an 3. Management will perionm an et 1o devekgment curently, Comsultation on draft wil be
wg:mnnmuhmm euerohe to ientlly where mainbenance identify when maintenanoe expenses commenced by Jure 2023 with firal policy to be
that are inurred by the Austt e Progarty beam i carrying out T+ o1 o4 Y the Councl should be i 4 ’ "
s s T charged back bo the leaee and update the back bo the leee and update the leence  31/1372012
e A . licence register bo recond this. Where it is negisber o necond this. Whene it i found that Updated target date of implementation;
4nd thee resour, tham froen the iesee. hustorkcally been charged back when they been charged back when they should have R
ihculd Bave been per the heaie agreament, been per the leade agreement, 3 declilon will
* Froem the It of sainnenance expenses incurmed during the L e taken and documented at ko how b

perhad under ouf fiview, Wi sekotied J wmpke of teo

Paietirianes Espanses and moted the folkwing: B

wiith the levuess,

spprouch this with the lessess.
4 Manageesent wil eniure Bt the s

a. A per the lease agrosment of Bregeas House, by wiry el a
fsrtieer reent & sum equal bo B0% of the anmeal expendtune WMIIHTMI the ﬂwhmﬂ
MHMMMEEMMHMH withies the lease g .
sendioes set out in the fourth schedile herebo wihich said . , - e documinted.
fusrtiser um shall b payable in arrear on the st day of May : A code will bt 560 g within the
b et of e ool e oo . A3 code shouk e s p ik Fonce S o s 0 sppon

thi Firdings Syaterm Tor laddes 16 upgen Tiruncisl manBonng of changet.

ﬁhhmmﬂﬂuulhufihm@mdﬂmﬂnm“ al
sbx months a3 it falls de (hevinafter called “Service Chargel™. Ll

Mkt Comemittes Progr Updite 15
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:
Original Original ':":'}‘.'J':" Updated
Recommendation Managemant Responss P Status

This Feurth Schedule specilies the services 1o be provided by
the lessor wach as repair mainbenance building or neplacing of
hMEMHhm

Qur understanding of this wording therefone is that the lesses
should be bable to pay 60% of the annual expenditure incurred
by ke lesaar in prosviding malnienance and repair services
prorvided by the Councll s specified in the Fourth Schedule of
the lease apreemaent.

Wi cbaerved that a total expente of [L3.249.58 wad inturred by
the Council in prowiding maintenance services of the beaved
propecty doring tha perid under our i howinr, we
noted that the (% of experae incurned was nod changed back

jq \tase o the leisee. S previons ik, PO oo ki PO . arevious sk,

b Sub-seetion 5.4 Regaie' of section 5 Tenant Covenant’ within
the bese agFeemaent of Cook Sreet Jetly sEates the
pesgeenibilities af the hessee: To fepair and maintain the
premiie and kitp ee tepared and maistaned n good and
substantial order fepalr and conditon and res Trom weeds and
te the satisletion of the Landised”

Wi pbaenstd that & total experis of £3,494.76 wad mowrned by
the Council in peowidieg mainbenance sendoes of th beased
BrOpeTTy daring the period Under our review, ACording to the
lease agresment above, the lesses bs responsible for
maltEnande ol the Council.

Mkt Comemittes Progr Updite 3
£ 112 ) Dlodtze, Al righis repprend S 201
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Back to Agenda

Original Original ':":'}‘.'J':" Updated
Recammendation Managemant Responss P Status

= Wi pelected & simphs of Feok leaied fom the hedis Beenis
regiider and chtained & cogry of the relevant lease agreemaent.
Firiaerh Ll nirvierer ol tha e agreenint and disusision with
managEERnt, we natid oo iSitancs whiens the teimd sad
ecelilions i nelation 10 thi MARLERINCE Bnd FEpair withis the
easi agronsnent wir ot chearly 561 out. This war 3 bease fer
Donaldson Fark, Donaghades commancing in 1980 As a resull,
ehi Coundil i Lacing an oagoing Hius with the liiee refarding
witeds hart the responsiibiny for the expenses of £30% (appro] in
fiainig the rool and related expeeies.

“MHEItHMHMHMH
Director Regeneration, Development & Planning wene made
arwcane of this issue and advioe is beleg sought from the Council
Solcitor, See previows shide.
NEL + We noded that a separate code In the Finance System has not
baew st up for ol the keates.

We regeested a 162 of mainenince expendes incurred duing
the period wnder our review for each of the leases and noted in
2 instances where maisteande expense far b beaie could red
b easdy identified becauwe 2 separate code in the Firance
Syiveen wiak nat bt up for thise eades dnd maintenance (ot
may have been charged ta minar werks. As 2 resull, we were
rgt abile 1o identity the Tull value of maintenancs fxpefied
ingurtied choring the pericd unded our neview, Management
idhitsed that thiy woukd have 02 fiview individual isvoices 1o
Identity the felivant maintenance coats fos thirie lease

£ 021 Deladze, Allrights reprid

PO . arevious sk,

Mkt Comemittes Progr Updite ar
S 201



Agenda 5a. / Item 5a - Internal Audit Committee Progress Report (v2).pdf

Quarterly Follow-Ups Update
June 2023

Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

Back to Agenda

Original Original aiﬂ:" Updated
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Good practicn denated that & mechanhn i in plce lor
mignilering and Iracking compliane with lexie agreementy
futh id maRROnE maifliehandg ol he propey, wivilying
Shat the progserty i not sublint and that the purpeds for
wichy I propety was leaded B met. Funther, pood practce
b dor ifrgetionn of he bated progerty to tikee plice an i
periadic buik, particularty at the commendement, renirwal
£F efmination sLape of ke beae.

A buikSing surveyoe within the Asset and Propeety team
cariies out paviodie surviys of b propieiies. *Imlﬁﬁ“mulm“

Wie selected a sampke of twe leases expired during the E
agreementt. This should be completed
period under ouf review and noted that a formal inspection
By edrrying cet indpections of the leaded
wiad fed completed o the keads sxpiry date. \We noted thal a
surey was cannied out at these properthes every thee years propety on a periodic bath, particulary
At the commintimant and ransewal o
o establsh i woris achedube and he lan sy was

Lease carried out in 2007 for both properties. Management advised mmuwﬁhmm
25 Masagement  that theyare abo in the process of renewing these two Bing comphed with aesd 12 identily arry
leases, elamage b0 the propery.
One leaie commenced during the period under cur review Compliance Manager thould
for Cook StraetJetty, We noted that an inspection of the m“ﬂ,mﬂwm
heated property was not completed at the lease toensure that inspections carried out
commencement stage. Manapement advaed that a sunvey are inchaded and updated within the
w6t comikdered necensiey mithil el nothiv ity L L

built property located there (leatbe was for Lind],

W noted thenefcrs that  prodess i not in place b monitor
and Erack eompliancg with e reguinements of b lbxis
apreement. W luither nated that the Cemplisnce Manager
4 Fd mware ol the Durvinyd hat ang being caried oul. We
veit dhiibd by Manageaint thi thise-piaily iufvnyi big
carmied Ut by the Asset and Progerty Team, howesd we
it unabls 1o obiain svidincs of s comphition al 1hete
surveys during the period of the aude.

£ 021 Deladze, Allrights reprid

1 Apeocess vl be developed and
implemanibed hod masitading and
traciing compliand with leass
agreementi. This will Be compheted
by caemying out inspections of the
beaiedl property o & peride badis,
pariticularky at the commencement
and renewal of Dermination stage of
the lease, fowenfy that the
resporaibiites of the besses are
beeing complied with and to identify
any damage to the property.

L The Compliance Manager will lahe
weilh th Asiet and Property beasi ta
ensure that Inspections camed out
arg inghuded snd updated within the
Beane lcence register,

3nf03fmaz

Thi Head el Service daied “Lasdi pobcy in
devekpment oumently, Corsultathon on draft wil
bet commenced by June 2033 with final poboy 1o be
ratified in September 1217

Updated target date of implementation;
30/os 2013
Al fiid

Mkt Comemittes Progr Updite kL
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Original Original aiﬂ:" Updated
Recommendation Management Response n Status

& b lieencn rogister iin plic than irchudis the detaiki of

gy and licened where the Council | the leiiar, There
wetti 45 leaied included in the leade Beency register.

Duting our teita, we noted the folowing:

That liaaie Bcence rigister i not farmally nvidwed and
apprentd on & periodic bask

1. The lease Beence eegivier ihould be
firiiwed and approvid il an
appropriste bevel on a pericdic
Bust

1 The lexis Kence rogisier wil be
rirviraed and dppioved ot an
dppregeiane level ena peviode Bash.

Marugermient will updati the lesis Bience

Back to Agenda

= The leads Beence regisier dos vot include the detailiol  Further, managemes? thald updite e Teginer and cofaler inCheling, But mot

this bwe Sperating Sgreementi, We bckadwiedps that e heads Beence Pagister and cofrides Ermited 12, 1ha balowing:

thiﬂhﬂmmmﬂﬂlﬂhl including, bt e Bmited 1o, the

ERATNLE PefisDer Faintaisd by the Developessnt talowing: +  Detaili of the opsrating ks

Projects Manager. : maintaised in a separate register

*  Detaik of the operating Macs 0 1

» The leate keence register does not capture tenmra and maintained in 3 separate regisber; *  Tered and condithons of the lesor mﬁﬂﬂiﬁzﬂﬁﬂwm

cowditions ol the kessor and ledsee; and inspeciion + Terrms and conditions of the lewoe and the hesues; and 3102 . I|“|Hnlgthm of

Lease carried cuf at the leased progerty. and the kesses; e . Work II .“i““: -t
6 Maagement s reppection carried oul 3 the leased s eapecthon Camied Oul at the leased

»  The leate keence register 5 not kept updated and we propaty, pEnpety.

noted that fiekds were not populated W“dwm

4 Manapement should eniyre that L Maragement will enwre that the /200
Further, we noted that the scanned copyof all the beases i the lease hcence regisier captures leae lcence regisber capbures all the
rict malrdaingd oo file, Management sdvived Bat they are all the required detaily, nequired detaili.
in the process of scanning the hard copy of leases and saving
gherm ba thee file, For Iricking pofposed, &0 addtional column 1 ANtk ledie agreements theuld be 1. Allthe lease ajreementi will ba
“canned’ hay been included within the keane lcence regater scanned and regsined oo thee file, scanned and retalned on the file. The
and updated to iy "yer’ Bar each ldse Rfredment thal wid This Council ihauld eafider whne Conaeil willl eonsider whers Beil 1o
scannied and sarved on fibe, As per the leate kcence register, Batst b st the icanned copies to wione the scanned coples b prevent
vt nited that & oy of sight aut ol 45 kase hfreemants peirvnnl mulliphy verdoni bang Errltiphis eriiofn Bing Ml aad
bt 752 b icannesd and sarved ol the file, Managersint mude and provide a central sccess provide 3 cestral access for required
adviped chat Ehey Bave been [acing Bsuet in kcating the hard Bar required wuiers of the arirs of Ot indarvaation.
ey of leasa Agresments during the icannisg procss. We infoemation.
al nobed that the Finance 1eas b in the grocess of
LEanAEg ks agreemients B6a the FRaRE Tyitem fof thei
reference; however, the Compliance Masaper does not have
BECEES 0O Ehe Fyibem
At Committer Progres Update kil
£ 112 ) Dlodtze, Al righis repprend S 201
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Table showwing details of all apen overdue Pricrity 1 and Priority I recommendations:

Original briority Original ”';‘I'J':" Updated
Recammendation Managemant Responss . Status

Wi identified that eornently thisrs i no Health and Safety Ritk The Councll thoukd 2 Health and Hisaleh and Sadety Compliance OMiser 1o
SRS rete e S

rivks acvoss the organaation, as well 33 the ol The Head of Service sdvived “Dvaft HES risk regiter
T T——— L T m"‘“""hm“w‘ﬁﬂ""ﬂ“ﬂ' - aberoidd o Corp S Gt oS,

ﬂunmmmmnsdwmnm Marager wil review before finalising. mmm'ﬂ;numni H'I'.'““"‘
Fw mﬁ#ﬁmﬂlﬂﬁnm D LI N " The Counil wil implement an surance 0201

related sk are the responsibilly of each Serice unt, oty iy A iSantfed Counel mapging process gainst ident ed Counch- Updated teget el of inplamantation

wide hialth, Lifety snd wellbeing ki b2 ke Tt i ol illiadng T BN
Adiitionally, assurance mapging s not i place for the m:dmmlli determing and document sources of hieaA
w:hﬁm-:mmﬁlﬂmm ST mm:*::rn:hlﬁ,::::ﬁﬂn "
reports)for each of the key health, safety and wellbsing key 2, cor 1ot i plAER 10 manage the the contrals n place to manage the

identified risks.
rhls, ideritified risks,

Audt Eommter Progie Updise &0
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Original Original ':":'}‘L':" Updated
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Miw Supplers

Wi poted that supplers are added to the system for the
purpene of isvoite predessing usisg 3 'New Sepplier Detail
Bank acoount detaiks, VAT information, HM Revenue & Customn

(HMARC] cetail, efc.

O review of thee process of adding rew supplers bo Ehe atem
it was reotesd Ehat:

a) Thaere is nax control in the syitem fo highlight where muEiple
suppleers bave the same bank acoount number. We noted that
Ehere are curmenthy mansal asdrel in place; however 3 they
are not decumenbed they could not be besbed;

i mdify users when they are setting up a February. Spec and procurement to be completed
e s recond: 180 icthe susyibers obed without bark ety Users when Ehey are seting up 3 e
P SUPDREr, and bank details Rarve ol Mlarch 24, Implementation 1o be completsd March
5 G, R, Managimest 3o 1t 10 Ces Bk Do weber e ekl p ey 999, and bk b o s
SURBAE FANTITES st il not e bl sich 3 forceline webste garchanss 1o oo g entered The skertshoukd sk the werto. 1 /2020
] Absance of doplicatee control fo supgibe name 3nd senad, '™ 2ol that bank detal confi that bask detat 3t required ,
W et adisd thtthceare curely sl commreiin e PP (¢ OTAne Tor e uppler 5. orkne supgihrs) R L
place, howsver as ey are ot documented they coud not by *PP:
beited.
During the review 665 uch exceptions which bighlighted

sk bevels of duplication i supoliens wene noted. A redew
ol 15 samphs £a8s wii comphetid and it was Memilied in all 15
cases that the supplers sither had multiple sddees or
different entity names, but the same bank acooust pumber.

mummndmnmmmtm
nobed that payments wene made to wme wpplbers prior to
pandemic through chegee or bankieg online platforms.

Mkt Comemittes Progr Updite 4]
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Supplier Amendmenty

Fior ety ammisnedsint 1 thi pxisting Bank scoousts of supplerns
thie pplier

Charge of Bank Detaily form & completed by the supphiers. The
finance tearm confinmd the chinge theough & phane call usisg
oanam conlact details Arom the acoouwsts System of supplier
wekdite and comphite b Supalier Amendsenl’ fonm
documenting the detads of the condemed changes into the
syt The same foem i also wied o dacument any other
suppher amenderents.

Changes to bank detas are processed by Team Leader -
Supgdier payments of & Grade 5 in the finance team. As par of
28 Suppler Payments the weelly suppler payment process, the master auds fle & See previows shde.
Sccountant or Mead of Service, including review of bank detall
changes. The master aud® file raludes detalls of the bank
detall changes, wha made the change and when the change
was made. This chieck s completed peior Bo the paymend i,
and therefore bry wrauthoried chacged should be identilied
bafore payment.

The proceis b documaent the phane calls made bo wpplen
regarding mndment 1o bask detail eecordi that a chedk was
migde, but doe not inchade the dabe on which the check was
rdde, whi completed e chick of B conLact nuffiber uped.

£ 021 Deladze, Allrights reprid

Sos preioss ke PO . arevious sk,
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2 Suppller Payments

For & sample of 40 sepplier payments made in the past 13
manthe, we dentified the klowing:

# Seven payments did not have a cormesponding purchase order
or payment request (where applcable) completed:

* (i paymend had a purchase order in place; howees, the
et had rot Been inchuded,

= Three paymends whese theve wis a mismabch In cost centre
i recordied cn the M0 and a8 ger paymaent repor;

= S inabances where the oot centre wis not inchadied on Ehe
i

= {ing inidaece with misiing goods receipt note, whine we
et xpbe? 1hi B0 Bing Ben fecerad and retained; and

= (i iriAaeck wisbrg tha isvoise date wad prior bo the
paryrent rqueit dati (32 davi).

mummduwmmm
the Feview period, we nated the rwente date tecorded e the
Sy Wad prior bo the sCtual i dale. However, on
Fusther it o froe Sl cases i wid noted that they mere
data entry erors.

£ 021 Deladze, Allrights reprid

i, Prowvide relredher traising and guslange

o ensune all stall mesers responaible for
purchading are chear of their reiponsibilities
in termes of raisieg purchase orders prioe to
erdering and reothing any poods/senices.

Aodirionaly, in relatkon bo the previous
atdvisory review of sepplier payments in
July 2020, management should implement
the following recoemenendat ko

. Management showld evaluate B there s
maeri in implementing 3 purchade to pay
wystem {0 automate the procurement and
tupplier payment proces [three-way chick
drtven by wylem).

. Tramning will be geovided balowing the
riiu of the updatid guidinge,

i, Conncil 4 planning 10 chasge its finascial
st within the et bew years.

njnfaon

Back to Agenda

The Head el Senvice adaed ™

Business Approved Febeuany. Spet and procurement
b0 b coimipheted March 2004, plementation oo be
completed March H25°

Updated tanget date of implementation; 31/00/8025

Mkt Comemittes Progr Updite 43
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The Council shauld conider the follewing:
1) Update the Grants Poficy In line with any

e Lty Inckaiad I foeimei Neuaa ol et anﬂrl:';mﬂhml'ﬁrh

Policy 1 MONADT prosect progress. We reviewed the grant
evahitan repons comphited by six mimpled bessficiasien ot

the end of the grant term and noted the following isues: "mlﬂmﬁmm
+ Sarrypde 12 Question | ihe evaluation form ahich related 1o el within the SLA
hﬂh”fﬂﬂ‘ﬂ“ﬂﬁhhﬂhﬁi“nﬂt ;
compheted by the Benelioany o we note that it was
made chear ko Ehe money was sperd In arawer 1 which
proided an overview ol the items purdhased with the money.
= fample 1 Question § Total number of people impacted
directly following this investmaent’ was missing from the
evakatbicn lerm,

HjEnsure bevaliciicies ane fubmiting
Eibeing refums 1o the Cousdl i
eampliands with B manBanng
arrangements outhned in the LOOYSLA

dfihere evluation toms are completed

By Bsbniediciarees, the Dol thaiald ensune
that all questions are inchuded in the Torm
and fulty ansaened

3l The Community Halki and Bases funding steeam sdesiment
criterka rodes that successful applcants are reguiesd bo submit
i meakhly manitaring refurm foe NG, hermmner we nated the
absence of monibaring refurrd for any of the three aampled

I hia the . - Halk aek B grace, mnmmmnmw;-mm

processes Le., wmilar fo those changes
made during Covid 19, advice reted should
ke ued 1o organisationd to outine the
procesies 15 be adhered ba during the
pericd.

£ 021 Deladze, Allrights reprid

Tha Grants Pokicy will be updatied as
fegomminded,

MonRoning regquirements vwill be
wpdated 1o endure they are conskient
witlh thise cuthned in the SLA.

Beneliciaries’ will be required to submil

micedboring requirements as setout bin 3101372032
thisr SLA

Beneliclaries will be required fo
comphibe thelr monioring formd in fall,

Whane chasgei b menitoring
requirements are mase these will ke
gamimusicated 1o bengliclicied,

Back to Agenda

The Head el Senvice adated “hew HOS will review as
so0n 25 poasible.”

Updabed target date of implementathon;
30joafaon
Al

Mkt Comemittes Progr Updite &
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) Seetisn lour of the Samnphs I Programma SLA decument
the reguirement for the Benediiary o oOUmERE 3 re5ponse to
pre-detirmingd monilaring queitions monihly, hieeer
documinied respories have not been obtained by the Coundl.
Iy adddithon, v nobed that the evaluation questions compleled
at the e of the SLA period for ‘Sample T differed to the
manitoring questions documentisd withie the SLA

30 Grank Funding See previows side.
lh’l’tﬂdlﬂﬁﬂl(ﬂﬂﬂmﬂﬂm
Ehese granks dyring the Covid 19 pandemic and wene advied by
Managemend that monthly moniinring returrs would be an
onierces task 1 place on orpankations dering this time. We
weere unable to oblals evidence of advice notes or vimilar
emmpnicationt Eaing Hived by the Cowncil B werify that
magnthly monitcring retums wene nod requined dering this time.

£ 021 Deladze, Allrights reprid

See previows slide.

PO . arevious sk,
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A Grants Policy |5 in place across the Councll which cutlines
e processes for awarding grant funding theough 2 open
call process. This policy does not apply bo grants
siminhiered theough SLAL and we were sdviied that there b
currenthy no decumented policy 1o provide guidance over the
preceisi B B Toliewed in the administration of prants

through $Las.
Dust 15 am abnence of documented policy, we identified the

Tellzrwing i relation to grants adeinistered via SLA: Thi Councll shoukd eriur thit a policy s
1] Bpccasiliation of SLA Expendturs direloped 1o outling e proceise to be

0 5L pxperciture ncuried by beseficiaied s not reconcibed  Tellowed when minitesing francial
16 supeeting recets and/or bask aterent exbracty and Sontributiont vid SLAG inchufing the
thatrefers there s o way of ensuring funds were spent in. Tollowing:

b with tha SLA conditions.

O'We moted that the Service Level Agreement (SLA) states 1) The process 10 enqune that all SLA
that charises pavakle by the Council will b¢ reviewed ahter fingactal coniribution caims ie
31 GrantFunding  the initial three-month SUA pericd. However, we were unable summartsed and recondiled to
1 plbitain evidence of a review of SLA chaeges, original feceipts, imices, and Bank
0 by asddition, e were unable by evidence & breakdown of stabements to endure funds ane
spend within the final meoeitoring form submitted by any of SpERt in lne with fram Londuiced.
thaz three samplesd SUA adminbfered grants.
2} Guidance on adminitering advance
paymenis through SLAs, including
on the amount to be
distributed and any segporting
dotumentation to be obtained.

£ 021 Deladze, Allrights reprid

A finandial asshtance pobcy will be
developed Tor approval by Coundl,

The sward wad not & grant but &

Head of Serice aibvised "Hew Bead of Servdce wil
v this 25 5600 15 possible.”

Upstated target date of implemestation;
0j08/1003
kil
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I]Ml'l'lui"l'ﬂ'nﬂ'l.ﬁldll:l

Theere b currenthy no paldance n
mmnmmmum
payments for prands managed through SLAS, inclyding
peidance on perceniage payment theesholds snd
documentition reguirementd o sdvance paymenti. For
example, Ehe Council Grants. Policy cutlines that written
requinits and fuppsrting decumentation (g, an upte-dite
bank itaterment] ibculd be submitted by beneficlaries when
iquiiting bhiden, ind datuminti guslangs o e
aimum shacce perientapes 1o be sdsinhtend,
a I Ao, w Aatid Uhal thie 5 5
agreed percestige of bdvande nobed in the SLA, with the twe
ﬂlﬁh‘ﬂmj“ﬂmmm
diffenent shvanie pRicentaped.
0 Wi witde advised by Manageman that
WIRDER PeGUEIRE 306 ROl obtaingd for SLA sdsininensd Tunds
a0 thee Council agreed with the crpanisations that they would 3¢ previous siide
b pakd a percentage upon sigeing the SLA ad the remaining
balance when they submitied thel report. We were further
dviied that advance payments were negotiabed with SLA
orgardsations. However, we wine wabbe bo obtain a
documented protess to be folowed 1o verify that the comect
process bad been adhered to.

£ 021 Deladze, Allrights reprid

See previous pide

Back to Agenda

JeepIEVME gap nrevinus slide
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expenditure and performance and noted the felkowing: ::ﬂ'l""li i =

We neviewed the processes in place b monitor grant

1l

» Sample 1: Cueition 1 the evabaition form which related to
hera thi grant husding was ipent by th Orgasisation wid not
completid by th beestficiary Rawewtr wi note that it was
midche Chear hirg Uhes ity Wild 48N in anawer 2 which
previded an overvew of the items perchaned with the

Bevseficlanien complitn pericd end evaluaticn
questignnaires, koweyer, the evakubion quetkanalm
i nat in ling wigh the repsrting temelats ncluded in
Appendix Seven of the Grants Policy bo monitor project
progness, We Piviewed the prant svaludtion fepsdti
comphibed by sb tampled beneficlare at the end of the

et niedves il i the foliowing isut:

ey

+ Samke : Cuestion 5 Tetal numbie of peogh impacted
mmHM'wnﬂumﬂu

Eruation fom

] T Comemusity Halk and Bases lundieg stream
asesyment oriteria nodes that successiul applicants are
nequined 1o submit 3 monthly mon®oring returs for DIC,
herweerer we noted the absence of mesitoring retums
{or arry of the three sampled projects within the

Community graeds - Hals and Baies grant.,

£ 021 Deladze, Allrights reprid

I

Uipdace ke Grants Policy in ling
with iy et 15 the feparting
precesses L. completion of
erhaation foi], of ehsund thal
rEpOTTing preetses cuthned within
the Cureiehl weriion ol thi: Grants
Pokicy is adhered to.

Enure that post grant berm
Eralton questions 3 cordishent
with monfioning qeestions outleed
within the SLA.

Eraure benediciaries are
mankonng returns ko the Council in
complance with the monttoring
wrangements cutlingd in the
LOGLA

Where evakution forms are
completed by bentficianies, the
Councl shauld eniate that all
Quiitica arg included in the forms
e Tully awieriod.

I adelitiann, whire changi are
ik T 1 Treieeny amedior
Termat o maoniloring prodeiset L.,
similas bo b Changes made
during Covid 19, a8v08 notes
should be Issued to organbations i
outlire the prodesses to ke adhered
o during the period.

1j  The Grants Pokcy wail be updated
POBE eI

k1] Meboeiboring redquinements will be
updated ko ensure they an
conststent with thoae outlised bn the
Rk

1 Beneficiaries’ will be requined 1o
submit monEoning regarements a5
st out i Ehair SLA

4)  Beneficiaries wil be required to
comglete ther mantaring forms in
hll,

5) Whete thanges 1 mantaring
rigingmenti ane madi thide will be
ommunicated to benefitiaries.

M0

Back to Agenda

Head of Serice aibvised "Hew Bead of Servdce wil
v this 25 5600 15 possible.”

Updated target date of implemestation;
/091023
e
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¥ Section four of the “Sample T Programmae SLA

documents the regurement for the beneficary to
document 3 respanie b pre-determiced manfioning
questions manthly, however documented resporaes
hawe ot been obtaingd by the Coundl, s sddicn, we
nioted that the evahution quettiond completed at the
el ol 1B SLA period Tor Sample I differed ba the
manfaring questiont decemented within the SLA

4] W nate that the Coundil wid sdminhiering and
Frafiaring thidd grants during the Cevid L9 pandtmic
dnd were pdviied by Management that manthly
ORRONng Petuned wold b ah onEfous task 1o plice
O eefantations duting i time. W wees unabls 1o

obtain evidence of advice notes or similar
communiatians being issutd by the Councd Lo virity

32 Grant Funding that monthly monitonng returns were not required  S9F previous side . S v ke L
during this time. ke

Mkt Comemittes Progr Updite £
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Deoringg 1hat rivirw, i idertified Ehe fellowing regarding
B0 manapement Brads Windeas AD:
Lisgwoirs Prodeid
Atetal of 34 active leavers were identified s part ol our
TEaking faf tha peried 07, /0572000 10 30042021
Theouigh further enguiry with management it was identilied
hatz
Resvesar of IT # O of three acocants was re-enabled in order bo transder
33 contiols in hat denusts BCCess b0 3 rw emplayes filing the position.
place tosupgart  * One of Rhres acoounts was re-enabled fo retrieve a fle that
remote working  wats managed by the beaver.
= The final sccount wee wese enable to determine at the tme
of testing the reason a5 o why this acooumt was reacthvated
0 the employes’s manager b out on long ferm leave.
User Aooess Revies
Theere ane v documented wier sccess reviews peromed

soras any of the is-scope spplkcations.

£ 021 Deladze, Allrights reprid

2. Managemest shod imglement 4
dotumintbd ier MRS PRGN oR
perindsr bash [maathly, guinerly,
yearly) to ensure all users have the
appeopriate kevel of access fo perform
their daily job functions.

2, Brevioutly identified in Cyber Securiy  IM/12/202
Rt this wil be included In ugdated KT
ol

Back to Agenda

Head of Service advised "Policy has betn revirwed
Iy Thirdl Pty consulSancy and will be progress
wheen a resw Business Technology Manager |5 in
m’l

Updated targed date of implemestation
wofoa 023
ko
HHHAeH
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Logging of Complaints
We tested a sample of 15 complakeds receked by the Councl
theoughaut 2021 and noted the fllowing:

Ll 12/15 complaints were not recceded on

The TASCOMI syibem. For the 1715 complainti that were
logged on TASCOMI, not all the Complaint supporting
mhﬂmlﬂhﬂ!ﬂm

For 115 complaints, the rebevant

%HHHHHHMHMWMTMH

tha gomplaint upsn receipt, maaning that the Customar
Sarvion Team wens not msds awans of the complaing ustil
ﬂﬂﬂliﬂm-ﬁ*ﬁﬂdﬂhm

For 1/15 complaints, the Stage 1
mﬁmmmuuw.wu.rmmm
Dérecior. Stage 1 responses should be peovided by the
elevast Service Linit Manager | Head of Service, 33 per the

Customer Customer Complmaenis, Comments and Coenplaints Guide,
M SerE aed onky ecalabed b2t Director il tha cimmiplilnn i
u.d.nlnibu!hpl
For 115 complalnts we wide wnable to

ubhhnidunﬂutmidnnﬂﬂhnﬂtmﬂkn
wis Issued to the Complainant to condiem receipt of the
complaint, 2 per the Confomer Sence Complaints Checking,
We wene advised by Management that the complaint was
sknowledged and respondied 1o verkally, & no syitem b
used te bog complaint acthons, we were unable to verify that
this eocurred,

Key Perfarmance Indictees (KPH)
The Customer Compiments, Comments and Complaints
Guid dscuaments kP fod gomplaint reipanied theaughout

each vage of the complaint procey. A4 not all complaints are

curdiphlly necaided on thi Te-Cane fyilem, Jubbmats;
remindari cannot ba applied 16 remind relivant itid 1o
respond 10 thi complaint in (omphandi with K.

£ 021 Deladze, Allrights reprid

1) Al Service Aneas should b granted
BECEEL 13 e Te-Care moduls ol
TASCOM, and ol complainis recetved
thoughout the Council should be kgped
on Te-Care 1o allow the Cumtomer Sendoe
Tieam 10 have oversight of complaints.

LAl Servdce Areas will be pranied acoess
&0 Ehé Te-Care wisch i part of TASCOMI,
and all formal complaints receted
thrcugheit the Council will be logged on
Te-Care to allow the Customer Service
Teeam i have oversight of complaints.

Back to Agenda

Hiead cf Service ddvised “Rollout still eagaing.”

Ustated target date of implemestatian;
Ll
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From cer sample 15 complainks we noted the kllowing in
Mwm-nhm-.

For 1115 complaints the Stage 2
mmwlihﬂﬁlﬂﬁmmﬂ
ﬂlmumﬂl&m EP o 10 workcing divi.

Far 1115 complaims the Stige 1
m“mllhﬂﬁimwi‘tﬂm
ks complaing was recenved bry the Cousl, a3 epgodad 1o the
H‘Hlﬂﬂﬁiﬂ'ﬂ.

MHEMHIM!.
mw&ummmmmwww

Cuistiomaer prepared/sent. Therelore, we were unable to determing See previous side
34 Ganie whaisther the Stage 1 0PI had besn met.

W note that freem Lanuaey 2022 @ Customer Sersioe thared
drive has been implemented 1o retain coemplaing
documentation in w0t copy. Howeser ony the Customer
Service Eeam have soce to this shared drive, 2nd individual
Senvioe Aeas cannot sve supporting dooementation into
his e,

We stknowledgn that tince the Beldwork has been carried
out, thie Cosncil hus been working with the TRSOCMI service
prividir b imprén thi carnint Beatere of the writem,
Including the sddition of an stomatic reminder feature ta
Ietege it compliange with B84, and incredsing sorii 16 the
wyibem 1o eniere all Service Anean can uplosd complainti to
Tk FysLem.,

£ 021 Deladze, Allrights reprid
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mm.mﬂmmwmum
2021 Annual Custormer Service

mkpm

. Manthly Cuslomer Service

Management Repor

. Ceartirly Service Plan KP Beparts

Deorifg Gur riviiw wit nistid Th fellowing:
mmmﬂmmm

This Ciibereie Senvioe Manigesent
MMM&HMM##W!
ek rrark of Smilir FredEunE 10 16RO on whithes
£omplainti wine rdpanded ba in Bng with The KPH cutined
willin the Campdainis Guids.
. Crartiily Service Plan KPI repadts are
subswiried 10 ihe Corporate Seraoe Committes 1o provids
3 UpHIte on pIoghess 10 MEel AdminHiraton Srvice Man
KPh. Heowwever, thiene B no spectlic Senace Plan KPI in relation
i complains, fof sxmmphs percentage of complain
responses commankcated in Bne with the EPls cutined in the
Complaints guide.
We acknowledge that dnce audit fieldwoek the Councll have
begun work to imphement KR relating 1o the tracking of
complance with complaind resporae KPR & part of the
02273 Admiréstration Serace Flan
mﬁmm

Thiere b currenthy no complaint trend
mmuummmmm
i be Implemented sorcas the Councll In response to
complaintd recetned, in order ba prevest tha somplaiet frem
re-cegurring, identify any thematic trends e imgrove
wirvicn dilrmiry Seodd the Coungil

£ 021 Deladze, Allrights reprid

Z

1} The Council will Update Custoener

Service Masapemen Repoits (Bath
manthdy and anmual reports] o
PEparT Of COmpRancE with Complaint
Gukie kPl

) A sensice KPI has been Introduced for

oomplaint handing, this ks in the
Adminhiration Service Plan foe 12721

as an inbernal Improvement.

3 The Customer Service Maraper will

carry out brend anakils an a pericdic
bt to identify thematic trends from
cemplainti redenvid thraughoul the
period, and documentirack acticns
b ke impleranbed acicid the Couneil
b improve ienvioe delvery, The

edteades ol th trend asabrb will Be

rieperiid 16 Cofparatn Jro

Committes theough the year end [04)

Admintitratien Service Man KM
Ripaort.

Hgad of Servicn advised:

*1. Mow neported thsugh pedarmance repsrt Ol
0324 dus Sept 2013

1. Complaints being reparted in line with NIPSO
complaint handling proceduns, Firt reportisg
deadling March 2034,

3. Now repored thiough perfarmande regt 01
314 dus Sept 2013,
lIMHNdMHHFﬂD
complaint handlisg Procedure. Rallout Summer
3

5. Implementing as pant of rollsut of rew NIFSOD
complaint handling Procedure. Rollout Summaer
ki

Updated target date of implementatio;
hjohies
Sdsirinda
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Original Original ':":'}';u':"
Recammendation Managemant Responss

“Rrtions Waken were not documented
hzwdmmmmmm
“Formal Complaints Broken Down by Endgury Type' seciion of
the report, meaning It wid unchear what sction had bees
takien 1o choae thie comiplaied.

v igation wir unchear,

Far 37130 ckeded complaists within the
wwmmhmwwmu 4
Thas Fiapart this eomplaing "commanty pulesmes’ Fow win
incomplite, meaning the autcome of the complaint
ieweiRigation wi unchear.

Mantiy Cutomer Service Management Repor
Whe reviwed the Doiober BT and Movemiber 2021 Monthly
Hﬂwtﬂm\lﬂfﬂﬂﬂlm
Oilober 2021 Report - for the & 3
mmmmmmmﬂ
Customer response’ colume and stage 1,2 and 3 cobimns had not been
15 SereE comphebed bo document whisther midencs of the nesponse
had been obtaked, and to clardy whether the
enguiryg‘complaint was escalabed through the complaint
stages.
. Miermber 2021 Repoet - far 15
eragainies recehed durkg Mowember 1021 the ‘evidence of
response’ colume and stage 1,2 and 3 colimns had not been
complebed bo document whether evidence of the response
had been obtaked, and to clariy whether the engar
complaint was escalibed thrgmagh the complaieg Wages.

£ 021 Deladze, Allrights reprid

e thas the Annusl Cutomer
Serici Managernes Regset b
ditumested ta cutine the scticm
Lakets 1 elese the eomplaist, along
with sy cnsieemes ariing frarn the
complaint

it Ehat menthly Ciatimer
Sernick Managemist Ripaet hully
document whether svdenie hat
been obtaid 1o verify that a
response have been ssued to the
Complainant thiough each stage of
thae complaint process. Where
Complaints are rescived 3 Stage
12 thee marapement repors shoald
recoed the Stage  andfor Stape 3
response a5 non-applcable to
chearly document Ehat the
complaint han been reiched,

4} Thi Custermer Sfvces sanager will

erebure that the Krrsl Citomer
Service Marapement Risport is fully
documented to cuthng the actions
Eadoeny b chorse: the complain, dong
with ary cutcomes arsing from the
complant.

55 The Customer Services Masager wil

ervure that monthly Customaer

Service Marapement Reports fully ':::*m e previous slide

document whether midende has
been obtained bo verily that 2
riipanss Bun bien Hiued 16 1he
Complainant throwgh each ttage of
the complaint procedd. Whene
Complainti ae retoberd o Stage 12
Ehet s Ement repord will psed
the S J and/or Stage 3 reipanie
a5 pon-applcable (o clearly docusent
that the complaint ha been rtichied,
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

Original Original ':":'}‘L':" Updated
Recammendation Managemant Responss P Status

36 SereE Ry -
HR and O

For a sampile of eight budgetany control reports, we
Identified four instances where the reporied varlances in the
Servioe budgetary conbrol repoets had not been highlighted
by Finarce & requiring further explangticn from the budpet
holders. Thes wene:

] Egdgurcing budged neport, Dtoker
T3 we kdentied that the lirpest variance was for Salaries
B Wapes - Bugis Pay' of D12600 apainis & budget of 352,300
[1.5% adverie varance] and that re explanation wad
neguiitied oF provided lof i vanaeds.

il Egigurcing badget repar, Febiuary
HOIL: ver identiied thait e Lorpest variance wisd for ‘Salarss
B Wapes - Bugis Pay' ol [13.543 aainis & budget of £352. 300
(3. 7% adveris vanance) and that s explination wid
reguiitied oF provided lof i varasds.

{i&) Emphoryee Relaticed budget repa,
Dictaasr 2030wt icdiertifieed 1hat thi [afpeit vasiandes wi fod
wmd[mm:wﬂm
mdhriras wariasod) and Chat no seplanatisn was fequiited o
provisded Tor Ehis varkance.

1) Emploryie Relations budget repor,
Febrnaary B2 1 we kdentifled that the Lingest sdverse
wariance was for Westfield Health' of £10,003 against a
budget of 55,600 (1% adverse varance] and that no
caplanakion was requested or provided for this varance.

A per section 1,7 of this report wee have ratied an
observation {which relabes to a previcaaly raed finding)
seound 3 kck of defired variance reperting Ehreshald, which
i ferthaer pubstantisted by this finding.

£ 021 Deladze, Allrights reprid

The Councll should enwwre that all
significant varlanoes are highlighbed by
Finanoe oy requiring further invertigation
from beadget holders, bo ensare that
follrd.

The Councl should shis considér difinksg
# vartance Shreshold in the Budget
§atting Procedure ba eniufe That Hived
such 23 this dé not neacir, a4 bai been
highlightiad in iection 1.7 af this rapart,

Inclusien of a defiotd variance thieshed 31 j.2013

in the Budget Setting Procedure will be
eodidered as pan of the Budpeting palicy
and procedure document.

Back to Agenda

Head of Service advised "Policy Developmend Paper
undergoing Finance coraultation. Due for wider
consuBation by Bth June”

Upcated targed date of implementation;
B/
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Tahle shorwing details of all open overdue Priceity 1 and Prioeity 2 recommeendations:

Original Original ':":'}‘L':" Updated
Recammendation Managemant Responss P Status

Whe wene adaed that Senaoe Management Oossuniial
B eei F unddt dxpenditung wiviud thi Servics budgel 15
Finance, mhich then aBosw lor und to be moved between

The Council should erbute that the
Budget Sesting Frocedue is updated 1o

Sarvice Unit busgets of o release Back 1o the everall Councll  €friee That & rellects curen budgel

3T Servie Beview - WHWMHMMMIHHWW
HR and OO Senaice Management of this proce oCoSTIng receatly,

horwever were advised that ths has occured In previous
{inaniial years.
We reviewed the Cowncll's Busdget Setting Procedure and
identified that the process for mowving fends between Sendoe
LiniEs or releasing funds back bo the Councll budget hat not
been defined and documented wishin this procedure

£ 021 Deladze, Allrights reprid

practices and procedures, intluding the
processes for moving fands between
Service Units or releasing fonds back 1
the Coundci budget.

Updanp ef the Budipet Stting Procedars b

ensure that it reflects curent budget 3032013
practiond afed procedured, ifchading the
processes for moving fusds between

Servic Units of releaing fusds badk 10

the Council budge will be considered as

pait of the budgeting pelicy and procedure

document.

Back to Agenda

Head of Service advised "Policy Developmend Paper
undergoing Finance coraultation. Due for wider
consuBation by Bth June”

Upcated targed date of implementation;
B/
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Statement of Responsibility

Wie taki respansibality fos this rapar which is prepared on ihi basis of the limitations set out below. The matters ratsed in this repoet are only these whick camse 19 our attention during the course ol our wark and ane not
necessarily a compeehensive statemant of all the weaknesses that exist of all imprevements that might b made, This neport is not based on an atlest engapement. Wi have relied on information provided by Ards and Nantk
Diwwr Borough Courdil's managemsnt, and wir &g nod accopd responssility far such infarmation and have not perlormed ary substantiation or externad confirmation procedunts 1o establish its accuracy of complateness,

Recommendations for improvements showuld be assessed by the you (Ards and North Down Borowgh Counci] for thedr full impact before they are implemented. The performance of our work ks not and should not be taken as a
substitute for management's responsibilities for the application of sound management practices. We emphasise that the responsibility for a sound system of infemal controls and the prevention and detection of fraud and ather
irregularities rests with management and work performed by us should not be relied upon to identify 2 strengths and weaknesses in intemal controls, nor refied upon to identify all circemstances of frawd or inegularity. Even
sound systems of internal cantral can anly proside reasonable and not absolute asdurance and may not be proaf againgt collusive frawd.

Thid documsent i conlidential and propaned solely lof your infermation and 1Rat of other Benefigiaries of our ddvice iited in dur engagement leter, Thenefane, you should rot ieler b0 of i duf Ade of this document (in whals
oF in pat) for oy othed purpesi, disclose them of refer 1o them in any praspectus of olher document, of make them availsble of commianicati them to any other pany without cur prior Juthersation, No sther party is entitled
b ritly o Gur document Tor any purpese whatsoever and thus we accept ia EabiBly 1o any other party who i shewn of gains access to this dogument.

Belfast
Junie 2023

At Committer Progres Update L2 ]
© 1021 Delaize, Al rights rewenend Jare 301
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Deloitte.

AL Dedodtte, wie make an impact that matters b our chents, our peogde, oo prolesskon, and in the wader society by delvering the solatiord and insights they need to addness thes moot Comphes: bisness chalbenges. As the Largest plobad profesional sendes

and consulting network, with ever 11 2000 professionali in meee than 150 countries, we Bring workd clat capabities and high quality servioet ta our clients. Inireland, Deloite has over 1000 people providing audi, tax, convdting. corporate finance and ik
adnry SeriCes 10 pulblic and privabe clents ipansing multiphe indusiress, Our peophe have the beaderchip capabibitees, expeviendcs ard ingght 0o oollabarane with clients 25ty can M farwand with conlidesde.

Thils peakdication has baen writien in general berms and we recommand That you obtain professional advice before acting or refralning from scthon on any of the contents of this peblication. Deloitie Ireland LUP accepts rc labdity Tor any beas oocaskoned 1o any
pirsah Stng of elrainisg Tram SCoan 44 8 réiull of by matenial in (his publicatisn

Debstte breland LLP Is & limited labdity partreribip regabered in Korthern ireland vaith registered number MO S99 and Bs repisbered office ot 17 45 Great Viclort Streed, Uncoln Bulding, Betast, BT2 750 Northern reland.
Debostie breland LLP s the beland abiliate of Deloite MSE LLP, a member firm of Delodtte Touche Tohmatsu Usited, 3 UE private comparny bmited by prarantes

{DUTL"). BTTL and each of it member fima e hiygally iepadine and indepinden] entities, DTTL and Deloiite N3E LLP do not provide tenade 19 clients. Meadn tee waow delotie com/abeut b learn méfe aboul our plebal netwerk of membser firms,
Thee Debotie Ireland LLP privecy notice i svailabbe ot v, deioite ) prvacy

£ 2022 Dedoitte Inelaned LLP. AN rights redeneed.
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Ards and North Down Borough Council

Internal Audit Cyber Security Review

An assurance review to assess the status of implementation of recommendations
made in our Advisory Cyber Security review in 2019/20.

May 2023

Ards and Morth Down Borough Council - Internal Audit Cyber Security review

This repart is intended solely for the information and internal use of Ards and North Down Borough Council, and should not be used or relied upon by any other persoen or
entity.
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Ards and Morth Down Borough Council - Internal Audit Cyber Security review

This repart is intended solely for the information and internal use of Ards and North Down Borough Council, and should not be used or relied upon by any other persoen or
entity.
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1. Overview

The 2022/23 Annual Internal Sudit Plan includes provision for an assurance review bo assess the status of implementation of the recommendations made in the Advisory
Cyher Security review in 2019/20.

At the request of Ards and Morth Down Borough Council [the Council), Deloitte performed a high-level Advisory Cyber Maturity Assessment of their corporate network and
systems from their Head Office at Town Hall, The Castle, Bangor during September 2019, This review included assessment of the Council’s eyber maturity level, which was
deemed “repeatable’. This assessment and the associated observations and recommendations aimed to highlight opportunities to improve the cyber security posture to
meet the Council’s desired maturity state, which was "defined’, There are five cyber maturity assessment ratings, which range from “initial’, whereby very few cyber security
controls have been implemented to protect an organisation’s information assets, through ‘repeatable’, ‘defined’, ‘managed” and right up to "optimised” which is a military
grade rating for cyber security controls,

1.1. 5cope and Objectives

The objective of this internal audit was to assess the status of implementation of recommendations made in the Advisory Cyber security review in 2019720,
The audit focused on the following areas:

Risk Area Recommendations for Follow-Up

Cyber Security Domain [as Security Programme Management [two high and one medium priority recommendation).
per the Cyber Security Information Management and Protection (one high, two medium, and two low priority recommendations).
201920 review) Security Awareness and Training [one high and three medium prionty recommendations),

Third-Party Management [four medium and two low priority recommendations).

Assassment Management and Physical Security {twoe medium and one low priority recommendation).
Identity and Access Management [bwo medium priority recommendations],

Infrastructune Protection [three high, three medium and one low priority recommendation],

Threat Analytics (one high, two medivm, and two low priority recommendations).

9. Vulnerability Management (two high and three medium pricrity recommendations).

10, Risk and Compliance Management (one high, one medium and one low priorty recommendation],
11. Security Operations (two high, two medium and twao low pricrity recommendations).

12. Crisis Management and Resilience jone high and two medium priority recommendations).

13, Incident Response and Forensics (three high and two medium priority recommendations),

Bl S

Ards and North Down Borough Council = Inteérnal Audit Cyber Security review

This report is inbended solely for the information and intermal use of Ards and North Down Boraugh Council, and should not be used ar religd vpon by any other person ar
entity. 3
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Thi% audit did not include testing of the contral effectiveness of each of the 13 areas identified above and focused anly on assessing the extent to which the recommendation
has been implemented.

1.2. Approach

In arder to complete this engagement, we used a combination of the following:

*  Metwith relevant stakeholders including the Head of Strategic Transformation and the Performance Improvement Manager (in absence of the Business Technology
Manager) to gain an understanding of progress made towards implementation of recommendations raised as part of the Deloitte Cyber Security review 2019720,
Reviewed supporting documentation or to assess the implementation status of recommendations from the Deloitte Cyber Security review 201920,

Azzessed the implementation status of each internal audit recommendation as open, in progress or closed.

Held a close out meeting with relevant stakeholders to discuss any review oulcomes,

Prepared a draft report outlining the assessed status of each internal audit recommendation,

Frepared a final report.

Our sole source for information has been management information and representations. We do not accept responsibility for such information and have not performed any
substantiation or external confirmation procedures to establish its accuracy.

Our work was performed in accordance with the Deloitte Internal Audit Methodology which is consistent with the standards of the Chartered Institute of Internal Auditors,
Cur work was carried out during January 2023 = February 2023.

Ards and North Down Borough Council = Inteérnal Audit Cyber Security review

This report is inbended solely for the information and intermal use of Ards and North Down Boraugh Council, and should not be used ar religd vpon by any other person ar
entity. 4
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1.3. Summary of findings
In Section 2 we have set out our findings from the review of implementation of recommendations from the Cyber security review 2019720,

There were 17 High Priority recormmmendations open from the previous review. At the time of our fieldwork for this report, we determined that 2 findings were closed, 5
waere in progress, and 10 were open.

There were 29 Medlum Priority recommendations open from the previous review. At the time of our fieldwork for this report, we determined that 2 findings were closed, 2
were in progress, and 24 were open.

There were 11 Low Priority recommendations open from the previous review, At the time of our fieldwork for this report, we determined that 0 were closed, 1 was in
progress, and 10 were open.

Closed In Progress Open Total
2 3 10 17
2 3 24 29
0 1 10 11
4 9 44 57

Full details of the Closed and In Progress issues may be found in Section 2 of this draft report. Findings from the 2009/20 security review that remain Open were not included
in Section 2, as these recommendations are unchanged from the original report.

Details of priority ratings may be found in Appendix Il

Ards and Morth Down Borough Council = Internal Audit Cyber Security review
This report i intendied solely for the information and internal use of Ards and North Down Borough Cowncil, and should not be used or relied upon by any other persen or
entity. 5
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1.4. Conclusion

The Council’s overall cyber maturity level was determined to be repeatable (2 out of 5 on a cyber security maturity scale — Appendix 1), This score has not changed from the
Cyber Security Review 20189/20. There are a number of good practices noted in the initial review that remain in place or have been implemented in the past few years,
howewver, there is a significant amount of work to be completed before the Council's desired level of maturity, defined (3 out of & on a cyber maturity scale), is achieved.

freas of concern include Third-Party Management, |dentity and Access Banagement, and Incident Response and Forensics, These are domains on which limited
improvements have been made since the 2019 Cyber Security Review. In addition, there are a number of high and medium priority findings across the 13 domains in scope
that hawve not been addressed,

Consequenthy, on the basis of the Internal Audit work undertaken, we have given a limited level of assurance that the system objectives will be achieved, Refer to Appendix Il
for a definition of the assurance level given.

Ards and North Down Borough Council = Inteérnal Audit Cyber Security review

This report is inbended solely for the information and intermal use of Ards and North Down Boraugh Council, and should not be used ar relied vpon by any other person ar
entity. &
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2. Follow Up of Cyber Security Review Recommendations
2.1 High Priority

i Intermal Audit
i assessmentasof §
February 2023

Original

Management Update/ Outstanding

Original Finding Details Actions

Original Recommendation Priority

Rating

§ Intérmal Audit work undertaken

: The organisation currently does not

: have a Data Protection Officer (DPO). : council hire a new DPO for the - : has been examined, showing that :
: The previous DPO leftin September. It oeoanication as soon as possible. : a DPO is in place as of September :
: was noted that there is a job opening : 1 additien, it Is recommended to : : 2022, i

 currently advertised,

It is recommended that the :

: provide adequate training and
: resources to the DPD to ensure
: that resources are available for :

High

: The Council’s organisational chart 2

: current and future obligations. : i i ;
There is no documented security : It Is recommended that the High While phishing campaigns are @ In progress, Sep 223 - Cyber Security Awareness
awareness, training policy or training § Council should implement  a taking place regularky within the Managed Senvce.
programme, It was noted that the | formal security awareness and organisation, there is no other They ECT: Policy Wil be: Lupcated ibo i Inchate
Business  Technology  manager | training programme that provides formal  security  awareness ETand Croer Sty Tmining:
performs informal security training | adequate  security  awareness pragramme of training policy in
and  awarentss  presentations. | training  te ol employess place for employees. It has also Updated Target Date: 30 September 2023
Additienally, awareness emails are | throughout the Council.  This been nated that discussions with
circulated in relation to issues such as @ should be regularly reviewed and Wt _l:nmpllarrne o _Mm
phishing attacks that have cocurredin @ updated to account for emerging steamings and other training hive
the pasi. cyber threats. occurmed.
There is a lack of adequate endpoint : 1y iy recommended that the ; HiEh ESET endpoint antiwirus, by ; Closed.
protection software in place for the : council acquire and implement Integrity360, was implemented in
ofganisation. It was noted that : e comprehensive  anti-virus 2022 on all endpoint devices. A
Windows Defender is in use for anti- : cofrare to ensure the protection Satement of Works between
wirus, however this is limited in i85 5 (he organisation endpaint Integrity360 and the Council was
features, devices. provided evidencing this.

Ards and Morth Down Borough Council = Internal Audit Cyber Security review

This report i intendied solely for the information and internal use of Ards and North Down Borough Cowncil, and should not be used or relied upon by any other persen or

entity.
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Original Finding Details

: Internal Audit
7 atsessment asof
February 2023

Qriginal

Management Update) Outstanding

Original Recommendation
e ' Actions

Priarity
Rating

! Internal Audit work undertaken

There are currently no hardening

It Is advised that the Counc

High

I Council have consulted with IT

documentation  in place  for
hardening  of  infrastructure
COMponents,

In progress,

guidelines dacurnented for : jnroduce  formal  minimum Aasist,  provider  of  server the patching perspective, we patch NDA

infrastructure components (firewalls, @ coesnity baseline standards for all infrastructure, around  server servers along with all other servers

servers ete). r—— updates and hardening, and hested without aur hasting
communications  between  the environment. These are always patched
parties were examined. the weekend after the 2nd Tuesday of
Howewer, there iz no formal each month.

IT Assist have advised as follows: ‘From

From a wirteal perspective, our wm
templates that we use to deploy virtual
servers from are hardened to a certaln
extent. Most of the hardening on our
domains is managed by group palicies on
the domains, these are used to manage
local and remote acoess to servers,

disabling wnneeded SEMVI0RS,
renaming/disabling of local accounts
[following best practice).

This will be incorporated into the CT
Policy that is currenily being updated
together with a policy for on-premise
SEFRETS.

Updated Target Date: 30 Leplernber 2023

There is no documented penetration
testing process in place, A third-party
penelration test has been performed
in 2019 and it was noted that there is
aplan for a yearly penetration test by
the third party. However, this has not
been formalised and a report of the
previous penetration test was not
provided to Deloitte,

It is recommended that the
Council implement a penetration
testing process which outlines a
schedule for conduction
penelralion tests internally and
externally and that the output of
the wests  are  tracked for

cormpletion/remediation.

High

Council have provided reparts and
results of extermal penetration
tests  from 2021 and 2022,
Howewer, internal  penetration
tests are mot condwcted, and
there is no formal schedule or
calendar in place for pen tests,

In progress,

We are currently secking quotations to
procure this service.

Updated Target Date: 31 August 2023

Ards and Morth Down Borough Council = Internal Audit Cyber Security review

Thiz report is inbended solely for the information and internal use of Ards and North Down Borough Council, and should not be used or relicd upon by any other person or

entity.
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Original Finding Details

: Internal Audit
7 atsessment asof
February 2023

Qriginal

Management Update) Outstanding

Original Recommendation
e ' Actions

Priarity
Rating

! Internal Audit work undertaken

Active Directory logs are generated @ i s advised that the Councl @ HEh : Audit logs and reviews, induding @ In progress. @ We are currently seeking quotations to
but are not resiewed unledss an actively monitors Active Directony corfedponding  actions,  were  Automation of | procure this service.
incident is identified and Irmpestigated. logs. recehved and examined, Audit logs : this prOCess
are checked by the Business @ should b
Technology  Officers  weekly, | considered te ; Updated Target Date: 31 July 2023
lssued and correiponding actions ; endure
are dotumented. consistency.
There Is no formally docurmented
proceds in place to monitor AD
logs.
 The current Business Continuity FIan © yis recommended that a Busingss - HIED  © A Busingss Continuity Plan i in : In progress. T'Good practice guidelines have been |

I [BCP) is not up-to-date or appropriate
2 for  the

: Continuity  Plan s
requirgments  of  the :

formally :
documented ta take into account :

I progress,

Waorking  papers :
I evidencing this were shared with :

¢ reviewed and an IT DAP is being drafted in :
i accordance. Initial stages of compiling all :

: organisation. It was noted that this © ge  continuation of business : : a member of the Audit team. i DT Assets, identifying Key Suppliers, :
i was under review at the time of this © proceaes in a disaster scenario, : ESET Protect Cloud managed : ¢ Applications, Backup and Restore details, :
1 assessment. such as Business Technology | Iservice is in place and ako : : will be completed by end May 2023,
i ! processes. i provides some huslnessg Reviewing Blas, Defining RPAD and RTO will
i I continuity management services : : be completed by end June, with the :

I b the Council. i ¢ remaining stages of Enacting and Exercise :

¢ baing in place by end September 2023

Updated Target Date: 30 September 2023

Ards and Morth Down Borough Council = Internal Audit Cyber Security review

Thiz report is inbended solely for the information and internal use of Ards and North Down Borough Council, and should not be used or relicd upon by any other person or

entity.
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2.2 Medium Priority

Internal Audit
assessment as of
February 2023

In progress,

Original

Management Update/ Gutstanding

! Internal Audit work undertale
i niemn L] wWo unae n mlnﬂ:

Original Finding Details Original Recommendation Pricrity

Rating
bedium

' Staffing  complement Was
increased in September 2021 with

Management will review the current

There is no documented proCess in
skillset of Business Technology Officers.

It Is recommended that the

plate for developing in-house talent

Cauncil should réview the currént

or providing Information  security ¢ skillset and resources Internally to the hiring of a Business

specific  training to  Business ! manage security at an effective Technology Officer. The job

Technology personnel. level, There may be a description for the BTO was Updated Target Date: 31 August 2023
requirement to upskill current acquired 1o ensure  sufficient
staff or increase the headcount aof skills, including security

management,  wene biing
covered, However, it was not
possible to determine whether
the employee has the necessary
skills, as lald out in the job
description, A5 per the original
recommendation, the Council
should review the current skillset
and resources anpund security
Fanagement.

With regard to a handover period,
wie were advised that, it is not
Council policy to bring in a
replacernent  ahead of  an
emplayee leaving,

: Phishing campaigns have taken
: place within the organisation on 2
¢ all departmients and levels of staff :

suitable resources to mitigate the
risks due to staff twrnover. It s
also recommended that a sustable
handover period take place in
sidvance of amy key resource
leawing the organisation.

: Though cyber-attack simulations have © 4 5 advised that the Councl @ Medium
: been carried out in the past, they : P

H g : considers  performing
: were done on an ad-hoc basis. Cyber- : gophicticated and regular attack

:attack  simulation  exercises (L€ : gimulations te  mimic  cyber : approximately every six weeks
: phishing  campaigns)  are Ol yhrears in order to educate : : since September 2022, Employee
: performed regularly on all levels of : employees BEFOSS the : I results are  tracked far  the 2
: staff. There have been no successiul : H I EAMpPaigns. :

i organisation.

Ards and Morth Down Borough Council = Internal Audit Cyber Security review

This report i intendied solely for the information and internal use of Ards and North Down Borough Cowncil, and should not be used or relied upon by any other persen or
entity. 10



i phishing attacks on the organisation :
i to date, however there is a growing |
i concern driven by the increasing :
i volume and complexity of these |

Original Recommendation

Agenda 5a. / Item 5ai - Internal Audit Progress Report Cyber Security Rev...
Deloi
eloitte.

Original Finding Details

Qriginal

Priarity
Rating

! Internal Audit work undertaken

i Penetration testing has taken :
i place annually since 2021. :

Internal Audit

7 atsessment asof

February 2023

Back to Agenda

Management Update) Outstanding
Actions

i attacks. : : : : : :
: Metrics  relating  to  employee : it |5 recommended that the : Medium  : Phishing  campaigns  occur ¢ In progress. : Council have procured a Managed Service |
: completion of security awareness  council should produce metrics to | : approximately every sin weeks, | : from Cyber Security Awareness. CSA
:training are not recorded and : jpdicate compliance levels of : :and 3 detadled Phishing Audit : tcreate @ baseline through an initial :
:reviewed. There s no o central : oniaiees with security - : report was provided to the Audit : ¢ phishing campalgn (conducted April 2023) :
: repesitory of training and awareness © g reness and training initiatives. | : team. This report outlined the : : following the baseling report all computer
3 raterial for employees. : : 3 results and remediation actions : : users will be enrolled en mandatery Cyber -
: : undertaken by employees who : Security Awareness Training.  Monthly :
: have falled phishing campaigns. : phishing campaigns will coour and where :
: There i no evidence of a central 2 ¢ ousers who prove to be a security risk will 2
: repository  of  training  and : ¢ beidentified and provided with additional :
I AWareness material for : ¢ in-depah training, i
: emplayees. i E
: Updated Target Date: Commenced :
i i i i i - 28042023, i
There is a limited collaboration @ i recommended that there s ¢ Medium @ While discussions on providing @ In progress.
between Business Technology and HR & ponre  inodepth  collaboration elrarnings and other training hawe
in  order to  develop  SECUNYY ! patwesn HE and the Busingss occurred between the Business
awarenass material, Technology  department  to Technology  team  and  Meta Updated Target Date: Sec above,
implement and monitor security Compliance, fo security
AWaArEness initiatives, awareness  material has  been
developed. Additionally, HR were
not involed in these discussions.
There is no technology in place t0 @ 4 o sdvised that the Councl i Medium Sepdoe Manager  Console : Closed.
assist  with incident  response : gocace norential platforms for the ticketing system was shown to be
scenarios [e.g. ticketing system, e1¢.). : |gaping and tracking of incidents in place for logging and tracking
for appropriateness of enabling incidents.
corrective planning.

Ards and Morth Down Borough Council = Internal Audit Cyber Security review
Thiz report is inbended solely for the information and internal use of Ards and North Down Borough Council, and should not be used or relicd upon by any other person or

entity.
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2.3 Low Priority

Original :  Internal Audit

Management Update/ Outstanding
Actlons

Original Finding Details Original Recommendation Pricrity Internal Audit work undertaken © assessment as of
: Rating - February 2023

D0t Is advised that the Councl : Low MyNCEC  monitors  for  cyber i In progress. ! Management is considering eptions for :

I There s no documented process to

: monitor the Coundl's online : consider  conducting  cyber irends  and notifications  of : ! the wuse of Threat Profiles to better :
i presence from a cyber security i security research for current : i findings are sent to the Busingss : i understand the threats the organisation :
: perspective (i.e. information : cyber trends and emerging cyber | : Technology Officers. : faces. :
: disclosure]. There is no consideration © threats that could target the : : There s no consideration for the :

: for the organisation’s external cyber  © Council. : organisation’s  external  cyber :
 threat profile. : : : threat profile. : : Updated Target Date: 30 Novernber 2023

Ards and Morth Down Borough Council = Internal Audit Cyber Security review

This report is intended solely for the information and internal use of Ards and North Down Borough Council, and should not be used or relied upon by any other person or
entity. 12
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3. Statement of Responsibility

W takoe responsibility for this report which is prepared on the basks of the lmitations set out below. The matters ralsed in this report ane only those which came to our atbention during the course of our work and are
nod necessarily a comprehiensive statement of all the weaknesses that cxist or all improsements that might be made. This report is mot based on an atbest engagement. e have neled on indormation provided by Ards
and Maorth Down Borough Council's management and we do not acoept responsibility for such informatson and have mot performed ary substantiation or external confirmation procedures to establishes acouracy or
comphiterig.

Recommenditions lor impaovements should Be dtsedied by you Tor thiir Tl impact Belone iy ahé implemented. The performance of Gur work i nat and should fot be tken 33 5 lubdlitute for msnagement’s
responsibilities for the application of sound management practices. We emphasise that the responsibdity for a sownd syatem of internal controls and the prevention and detection of fraud and other bregularities
resis with management and work performed by us should not be relied upon to identify all strengihs and weaknesses inintemal controls, mor relied upon 1o dentify all decumstances of fraud or irregularity. Even
sound systems of internal controd can only provide reasonable and nat absolute assurance and may not be prood against collushae fraud.

This document is confidential and prepared solely for your information and that of other beneficiaries of owr advice listed in cur engagement letter. Therelare you shauld nat refer bo o uie our name o this decument
{in wiheole or in pari] for any other purpose, disclose them or reder to them In any prospecius or other documant, or make them available or communicate them to any other party without cur prior authorisation. No
ather party i entithed to rely on cur dogwmant for any purpese whatsoewer 2nd thus we accept no Eabilty to any ciber party who Is shown or gains access 1o this document

David Kinsella

For and on bekalf of
Deloitte breland (WI) Ltd

Lincobn Buslding

27-45 Great Victoria Street
Belfast

BT2 75L

Date: 12/05/2023

Senior Managar: Camadle MeDormolt
Auaditor: fessica 'Wyer

T: 0044 2895 523616

Ards and Morth Down Borough Council = Internal Audit Cyber Security review

This report is intended solely for the information and internal use of Ards and North Down Borough Council, and should not be used or relied upon by any other person or
entity. 13
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Appendix |: Cyber Maturity Assessment

Maturity Assessment

The below image deplcts five levels of maturity. These levels are used throughout Deloltte’s maturity framework to assess the Coundil's current level of maturity.

Ll 2
Flepeaatable

Lewved 5

Cptimised

Procevus. see nob Sefined
A e, i poriorTred e Orriely

D procasses ane defined

PO dridrs. bof rdasunemael rdor Comet and
iifeinrlnng o & il Saisd iy Capaaty aecivistind
arm ek e

Ghnard procediid ann Sefnod and degloymd
o sy, oo medremel erdor et and
iipaiarinng of &yl S wrilfy Capalelily aclvilerd ahe
o e

Acvanced OCIEE. N dofird Snd CONBndedy

¥ 8 89

St poMrs i firipinriluiteirh Puren Disie
introacid bul ol ol and neigordsiies. ane nol
Cinarty dafad
Erpkrymsiri aft goven e Sty awan
Korwiadge whared witin ha leam

Soma marics ane difirssd

Rokes gnd reagonsdulifes are chaarhy defined
Eaoculraps are respormibis for segur By opetalion
Trigenen] malevisls oo (0L omieind

Enowisdps = ihansd on &0 &d Boc Badel Baough
SeC Uiy L Neeided 10 suepor! The elon
Sorma mlncl and SEon Caid DOt il e

Rerigrristaary. b oo albarmy. miw devtrssd

i hais Py wn pokisc i Mo prireind arud idisct

Stareiard sacurnty lschoology & m placs 1o delect
e DRl LUy N deniy

Sustour ity QS a0e Monionsd Bul M procid oo nal
AT

Thafel P fafail Buder @cinly b B O ikl
Some ool aen placo 0 ppot end sulomale
ool LY ST B

Shanciard Mechiiligy il kel S ugcisled
et Ergers mulbpis Lo Dot

Il Gl O kbON 10 D0R0CT Sl iy
ol wilth a & SIEW

Trard pbrises v Debieni e

Soma el echaoiogy 868 N platE 15 luppcr] and
T S ity parahone

Saanctard tex: heschengry i placa and conbnucasly
] WG il pacinh aguderTd dndobi

SIEM S0MBON = 1 (A0 B3 ANCHE Compabon
g et

Ackvncod Wechnology = N place o prowest snd
CRCT BT O s

GAEM soluhcn m o plsce e conbnuoundy rfred
o prwven @nd delec] Sy nocents

T heintilitagind. B3 dnlirul G ulily GO BN a8
i place 5 Far epareshon Conmbndsly
el P S SCCuEtEs i e Rk

Back to Agenda

Ards and North Down Borough Council = Inteérnal Audit Cyber Security review
This report is inbended solely for the information and intermal use of Ards and North Down Boraugh Council, and should not be used ar religd vpon by any other person ar

entity.

14



Agenda 5a. / Item 5ai - Internal Audit Progress Report Cyber Security Rev... Back to Agenda

Deloitte.

Appendix Il: Reporting Definitions

Assurance Opinion

For each repart delivered In the annual Internal Awdit Plan, we will provide one of three levels of assurance, ranging from satisfactory assurance to unacceptable assurance. These assurance
bewels reflect the latest requirements of the Department of Finance (DAD (DoF) 0716}

Evaluating and Testing Conclusion

Overall there is a satisfactory system of governance, risk management and control. While there may be some residual risk identified, this should not
significantly impact on the achievement of system objectives.

There are significant weaknesses within the governance, risk management and control framework which, if not addressed, could lead to the system
objectives not being achieved.

The system of governance, risk managemaent and contral has failed or there is a real and substantial risk that the system will Bl to meet its
objectives,

Ards and North Down Borough Council = Inteérnal Audit Cyber Security review

This report is inbended solely for the information and intermal use of Ards and North Down Boraugh Council, and should not be used ar religd vpon by any other person ar
entity. 15
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Appendix Ill: Priority Definitions

Failure to implement the recommendation is likely 1o result in o major failure of a key organisational objective, significant damage to the reputation of the
organizatien or the misuse of public funds.

Failure to implement the recommendation could result in the failure of an important organisational objective or could have some impact on a key
organizatienal objective.

Fallure to implement the recommendation could lead to an Increased risk exposure.

These definitions of evaluations shouwld be interpreted in conjunction with the scope of the audit work and in the overall context that owr findings should enly be relied upon to be representative
of the operation of control precedures at the time of discussion or observation of these control practices and in relation to the transactions tested. Projection of evaluations of future periods
is subject 1o the risk that the policies and procedwres may become inadequate because of changes in conditions, or that the degree of compliance with these policles and procedures may
deteriorate. The performance af Internal Audit work should not be taken as a substitute for management”s responsibilities for the application of sound commercial practices. We emphasgise
that the respensibility for a sound system of internal controds rests with management and work performed by Internal Audit should not be relied upon to ientify all strengths and weaknesses
that may exist. Neither should Internal Awdit work be relied upon to identify all circwmstances of fraud or irregularity should there be any, although our audit procedures have been designed
so that any material irregularity has a reasonable probability of discovery. Even sound systems of internal control may not be proof against collusive fraud. Internal audit procedwres are
designed 1o focus on areas as identified by management as being of greatest risk and significance.  Effective implementation of owr recommandations by management is important for the
maintenance of a reliable internal control system.

Ards and North Down Borough Council = Inteérnal Audit Cyber Security review

This report is inbended solely for the information and intermal use of Ards and North Down Boraugh Council, and should not be used ar religd vpon by any other person ar
entity. 16
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At Delpitte, we make an impact that matters for our clients, our pesple, our professien, and in the wider society by delivering the solutions and insights they need
to address their most complex business challenges. As the largest global professional services and consulting network, with over 312,000 professionals in more
than 150 countries, we bring world-class capabilities and high-guality services to our clients. In Ireland, Deloitte has over 3,000 people providing audit, tax,
consulting, and corporate finance Services to public and private clients spanning multiple industries. Cur people have the leadership capabilities, experience and
insight to collaborate with clients $o they can mowve forward with confidence.

This publication has bean writben in general terms and we recemmend that you obtain professional adwice before acting or refraining from action on any of the
contents of this publication. Deloitte Iréland LLP acoepts no lability for any loss eccasioned to any person acting or réfraining from action as a result af any
matérial in this publication,

Deloitte Ireland LLP is a limited Hability partnership registered in Morthern [reland with registered number NC149% and (ks registered office at Lincoln Bullding 27-
45 Great Victoria Strect Belfast BT2 751, Northern Treland.

Deloitte Ireland LLP is the [reland affiiate of Celoitte NSE LLP, a member firm of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee
(*OTTL"). OTTL and each of its member firms are legally separate and independent entities. OTTL and Deloitte NSE LLF do not provide services to clents. Please
sini www deloitbe. comyfabout to ledrn more about our glabal network of member firms.,

£ 2023 Deloitte Ireland LLP. All Fights reserved.
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In line with good practice, we have worked in partnership with Senior Management to prepare a four-year Internal Audit Strategic Plan and Annual
Internal Audit Plan which is based on the current and emerging risks for the Council, in line with the Public Sector Internal Audit Standards (PSIAS) and
the standards of the Chartered Institute of Internal Auditors.

1. Introduction

1.1 The Role of Internal Audit

Internal auditing is an independent, objective assurance and consulting activity designed to add wvalue and improve an organisation’s operations. It
helps an organisation accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk
management, control, and governance processes,

Qur role is to provide an independent opinion for the Audit Committee on risk management, internal control and corporate governance. In order to
provide this opinion, we are required to review annually the risk management, internal control and governance processes within the Council.

1.2 The Internal Audit Strategy and Internal Audit Plan

The proposed Strategic Internal Audit Plan allows an organisational wide view of current and emerging risks for the Council over a four-year peried. This
will help ensure the most efficient and effective use of Internal Audit resources and enable us to focus on areas at greater risk.

In line with the PSIAS, on an annual basis we provide the Audit Committee and Senior Management with a risk based Internal Audit Plan. The Annual
Internal Audit Plan enables Internal Audit to facilitate:

* The provision to the Audit Committee of an overall opinion each year on the Council's risk management, control and governance;

« Review of the Council's risk management, control, governance systems through periodic audit plans in a way which affords suitable priority to the
organisation’s objectives and risks;

Prowvision to management of recommendations arising from Internal Audit work;

The identification of audit resources required to deliver an Internal Audit service which meets required professional standards;

Effective co-operation with Externmal Auditors and other review bodies; and

Provision of both assurance and advisory services by Internal Audit, to enhance and protect organisational value by delivering insight and assurance.

¥ . L] .

The Internal Audit Strategy and Internal Audit Plan are aligned to the Council's current risk profile, and will be updated at least annually. The Audit
Committee is therefore requested to approve the Annual Internal Audit Plan 2023/24.

The work of Intermal Audit fits within the framework of assurance already established within the Council. It will complement the ongoing risk
management framework and other assurance mechanisms, and thus is not to be considered as the only source of assurance for the Audit Committee.

& 2023 Deloitte Iredand LLP. All rights neserved. Ards and Morth Down Borowgh Council 3
Diraft Internal fusde Plan 2023724
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2. Approach

Approach

Our approach to the development and preparation of the Internal Audit Strategy and Internal Audit Plan is delivered through a tried and tested
methodology and our understanding of the Council and the assurance requirements. This draft Internal Audit Strategy and 2023/24 Internal Audit Plan
is presented to the Audit Committee for approval. A summary of the approach is outlined below:

v v v v o o v
0-0-6-0-0:0-6-©

Review of the Discussion on Development of Drafting of Management CURRENT STAGE: Final revisions to Finalisation of the
Corparate Risk the risks and a long list” of focused FY2023/24  Provide AURRE Committee draft Inbermol Tl Casi;
Registers and proposed auditable areas Internal Audit Plan comments and review of the Draft  augit Strategy Strategy and
intesnal sudit areas of in He (Section 5) which guidance to Tnternal Sudit and Intermal Internal Audit Man
COvErpge in internal audit forthcoming considers strategic ensure the plan Strategy and HAupdit Plan and
t pears with four years and operational s truly tailored Internal Audit Plan communication to
Franagement eyclical priorities senior giaff
(Appendic 1)
Audit Needs Assessment
Ards and North Down Borough Council 4

& 2023 Deloitte Iredand LLP. All rights neserved.
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3. Risk Universe

Back to Agenda

The diagram below sets out the Corporate risks impacting upon the Council. These risks have been used in developing the Internal Audit
Strategy and Annual Plan. Risks in the diagram below have been taken from the Corporate Risk Register September 2022 (as provided to us in

February 2023), and colour coded to reflect management's assessment of severity as documented in the risk register.

Corporate Risk Areas

CR3 CR7

CRB
Fallure to transfer
powers to Council
CRS
CR4
Business Continuity Decisions outside
Planning &
f Emergency Bud
Planning = geting

& 2023 Deloitte Iredand LLP. All rights neserved.

CRS
Stakeholder

Engagement

CR10
Inabllity to develop
Local Development

Plan

Financial
Management and
Resource Planning

CR1
Ineffective
implementation of

the Community Plan

Compliance with
Statutory
Obligations

CR14
COVID=19 Pandemic
and future
pandemics

CRE
Health & Safety

Ards and Morth Down Borowgh Council
Diraft Internal fusde Plan 2023724



4. Internal Audit Plan 2023/24

In the following table we have set out the proposed assignments to be delivered during 2023/24,

Key to Icons

ASSUFANCE PEVIeWw

Core team

Subject matter experts

AdviSOry réeview

AfSurance Senior Deloitte

Team

or Management

Advisory Lead

Related
Corpora
te Risk

Cyclical

Proposed
start date

Back to Agenda

Audit Scope and Additional Comments

Strategic
Head of Finanoe
J§ Head of

Service reviews 30 E Agoets and @
Propérty
Cervices

Operational

Emergency Head of

12
Flanning Administration

o 2 Y Dielostte Iredand LUP. &l rights rneserned

CR1, CR3,
CRS, CR7,
CRG9

- CRE

(1} Wfc
26/06/202
3

[2) Wfc
15/05/202
3

wic 319 July
2023

Review of contrgls in place 1o manage risk
associated with Service planning, budgetary
comtrad, risk management and performance
manitaringfreparting. Proposed Services for
2022/23 are Findnce (Review 1 al50 to include
finance system transformation readiness) and
Agssets and Property Servioes [Review 2),

Review of the contrals in place to ensure that
Council can fulfil its responsibilities for
Emergency Planning and to support communities
in the event of & major emergency in the
Borgugh.

Ards and North Down Borowgh Coundcll
DCiraft Intenal fudet Plan 2023724



Back to Agenda

4. Internal Audit Plan 2023/24

Related . .
. [ ] 5 = 4l 1
cyclical Corporate roposed Audit Scope and Additional

Team Risk start date Commants

Senior ,
Assurance or Deloitte
: - Management

Lead

Audit Area

Advisory

Labour Market

m
Head of @ s T Review of the governance
Partnership

Economic . CR1, CR7, CR3 Sfnggn}hﬂ arrangemants of the LMP and controks
Development

te manage granks and expendibure

Review of the govarnance
[nterim Head w)c 1884 arrangemeants for the PCSF and
PCSP b of Community - CR1, CR7, CR3 September controls to manage the grants and
and Wellbeing 2023 tendering processes operated by the
PLSP.

f:f:r?pumnrﬁghnim wic 300 Review of processes and controls in
Doy Licensing @ place around the provision of dog

and Enforcement 10

manager /
Head of

Finance

. CR3, CRe, CRY ﬂ;:jnzbfr licanses processes, including around

enforcement and appeals.

Review of the adequacy,
appropriateness and operating
effectiveness of the controls in place

w)c 18 around the management and
ﬂ;‘f_{ﬁwmt 14 ;’gﬂ:sﬂi @ - CRE September | oversight of Council-run events,
2023 including planning processes, budget
and risk management {including
health and safety), impact realization
and lessons learned.

Rewvigw of the governance framework
and controls in place to manage risks
Hiepd of HR around staff absence within the
and @ B CR3 TBC Cowncil, including policies and
Organisational procidures, returm to work processes,
Developmient use of Occupational Health, processes
around lang-term absence and
reporting upwards.

HR (Absence

i
Managemint]) -

®

& 2023 Delotte Irefand LLP. All rights reserned. Ards and Morth Down Borowgh Council £
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4. Internal Audit Plan 2023/24 (continued)

Audit Area

ASSUrance or
Advisory

Senior
Management
Lead

Deloitte

Toam

Related
Corporate
Risk

Indicative
audit start
date

Back to Agenda

Audit Scope and Additional Comments

Financial
Procurement -
above tender
threshald and
contract
managermeant

ICT

IT Goneral
Controls

Other aress

Follow=ups

Rithk Register
Workshop

Risk Appetite
Workshop

Total Days

20

17

L

o 2 Y Dielostte Iredand LUP. &l rights rneserned

Head of
Transformation
and
Performance
Head of Finance
/ relevant
Heads of
Service

Head of
Transformatian
and
Performance

Hepd of Finanoe
 Ho&ST

CLT and HosT

CLT and HosST

00

90 00 ©

CRECRS

CR4, CR13

MfA

A

A

wic 2gin
September

Quarterly =
01 exercise
commencing
wfc 21
August 2023

10" August

L0243

257 July
2043

Review of controls in place over
procurement above tender threshold and
controls to manage supply chain risk. This
review will also include review of contract
management arrangements in place post
procurement, including performance
menitering controls,

Aegesement of the existing controls in place
with regards to IT General Controls (e.g
atceLs management, change management
and operational controls). The specific 1T
Lystems and oontrols bo be included in this
audit wall be determined with management
at the audit planning stage.

Quarterly status update on all open Internal
Audit recommendations. Annual sample
wverification exercise for Prigrity 2 and
Prigrity 3 recommendations reporbed in yvear
as being closed.

Delivery of workshop to facllitate CLT and
HoST review of the corporate risks within
the Council’s Corporate Risk Register in
order to update the Corporate Risk Register.

Delivery of training workshop for senkor
management foecussing on Risk Appetite and
to support review and update of the
Council’s risk appetite statement(s).

Ards and North Down Borowgh Coundcll
DCiraft Intenal fudet Plan 2023724
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trategic Internal Audit Plan

Back to Agenda

023-2027 (Updated June 2023)

Risk Area
Strategic

Operational

Internal Audit
Searvice reviews

Information and Data protection
Climate Change Strategy
Governance

Warkforce Planning Strategy
Digital Transformation
Transformation pregramme and project management

PCSP
Labour Market Partnership
Facilities Management

Licensing

Fleat Management

Contract management - Leisure Services Contracts
Contract Management

Lease Management

Staff Performance Management

HE [(Absence Management)

HR [Grievance Processes)

Grant Funding/ Management

Events Management

Emergency Planning

Stores (stock and fuel management)
Community Plan implementation

& 2023 Deloitte Iredand LLP. All rights neserved.

Related
Corporate

Internal Audit Plan

Risk 23/24 24/25 25/26 26/27

CR1 CR3, CR5,
CR7, CR9

CR13, CR4

CR7

CRS

CR1, CR7, CR3
CRS, CR7, CR3
CR1, CR3, CRS,
CR7, CRB

CR1, CR3,CR7 v
CR1, CR3, CR7 ~
CR3, CR5, CR6

CR3, CR6, CR7 ¥
CR3, CR6, CR7
CR3, CR?

CR3, CR7 v
CR3, CR7

CR2

CR2 .
CR2

CR3
CR& l
CR& v

CR3, CR7
CR1

W

v

W

LA

W ¥
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trategic Internal Audit Plan

Back to Agenda

023-2027 (Updated June 2023)

Risk Area

Financial

ICT

Other

Internal Audit
Payroll

Budgetary Control

Travel and subsistence

Cash Handling

Procurement - above tender threshold

Procurement - below tender threshaold

Business Technology Governance
Cyber security

General IT controls

Follow-ups

Contract management

Strategic and annual audit planning

& 2023 Deloitte Iredand LLP. All rights neserved.

Related
Corporate
Risk

CR3

CR3

CR3
CR3
CR3, CR9

CR3, CR9
CR4, CR13
CR4, CR13
CR4, CR13

Internal Audit Plan

23f24 24725 25726 26/27

R RS

v

NENES

v

JENES
ALNES

Ards and North Down Borough Council
Diraft Internal fusde Plan 2023724
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Appendix I: Background and Approach

1.1 The Development of our Four Year Internal Audit Strategy and the 2023 /2024 Internal Audit Annual Plan

As required by best practice Public Sector Internal Audit Standards (PSIAS) the Chief Audit Executive is required to develop a risk based Internal
Audit Strategy. We are presenting this new four year strategy to the Audit Committee for approval. This Annual Internal Audit Plan for the 2023/24
period is included in the strategy.

1.2 ODur approach to your Internal Audit Annual Plan

Qur approach to developing the plan is consistent with the standards of the PSIAS. We have taken into consideration any changes ongoing/planned
for the Council to ensure that the work we deliver adds value,

The draft 2023/24 plan, in line with the overall four year Strategy, is risk-based and aligned to the Council's Corporate Risk Register. We hawve also
consulted with members of the Corporate Leadership Team (CLT) and Head of Service Team (HoST) to review the coverage and assurance
requirements for this period.

Some key questions we consider as part of this process include:

Has the risk profile changed from the previous year?

Will any of the areas under review include controls that External Auditors may be planning to place reliance on?

Does a third party require assurance on the risk area under our review and does our scope meet those requirements?

Do the outputs of the risk registers suggest other risk areas not already highlighted by management for internal audit review?
Are we aware of any significant issues previously reported that should be revisited to provide assurance for management?

. ¥ . ¥ .

& 2023 Deloitte Iredand LLP. All rights neserved. Ards and Morth Down Borowgh Council 11
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Appendix I: Background and Approach

1.3 Typical contents of our Annual Plans
Each of our Annual Internal Audit Plans follow a similar agreed format which includes as a minimum:

An overview of the scope and objectives of each audit and any key considerations;
+ Davys allocated to each assurance and advisory review;
« Proposed timeframe for commencement; and
« Any advisory inputs.

1.4 Deciding the appropriate audit response

We regard every individual Internal Audit we undertake as an opportunity to add
value and therefore it is a core part of our approach for each Internal Audit. We
adopt an innovative and robust approach for individual areas by ensuring that our
strategy and annual operational plans appropriately focus on operational risks.

We will respond to each risk proportionately and use a range of audit techniques to
provide senior management and the Audit Committee with assurance and advisory
recommendations.

1.5 Communication and reporting protocols

We have clear communication and reporting protocols in place which allows for a
frequent two way flow of information between the Internal Audit team and
Management.

We attend all Audit Committee meetings in order to maintain our understanding of
the current and emerging risks faced by the Council. This allows us to flex the
Internal Audit Plan where deemed appropriate (and as approved by Audit
Committee) in line with the Council’s evolving risk profile.

We also meet with the Director of Corporate Services and Head of Finance on a
maonthly basis to discuss progress against the Internal Audit Plan. This allows any
'red flags” to be highlighted to Senior Management early, supporting a robust
response to absent/ineffective controls where necessary.

& 2023 Deloitte Iredand LLP. All rights neserved. Ards and Morth Down Borowgh Council 1%
Diraft Internal fusde Plan 2023724
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Appendix 2: Historic internal audit coverage

Previous internal audit

In planning the internal audit coverage for 2023/24 onwards, we have considered the historic internal audit coverage provided by the
Council’s internal auditors in recent years. The audit topics are:

2022/23 2021722 2020/21 2019720 2018719  2017/18

Corporate & business planning & performance management
Community planning

Social media v ol
Corporate governance

Communications

b
b

Contract Management and Contractor Monitoring Repairs and ¥
Maintenance

Travel and Subsistence v

Tenders and Contracts "

Cash Handling ~

Payroll o v
Procurement ¥ -

Overtime, TOIL and Flexi ¥

Debtors & Accounts receivable

Travel & subsistence

Business continuity and emergency planning ¥
Budgetary control

Business Technology (ICT) environment

Cyber Security v
Supplier Payments "

Treasury Management ¥

Income Management il

Risk Management

Information Governance and Data Protection
Freedom of Information

Staff Performance Management
Safeguarding

Whistleblowing arrangements

Equality and Disability Action Planning

Staff Training & Development

Absence & sickness monitoring

& 2023 Deloitte Iredand LLP. All rights neserved. Ards and North Down Borough Council 13
Draft Intemal Audit Plan 2023724
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Appendix 2: Historic internal audit coverage

2022/23 2021/22 2020/21 2019/20 2018/19 2017/18

103

Property & lease management ¥ ¥
Complaints & Customer Feedback
HR: recruitment & retention ¥
Customer Service ¥
General IT Controls ¥
Cyber Security "
Service Review - HR and Organisational
Development

Planning - enforcement and development

control

Contract Management & Operations - Exploris il

Event management l
Pickie Fun Park

Visitor Information Centres

Grant Funding v -

Labour Market Partnership ol

Service Review - Tourism

Service Review - Regeneration
Capital Projects
Capital Project Management

Building Control

Fleet management

Health & Safety - Harbours ¥
Contract management - Waste il
Waste management ¥

Stores: stock and fuel management ¥
Licensing

Off-street parking enforcement & income
collection

Grant Funding il

& 2023 Deloitte Ireland LUP. All rights neserned. Ards and North Down Borough Council 14
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2022/23 2021/22 2020/21 2019/20 2018/19 2017/18

Fixied Assets W
Asset management o

service Review - Regulatory Services ol

Service Review - Waste Services v

Partnership Arrangements
PCSP v v W W

<%

Grant Funding s -

Contract management: Aurora Leisure and o
Aquatic Centre

Environmental Health

Leisure centres (Ards Leisure Centre)

Museumn services (Morth Down)

Health & Safety ¥

Service Review - Environmental Health v

Service Review - Leisure and Amenities v

Follow Ups

Contract Management ¥ ¥
Strategic and annual audit planning W v

& 2023 Deloitte Ireland LUP. All rights neserned. Ards and North Down Borough Council 15
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AL Deloitte, we make an impact that matters for our clients, our people, our profession, and in the wider society by delivering the
solutions and ingsights they need to address their most complex busingss challenges. As the largest global professional services and
consulting network, with owver 312,000 professionals in more than 150 countries, we bring warld-class capabdlities and high-guality
services to our clients. In Ireland, Deloitte has over 3,000 people providing audit, ta, consulting, and corporate finance services to
public and private clients Spanning multiple industries. Our people have the leadership capabilities, experience and insight to
collaborate with clients so they can mowve forward with confidence.

This publication has been writben in general terms and we recemmend that you obtain professional advice before acting or
refraining from action on any of the contents of this publication. Deloitte Ireland LLF accepts no llability for any loss eccasioned to
any person acting or réfraining fram action a5 a result of any material in this publication.

Deloitte Ireland LLP is & limited liability partnership registered in Northern Ireland with registered number NC1499 and its

registered office at Lincoln Building, 27-45 Great Victoria Street, Belfast, BT2 750, Northern [reland, | MAKING AN
Deloitte Ireland LLP is the Ireland affiliate of Deloitte NSE LLP, a member firm of Deloitte Touche Tohmatsu Limited, a UK private | IMPACT THAT
company limited by guaranbee (*DTTL"). OTTL and each of itz member firms are legally separate and independent entities. DTTL MATTERS it
and Deloitte NSE LLP do not provide services to chients. Please see www.debsitte. com/fabout to learn more about our glebal network | Sl [4F5

of member firms,
£ 2023 Deboitte Ireland LLP, All rights reseraed,
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1. Executive summary

1.1 Introduction

This report provides our statement on the overall adequacy and effectiveness of Ards and North Down
Borough Council’s framework of governance, risk management and internal control as it operated
during the year to 31 March 2023 (FY2022/23). Our approach to this Annual Assurance report is
consistent with the Public Sector Internal Audit Standards.

The statement is based on the Internal Audit programme of work performed during the year designed
to focus on areas of risk identified by management. The planned Internal Audit programme was
reviewed and approved by the Audit Committee at its meeting in March 2022, Results of Internal
Audit work, incuding action taken by management to address issues included in prior year internal
audit reports, have been regularly reported to management and the Audit Committee,

Our staberment has not been limited by any shortfall in resources, absence of skills, or any significant
limitation of scope of internal audit activity which would adversely affect our ability to form a view,

1.2 Role of Internal Audit

The role of Inbernal Audit is to provide an independent and objective view to the Audit Commitbee
in relation to risk management, control, and governance. The work of Internal Audit is an element
of the control framework that the Audit Committee and the Chief Executive need to inform the
completion of the annual Governanoe Statement. Other elements incude the system of moniboring,
the risk management framework, and reports from managers. Mo view or assurance can ever be
absolute and is by definition, an extrapolation only of the evidence available. The work of Internal
Audit does not supersede management’s responsibility for  risk, control, and gowvernance. Qur
statement of responsibility is set out at Section 4.

1.3 Acknowledgement

We would like to take this opportunity to thank the management and staff of Ards and Morth Down
Borough Council for their assistance and the cooperation received in completing internal audits within
this period.

Ards and Morth Down Borough Council - Internal Audit - Annual Assurance Statement 2022723 3
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2. Annual Summary

In line with good practice and the requirements of the Public Sector Internal Audit Standards, we provided
an gverall classification for each assurance review completed during the perigd. In accordance with the
requirements of DAQ (DoF) 07716, there are three categories by which we classify Internal Audit
assurance gver the systems we examing, being:

= Satisfactory;
«  Limited; and
= Unacceptable.

We have provided details of assurance ratings for the eleven assurance reviews completed under the
2022/23 Internal Audit Plan. Ratings are not provided for advisory reviews completed (two in 2022/23).
For a full definition of each assurance rating, refer to Appendix 1.

Cwur reporting process ensures that all issues identified as part of our assurance Internal Audits are
categorised as being either a Prigrity 1, 2, or 3, in accordance with the requirements of DAD [DoF) 07/16
and are dependent on the associated significance of the finding and risk to be mitigated. Advisory
recommendations are not assigned a priority rating. Full definitions for each of the pricrty ratings can
be found at Appendix 1.

Internal Audit Area Priority 1 Priority 2 Priority 3
Policing and Community :

_Safety Partnership (PCSP) - B A o
_ Strategic Financial Planning - 3 2

Treasunr Managerment - : 1 2
P““:'-'"E'“E“t ............................. ] ! 5

Strategic Capital : §

Development - Servioe : - : - 2

Review : :
- Environmental Health - : _ : ) 5 3

 Service Review S 5

Wasl;e Management = 1 1

Labuur Market Partnership - - 3

l:'.-m: Security* TEC TEC TBC TBC
'ﬁi:'r'é't'éﬁu'é'Ei‘iﬁﬁii‘iiﬁéﬁiii ........... : S H = mmw
Planning 1 [ S
 Flanning for Hew Ways of - - - Advisory Review
Working S SR S i il .
TOTAL (1] : 7 18

. The fieldwork for this audit is mmplet& and the report being drafted. The final repnrt will be
presented to the next Audit Committee

During the 2022723 year, we continued to follow-up on Internal Audit recommendations. Under our
approach, Internal Audit set up and maintains the database of Internal Audit recommendations and
seeks bi-annual management updates for all open recommendations {including all from previous years
which remain open) as follows:

«  Priority 1 findings - Internal Audit will conduct a site visit to test the implementation of the
recommendation if management reports it as closed

Ards and Morth Down Borough Council - Internal Audit - Annual Assurance Statement 2022723 4
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Priority 2 findings - Internal Audit will seek documentary evidence of the closure of the
recammendation

Prigrity 3 findings - Internal Audit will take management representation as to the closure of the
recommendation and will not conduct any testing

We sought management updates in October 2022 and February 2023, A report on the first half-yvearly
status of recommendations was presented to the December 2022 Audit Committee meeting and a report
on the second half-yearly status update was presented to the March 2023 Audit Committee, In addition,
at the end of the vear in February 2023 we carried out an annual exercise bto test a sample of
recommendations (Priority 2-3) that have been reported as closed to confirm the implementation and
the operational effectiveness of the implemented action,

The table below presents a summary of the status of Internal Audit recommendations per the second-
half yearly status update in February 2023:

Priority 1 Priority 2 Priority 3 Total

Total open issues as at
last Audit Commitbes 4 41 33 78
repart

Items added to the tracker
since the last Audit - 5 5 10
Committes meeting

Iszues closed [/ superseded
since the last Audit - 4 & 10
Committes meeting

Issues remaining open 4 42 32 7B

Total overdue issues 3 35 28 66

Total overdue issues
outstanding greater than 3 3 31 26 a0
maonths

Ards and Morth Down Borough Council - Internal Audit - Annual Assurance Statement 2022723 5
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3. Statement of Annual Assurance

&g defined in the Public Sector Internal Audit Standards the prime responsibility of the Internal Audit
service is to provide the Audit Committee, the Chief Executive as Chief Financial Officer and the other
managers of the Council assurance on the adequacy and effectiveness of risk management, contrel, and
governance arrangements. In assessing the arrangements in place, we take into account:

+ Al Internal Audits undertaken between 1 April 2022 and 13 March 2023;

*  Whether recornmendations hawve been accepted by management and where they have not, the
consequent risks;

= The actions agreed in response to our audit recommendations and an assumption that management
will implement the agreed action;

+ Follow-up review of the status of implementation of prior Intemal Awdit recommendations performed within
this period; and

* Whether or not any limitations have been placed on the scope of Internal Audit.

Dwring the course of delivery of our 2022/23 Internal Audit Plan, where notified by management and
where applicable, we have familiarised ourselves with the work completed by ather assurance providers,
Whilst we cannot place reliance on their work, we have considered any findings in forming our overall
opimian.

Based on the conclusions of our work during the year 1 April 2022 to 14 March 2023, we can
provide the Chief Executive as Ards and North Down Borough Council’s Chief Financial Officer
with a satisfactory level of assurance in relation to the Council’'s arrangements for governance,
risk management and control.

We note however that there remain a significant number of Internal Recommendations that
have to be fully implemented. The volume and ageing of these recommendations could
present a risk to the Council that the Corporate Leadership Team should review and seek to
close as soon as practicable. Additionally, the Chief Executive and Director of Corporate
Services should consider the impact these outstanding recommendations have on the
effectiveness of the Council's control environment.

Internal Control

Qur 2022/23 Internal Audit Plan provided assurance to Ards and North Down Borough Council around
the Council’s system of internal control, Qur work focused on a range of key risk areas such as treasury
management, precurement and waste management, and a review of the implementation of advisory
recommendations made in relation to cyber security.

Risk and Governance

The Council’s Corporate Risk Register is a key driver of Internal Audit coverage, Our Service reviews
considered processes for risk management and performance monitoring. Our work also included a review
of the governance framework with regards to the Labour Market Partnership and the PCSP,

Ards and Morth Down Borough Council - Internal Audit - Annual Assurance Statement 2022723 &
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4. Statement of Responsibility

We take responsibility for this report which is prepared on the basis of the limitations set out below. The
matters raised in this report are only those which came to our attention during the course of our work
and are not necessarily a comprehensive statement of all the weaknesses that exist or all improvements
that might be made, This report is not based on an attest engagement. We have relied on information
provided by Ards and North Down Borough Council’s management and we do not accept responsibility
for such information and have not performed any substantiation or external confirmation procedures to
establish its accuracy or completeness,

Recommendations for improvements should be assessed by you (Ards and North Down Borouwgh Council)
for their full impact before they are implemented. The perfformance of our work is not and should not be
taken as a substitute for management's responsibilities for the application of sound management
practices. We emphasise that the responsibility for a sound system of internal controls and the prevention
and detection of fraud and other irregularities rests with management and work performed by us should
not be relied upon to identify all strengths and weaknesses in internal controls, nor relied upoen to identify
all circumstances of fraud or irregularity. Even sound systems of internal control can only provide
reasonable and not absolute assurance and may not be proof against collusive fraud.

This document is confidential and prepared solely for your information and that of other beneficiaries of
our advice listed in our engagement letter. Therefore you should not refer to or use our name or this
document (in whole or in part) for any other purpose, disclose them or refer to them in any prospectus
or other decument, or make them available or communicate them to any aother party without our prior
authorisation. No other party is entitled to rely on our decument for any purpose whatsoever and thus
we accept no liability to any other party who is shown or gains access to this document,

Partnmer
For and on behall of

Deloitte (NI) Ltd

Lincoln Building

27-45 Great Victoria Street
Belfast

BT2 750

Date: 09 June 2023

................................

ntact Partner: David Kinsella
: Senior Manager: Camille McDermott

ontact det T: 4353 1417 2200
E: davkinsella@deloitte.ig

Ards and Morth Down Borough Council - Internal Audit - Annual Assurance Statement 2022723 7
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Appendix 1: Classification of Levels of
Assurance

These assurance levels reflect the latest requirements of the Department of Finance (DAD (DaoF) 0F/16),

Evaluating and Testing Conclusion

Owverall there is a satisfactory system of governance, risk management and
control, While there may be some residual risk identified, this should not
significantly impact an the achievement of system objectives,

There are significant weaknesses within the governance, risk management
and conmtrol framewark which, if not addressed, could lead to the system
objectives not being achieved.

The system of governance, risk management and control has failed or there
is a real and substantial risk that the system will fail to meet its objectives.

Recommendation Priorities
Failure to implement the recommendation is likely to result in a major failure
of a key organisational objective, significant damage to the reputation of the
organisation or the misuse of public funds.
Failure to implement the recommendation could result in the failure of an
important organisational objective or could have some impact on 8 key
organisational objective.

Failure to implement the recommendation could lead to an increased risk
EXposure,

Ards and Morth Down Borough Council - Internal Audit - Annual Assurance Statement 2022723 B
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At Deloitte, we make an impact that matters for our clients, our people, our profession, and in the
wider society by delivering the solutions and insights they need to address their most complex
business challenges. As the largest global professional services and consulting network, with over
415,000 professionals in more than 150 countries, we bring world-class capabilities and high-quality
services to our clients. In Ireland, Deloitte has over 3,000 people providing audit, tax, consulting,
corporate finance and risk advisory services to public and private clients spanning multiple
industries. Qur people have the leadership capabilities, experience and insight to collaborate with
clients so they can move forward with confidence.,

This publication has been written in general terms and we recommend that you obtain professional
advice before acting or refraining from action on any of the contents of this publication. Deloitte
Ireland LLPF accepts no liability for any loss occasioned to any person acting or refraining from action
as a result of any material in this publication.

Deloitte Ireland LLP is a limited liability partnership registered in Morthern Ireland with registered
number NCOD1499 and its registered office at 27-45 Great Victoria Street, Lincoln Building, Belfast,
BT2 75L, Morthern Ireland.

Deloitte Ireland LLP is the Ireland affiliabe of Deloitte NSE LLP, a member firm of Deloitte Touche
Tohmatsu Limited, a UK private company limited by guarantee ("DTTLT). DTTL and each of its
member firms are legally separate and independent entities. DTTL and Deloitte NSE LLP do not
provide services to clients. Please see www.deloitte.comy/about to learn more about our global
network of member firms,

The Deloitte Ireland LLP privacy notice s available at www delojie ie/privacy

iy 2023 Delaoitte. All rights reserved
Ards and Morth Down Borough Council - Internal Audit - Annual Assurance Statement 2022723 9
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Ards and North Down Borough Council

Internal Audit Charter
June 2023
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1. Objective of the Internal Audit Charter

The objective of this Charter is to establish and agree the roles and responsibilities of Ards and North Down Borough
Council’s (henceforth referred to a5 the Council) Internal Audit Function, for the approval of the Audit Committes,

The Charter will be reconsidered annually by the Head of Internal Audit to ensure that it takes account of changes
in best practice or industry guidance, Where any changes are required, the revised Charter will be presented to the
Audit Committee for final approval,

2. Purpose and Mission of the Internal Audit Function

The purpose of the Internal Audit function, as defined by the Public Sector Internal Audit Standards (P5IAS] is to
provide ‘an independent, objective assurance and consulting activity designed to add value and improve an
organisation’s operations’. The mission of Internal Audit is to enhance and protect organisational value by providing
risk-based and objective assurance, advice, and insight. The Internal Audit function helps the Council accomplish its
objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of governance,
risk management, and control processes.

The nature of assurance services provided by Internal Audit includes:

* To appraise the soundness, adequacy and application of the whole internal control system and ascertain
the extent to which the system of internal control ensures compliance with established policies,
procedures, laws and regulations;

* To ascertain the extent to which the assets and interests of the organisation are properly controlled and
safeguarded from losses arising from fraud, irregularity or corruption;

# To ascertain that information is reliable as a basis for producing accounts, financial and statistical
information and other returns;

* To ascertain the integrity and reliability of financial and other information provided to management,
including that used in decision making; and

*# To ascertain that systems of control established and operated, promote the economic, efficient and
effective use of resources.

3. Roles and Responsibilities of the Internal Audit Function

The key roles and responsibilities of the Internal Audit function are outlined below:

* |t is Internal Audit's responsibility to provide the Council's Chief Financial Officer with independent
assurance of the design and effectiveness of the Council’s system of governance, risk management and
intermal control in reducing risk exposures to acceptable levels. The Internal Audit function is reguired to
report  any  internal contral breakdowns, failures or weaknesses, together with appropriate
recommendations for remedial action, to each review's Audit Sponsor (who should be a member of the
Council's Corporate Leadership Team or Head of Service Team) and the Audit Commities;

Internal Audit will comply with the requirements of the PSIAS, and the mandatory elements of the
Institute of Internal Auditors International Professional Practices Framework, which includes the
Definition of Internal Auditing, Core Principles for the Professional Practice of Internal Auditing, Code of
Ethics and International Standards for the Professional Practice of Internal Auditing. In any rare occasions
where Internal Audit would be required to deviate from these standards, Internal Audit will report tha
deviation to the Audit Committes;

Inbernal Audit will consider the assurance activities of other assurance providers [such as External Audit,
Information Security accreditations and relevant internal assurance processes) such that the assurance
needs of the Council and other stakeholders are met in the most effective way;

Inbernal Audit can help to promeote an anti-fraud, anti-bribery and anti-corruption culture within the
Council to aid the prevention and detection of fraud. Managing the risk of fraud, corruption and bribery is

Ards and Northh Down Borowgh Cowncll = DRAFT Internal Avdit Charter - This report i intended solely for the
information and imternal use of the Cowncll 2
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the responsibility of all management and Councillors. Internal Audit can assist management in the effective
discharge of this responsibility, including the imvestigation of suspected frouds and irregularities, Intbernal
Audit’s role in relation to anti-fraud, brikery and corruption is set out in the Council’s Anti-Fraud, Bribery
and Corruption Policy. All instances of suspected significant fraud should be reported to Internal Audit;

Inbernal Audit can assist in the investigation of allegations of fraud, bribery and corruption within the
Council at the reguest of a member of senior management and/or the Audit Committee;

Inbernal Audit will assess the adegquacy and progress of the Council’s remedial action to address risk and
control issues reported to the Audit Committee, Internal Audit will folleow up on prior recommendations to
ensure that recommendations are implemented in an appropriate timescale, and we will report any
unresolved issues in accordance with the agreed reporting protocol;

#  Inbernal Audit is accountable for the safekeeping and confidentiality of any information and assets
acquired in the course of its duties and execution of its responsibilities;

#  Internal Audit will consider all requests from the External Auditors for access to any information, files or
working papers obtained or prepared during audit work that has been finalised, and which External Audit
wiould need to discharge their responsibilities;

= Al Internal Audit staff are required to make an annual personal independence responsibilities declaration
to Delpitte to aveid any personal conflicts of interest with the Council. The Head of Internal Audit will
confirm to the Chair of the Audit Committee at least annually, the organisational independence of the
Internal Audit function in the annual assurance statement provided to the Audit Committes; and

*  Where Internal Audit has been requested to provide significant consultancy activity not already included
in the Annual Internal Audit Plan, which may impact on the level of assurance work to be undertaken,
Internal Audit must report this to the Audit Committee, Consultancy is deemed to be advisory and related
client service activities, the nature and scope of which will be agreed with management. Such consultancy
is intended to add value and improve governance, risk management and control processes without the
internal auditor assuming management responsibility. Examples include risk management training,
facilitation of risk identification and assessment workshops and advice on new design and implementation
contral. The Head of Internal Audit has final responsibility for the content of the audit work programme,
and prioritisation of such work will be risk assessed through the audit planning process.

4, Roles and Responsibilities of Management
It is the responsibility of management to define and establish the following:
*  The contrel environment and a system of internal contrads within the Council;
= A robust risk management process that is fully embedded within the Council; and

*  Asound governance structure for the Council that demonstrates transparency, openness and integrity.

Management has the following rales and responsibilities specifically with regards to the operations of the Internal
Audit function:

= |tisimpartant for the Audit Committee and Management to recognise that the Internal Audit function does
not have any executive powers. Management must ensure that it does not involve the Internal Audit
function in the operation of controls, so as to compromise Internal Audit's independence and objectivity;
and

# The Accounting Officer must make reasonable atternpts to provide right of access for Internal Audit to
records, assets, personnel and premises which are deemed necessary in order for Internal Audit to assess
the internal contral framework in place. Any such scope limitations which have been agreed with the
review's Audit Sponsor will be reported by Internal Audit to the Audit Committes for information purposes.

Ards and Northh Down Borowgh Cowncll = DRAFT Internal Avdit Charter - This report 15 intended solely for the
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5.

Roles and Responsibilities of the Audit Committee

The Audit Committee has the following responsibilities with regards to the activities of the Internal Audit function:

6.
6.1

To consider and advise the Council on the appointment and terms of engagement of the Internal Audit
service, the audit fee, the provision of any non-audit services by the Internal Auditors, and any questions
of resignation or dismissal of the Internal Auditors.

To review the Internal Auditors' Strategic Plan and annual Internal Audit Flans.

To consider the findings of Internal Audit investigations and Management’s response and promote co-
ordination between the Internal and External Auditors.

To ensure that the resources made available for Internal Audit are sufficient to meet the Council’s needs
[or make a recommendation to the Council, as appropriate).

To review summaries of individual Internal Audit reports, provided to the Audit Committee within Internal
Audit Progress Reports and the Internal Audit Annual Statement of Assurance,

To monitor the implementation of agreed audit-based recommendations.
To ensure that Internal Audit have been informed of all significant losses identified by the Council.

To monitor annually the performance and effectiveness of the Internal Audit function, including any
matters affecting their objectivity, and make recommendations to the Council concerning their re-
appointment, where appropriate.

Key Internal Audit Relationships
Senior Management and Audit Committee

The Head of Internal Audit should have direct access to the following:

6.2

Corporabe Leadership Team and Head of Service Team;
Chief Financial Officer;
Chair of the Audit Committee; and

Any other member of the Council and relevant committesas.

Internal Audit Liaison Manager

Internal Audit’s primary points of contact are the Head of Finance and Director of Corporate Services. Day to day
matters will be communicated with the Head of Finance.

6.3

External Auditors

Effective collaboration between Internal Audit and the External Auditors will help ensure effective and efficient audit
coverage and resolution of issues of mutual concern. We will provide the External Auditors with copies of the
Internal Audit Strategy, Annual Internal Audit Plans, final Internal Audit reports and the Annwal Internal Auwdit
Assurance Report. We will liaise with the external auditers to minimise any duplication of effort in specific areas.

Ards and Northh Down Borowgh Cowncll = DRAFT Internal Avdit Charter - This report i infended solely for the
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7. Internal Audit Deliverables

7.1 Individual Reviews

For gach review, the Terms of Reference will be agreed with the Audit Sponsor and circulated to the relevant Dirgctor
and Head of Finance.

For each review, Internal Audit will issue a draft report for management response to the Audit Sponsor (copied to
the Head of Finance], giving an assurance statement on the area reviewed, and making recommendations where
appropriate, The Audit Sponsor, relevant Director, Head of Finance and Director of Corporate Services will be
provided with a copy of the final report.

Internal Audit will deliver progress reports demonstrating progress being made against the audit plan to the Audit
Committee. The responsibility for the monitoring of the implementation of actions arising from the audit plan rests
with the Council.

7.2 Annual Reporting

On an annual basis Internal Audit will prepare a Statement of Assurance which will be presented to the Auwdit
Committee. The report will include:

*  [nternal Audit's assessment of the adequacy and effectiveness of the Council’s internal control system, risk
management and governance;

#  Details of Inbernal Audit’s achieved coverage against the Annual Internal Audit Plan; and

*  Details of Internal Audit recommendations which we consider have not received adequate management
attention.

8. Quality Assurance

8.1  Our Quality Assurance Procedures
In line with the PSIAS, our quality management includes:

#  The use of Deloittes Global Internal Audit methodology, consistent with the PSIAS, using dedicated audit
file management software;

¢ Utilising professional, dedicated Internal Audit staff to deliver this contract;

+  Engaging Deloitte staff with specialist qualifications [such as our IT auditors, data privacy experts, corporate
governance team and cyber security team) to lead on technical and specialist Internal Audit work;

# Al the core Internal Audit team hold professional CCAB or CilA gualifications [or are working towards the
samej;

Staff complete their required annual continuing professional development and training through a range of
external and in-house technical and professional learning opportunities;

s Having acoess to regular Deloitte thought leadership updates on specific sectors or topics [e.g. public sector
governance updates or thought leadership) which we will share with Council management;

« Feedback from the Council will be used to encourage meaningful conversations regarding auditor
perfarmance;

+« Al deliverables are reviewed by the Engagement Banager and Head of Internal Audit prior to issue;

#  [ndependent Internal Audit manager quality review on all final reports [over and above reviews by the
Engagement Manager and Head of Internal Sudit] prior to issue to management and the Audit Committee,
including assessment of the approach, scope, findings, recommendations and responses;
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#  Cyclical Deloitte practice reviews completed by independent quality reviewers;

Annual self-assessments against our compliance with the P5IAS and the CIFFA Local Government
Application Mote, with the results being reported to the Audit Committes;

Five-yearly external quality assessments of our 1A services, in line with the PSIAS, the results of which will
be reported to the Audit Committee.
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Appendix | — Assurance Ratings

Assurance Rating

For each report delivered in the annual Internal Auwdit Plan, we will provide one of three levels of assurance, ranging from
satisfactory assurance (o unacceplable assurance. These assurance levels reflect the latest requirements of the Department of
Finance [DAQ [DoF) 07/16).

Evaluating and Testing Conclusion

Owerall there is a satisfactory system of governance, risk management and contral. Whibe there may

b somar residual risk identified, this should not significantly impact on the achievement of system
objectives.

There are significant weaknesses within the governance, risk management and control framework

which, if not addressed, could lead to the system objectives not being achieved,

The system of governanc, risk managemaent and control has failed or there is a real and substantial
risk that the system will fail to meet jts objectives.

Failure to implement the recommendation is likely to result in a majer failure of a key organisational
objecthee, significant damage to the reputation of the organisation or the misuse of pulblic funds.

Fallure to implement the recommendation could result in the fallure of an important organisational
abjective or could have some impact on a Eey organisational objective.

Failure to implement the recommendation could lead to an increased risk exposure,

These definitions of evaluations should be interpreted In conjunction with the scope of the audit work and in the overall contest
that our findings should anly be relied upen to be representative of the aperation of control procedures at the time of discussion
or observation of these control practices and in relation to the transactions tested. Projection of evaluations of future peripds is
subject to the risk that the policies and procedures may become inadequate because of changes in conditions, or that the degres
of compliance with these policles and procedures may deteriorate. The perfermance of Internal Auwdit work should not be taken
a5 a substitute for management's responsibilities for the application of sound commercial practices. We emphasise that the
responsibility for a sound system of internal controls rests with management and work performed by Internal Awdit showld not
be relied upon to identify all strengths and weaknesses that may exdst. MNelther should Internal Audit work be relled wpon to
identify all circurmstances of frawd or irregularity should there be any, although our audit procedures have been designed so that
amy material irregularity has a reasonable probability of discovery., Even sound systems of internal control may not be proof
against collusive fraud. Internal awdit procedures are dedigned 1o focus on areas as identified by management ai being of greatest
risk and significance. Effective Implementation of our recommendations by management ks important for the maintenance of a
reliable internal contral system,
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AL Deloitto, wi make an impact that matters for our clents, our peeple, our profession, and in the wider socigty by delivering the solutions
ard insighs they reed to addreds their mast complex business challenges. A the Langest ghabal professional serdoes and consulting
rrestwark, with e 415,000 profestionali in mane than 150 countries, wi bring workd-class capabilities and high-quality serdces o gur
clients.

In Irgland, Deloitte has over 3,000 people providing audi, tax, consulting. corporate finance financial advisony, and risk advisory services to
public and private chents spanning multiple indusiries. Our people hawe the beadership capabilities, experience and insight to collaborate
with chents taking them wherever they want 1o go,

This documnent kit been prepaned by Deloitte Ireland LLP for the sole purpose of information for the parties bo whom i is bddnesied,

Dueboitte Irelard LLF is a limsted Bability partnership reglstered in Noribern Ireland with registered number NCOO1453 and its reglstered
office at 27-45 Great Victoria Street, Lincoln Bullding, Belfast, BT2 751, Morthern Ireland,
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limited by guaranies [(“DTTLT) DTTL and epch of its member firmd oo begaly separste and independent entities. DTTL and Delaitte NSE LLP
do not provide senvices to dients. Please see www. deloitte.comfabout to learn morne about our global network of member firms.

The Deloitte Ircland LLP privacy notice s avallable at wwnw deloltbe. befprivacy
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Subject Statements of Assurance - End of Year

Attachments nla

Introduction

In accordance with the Council's Risk Management Strategy Heads of Service are
required to provide Statements of Assurance twice yearly. Assurance Statements
comprise 4 main sections to be completed by each Head of Service following
consultation with each of their Service Units. This report cover focuses on changes
reported for the second period of the 2022-23 year, 1 October 2022 - 31 March 2023.

General — ldentification of Risk, Monitoring and Control Measures

Internal audit has highlighted a significant number of outstanding recommendations
(detailed in separate report on this agenda). Aside from the audit recommendations
all Services have confirmed that they are satisfied that any risks identified have
appropriate internal controls and any further actions taken, or to be taken, to
adequately mitigate or resolve the risk have been identified.
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COVID 19 Pandemic Impacts

COVID 19 remains a risk but is now considered alongside other potentially impactful
risks as part of the normal risk assessment process,

« Environmental Health continues to reprioritise service delivery due to the
backlog of inspections and business interventions in addition to the continued
implementation of the Food Standards Agency (FSA) recovery plan.

+ Leisure service has highlighted the potential loss of income claims by Northern
Community Leisure Trust (NCLT), in part due to COVID 19,

» Parks and Cemeteries reported post-COVID 19 stress, particularly within the
Cemeteries team with interventions planned to assist staff in association with
Cruse Bereavement Care and the Institute of Cemeteries and Cremation
management.

= Staff training is undergoing a renewed focus to catch up on lost training during
COVID 19.

Section 1 — Strategic and Operational Risk Management

Services report appropriate controls are currently in place and have identified
satisfactory actions to review, monitor, control, mitigate and resolve issues, where
appropriate. The below summarises the current issues identified within each service
area,

Risk Management training took place in March 2023 delivered by Deloitte to
CLT/HoST/SUMs, with further improvement in the risk management framework
proposed in the coming months. The first of two workshops will review the Corporate
Risk Register. This will include a redesign of the template to incorporate the
identification of Risk Owners. The second workshop is for senior managers to define
and develop the Council's risk appetite.

The Administration service has reported that a data sharing agreement database
has been created and is being populated by all services to ensure that it is
comprehensive, The CCTV policy has been approved and was reviewed in light of
union concerns about body worn cameras.

Human Resources and Organisational Development service reported that the 3-
year assessment under Investors In People has been completed and the Council
maintained its Silver level of accreditation. An action plan will be put in place based on
the findings of this report. The service has also reported that there is a new draft
appraisal scheme for the Council which is anticipated to be implemented in August
2023, with training for service unit managers on the new scheme.

The Leisure contract with NCLT has been extended for a further five years. Contract
management procedures are still in place and being followed up by Assets and
Property. Risk Management training is to be rolled out across the Leisure service.
Leisure service reported that staffing levels are a concern and that the impact of this
on staff welfare and service delivery is an ongoing issue.
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Parks and Cemeteries service has reported that the proposed restructure of the
service has been delayed due to staff concerns. A fortnightly management team
meeting has been established to address concerns. The service continues to
experience issues related to grave depths and associated media attention. A series of
internal controls are being implemented to better inform cemetery customers.

Environmental Health Protection and Development service continues to work with
funders and other Councils to understand the impact of changes to regulation in
relation to EU exit and the NI protocal. The implications for service delivery remains
unknown as guidance on the Windsor Agreement is still outstanding.

Regeneration service has reported that the Rural Development programme has
finished and that all audits have been completed.

Economic Development have reported that funding has been withdrawn for the
Labour Market Partnership.

Waste and Cleansing services has confirmed that the previously reported significant
financial liability risk, if the bidding process for the Residual Waste Treatment project
is collapsed by the client (arc21) remains. The Planning permission refused by the
DFI Minister is now subject to judicial review. All this has significant implications for
the future of arc21, in terms of delivering infrastructure for member councils. The
matter is further complicated by one member Council seeking to withdraw from
residual waste project and Strategic Review of NI Council Waste Management
Arrangements

Section 2 — Internal Control

Internal audit has highlighted a significant number of outstanding recommendations
(detailed in separate report on this agenda). Aside from the audit recommendations
the below summarises the current controls identified within each service area.

Tourism service reported that all events in 2023/24 have alternative set up solutions
devised with regard to climate mitigations. They also report that the TASTE facebook
group was identified as requiring governance and management improvements which
will be addressed as a priority. Formal event debriefs will continue and actions will be
undertaken as a result of the learnings from these.

Administration Service reported that the composition of the screening panels has
been reviewed to ensure wide representation and will sign up to the Nolan Principles.
The Council have also adopted the MNorthern Ireland Public Services Ombudsman
(NIPSO) Model Complaints Handling Procedure and it will be rolled out over the next
6 months.

Communications and Marketing reported that a community engagement framework
i5 being developed to help address a perceived lack of trust with key stakeholder

groups.
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Planning service reported that the NI planning portal website has been reconfigured,
and staff have been redirected to relevant publications on this on the Department for
Infrastructure website.

Strategic Capital Development reported that templates have been produced for
project briefs and the 5 step-model business case. In addition, the project risk reqgisters
have been updated.

Waste and Cleansing Services review was agreed as part of the rate setting process
for 2023/24.

Regulatory Services reported interim structural changes in the service, implemented
due to the absence of a Head of Service, with those duties being delivered by the
relevant Service Unit Managers.

Parks and Cemeteries service have introduced new cemetery software,
Section 3 — Governance

The below summarises the current governance issues identified within each service
area,

Finance Service reported two instances of suspected fraud discovered and acted
upon,

Assets and Property Services have reported that there is an ongoing dispute over
design and workmanship at Aurora which is expected to be a lengthy legal process.
In addition the service has also reported that the situation with a large contract existing
for vehicle hire with a local company which has not been subject to procurement
processes is ongoing.

Strategic Transformation and Performance service has reported that an
anonymous whistleblowing allegation has been received relating to the procurement
and management of a minor external works and hired plant contract which is being
investigated.

Human Resources and Organisational Development has reported that a single
tender action was undertaken to extend the Agency contract for a further six months
until a competitive process can take place.

Waste and Cleansing reported that a noise complaint has been lodged regarding
operations at the North Road Depot, following the removal of trees and an earth bund
by a developer. The service is awaiting the outcome of Environmental Health
monitoring reports to identify if mitigation is required. The service has also reported
that whilst quotations were sought for the provision of refuse services at Council HRCs
only one suitable guotation was received.
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Communications and Marketing service reported that they deviated from
procurement processes for the provision of a borough-wide Support Local campaign
with the Spectator Newspaper as they are the sole provider. In addition the contract
for web hosting for service specific websites with a local provider has been extended
for a further year after discussion with the services concerned who were very satisfied
with the service provided. During the 2023/24 financial year work will be progressed
on a new .gov website which will allow for further consideration of this contract.

Economic Development service reported that a locomotive was purchased for use
in the Pickie Amusements, the purchase was made without a competitive process as
there is only one supplier in the UK due to the size of the gauge. In addition, the LMP
has procured a single award contract with SERC for training and education services.

Regeneration service reported two purchases of street furniture directly after
unsuccessful quotation and tender exercises.

Planning have reported that the introduction of the new planning portal replacement
resulted in downtime and inability to accept planning applications which had an impact
on fee income and targets, this has been addressed since the introduction of the new
portal.

Community and Culture service reported a single tender action for willow beacons
as there is a single supplier. The previously reported COVID grant claim error has
potentially been resolved and the service is awaiting the processing of the final claims.
The service has also reported that irreqularities in the timekeeping of employees has
been discovered which is being investigated.

Regulatory Services reported a risk of significant reduction in building control income
due to the current economic uncertainty. In addition there is the possibility of changes
in how this service is delivered depending on the outcomes of the Grenfell Report and
Building Safety Review.

Leisure service reported that the preferred operating model for Community Centres
and Halls needs to be determined and planning put in place to ensure continuity of
SEervice provision.

Section 4 — Miscellaneous

Leisure service has highlighted the need for a decision on future operating models is
required asap to provide certainty for staff. The budget setting process has meant that
a number of service Issues need to be considered such as reduced opening hours and
withdrawal of services not funded.

RECOMMENDATION

It is recommended that this report is noted.
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2015
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Draft Governance Statement for 2022/23

Draft Staterment

The draft Governance Statement for 2022/23 is attached for the Committee’s approval,
before submission to the Department for Communities, Local Government & Housing
Regulation Division and the commencement of the external audit in July.

The Council is required to prepare an Annual Governance Statement, in accordance
with the principles of the CIPFA/SOLACE Framework: Delivering Good Governance
in Local Government (2016). This statement explains how the Council meets the
requirements of Regulation 4 of the above regulations. The Statement forms part of
the Financial Statements.

The statement sets out the arrangements the Council has in place for

ol oA o

reviewing the Council's vision

identifying and communicating the Council's vision
measuring the quality of services

defining and documenting the roles and responsibilities
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developing, communicating and embedding codes of conduct,

reviewing the effectiveness of the decision-making framework

reviewing the effectiveness of the framework for identifying and managing risks

ensuring effective accountability

ensuring effective counter-fraud and anti-corruption arrangements

1{] ensuring effective management of change and transformation

11.ensuring compliance of financial management arrangements conform the
CIPFA guidance

12. ensurning compliance with relevant laws and regulations, internal policies and
procedures, and that expenditure is lawful

13.ensuring assurance processes conform with the governance requirements of
the CIPFA Statement on the Role of the Head of Internal Audit (2010)

14, undertaking the core functions of an Audit Committee

15. whistleblowing and for receiving and investigating complaints from the public

16.identifying the development needs of members and senior officers

17. establishing clear channels of communication with all sections of the community
and other stakeholders,

18.enhancing the accountability for service delivery and effectiveness of other
public service providers

19.reviewing and updating standing orders, standing financial instructions, a
scheme of delegation and supporting procedure notes/manuals, and

20.respect of partnerships and other joint working as identified by the Audit

Commission's report on the governance of partnerships.

©®~No v

The statement then details how the Council has determined the effectiveness of it
internal controls (including use of internal audit, statements of assurance, risk register
and fraud, data protection and whistleblowing reporting) and concludes with that there
are no significant governance issues.

RECOMMENDATION

It is recommended that Council approves the draft Governance Statement 2022/23.
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Scope of Responsibility

Ards and North Down Borough Council is responsible for ensuring that there is a sound
system of governance (including the system of internal control) to allow it to act in the
public interest by:

= enabling its business to be conducted in accordance with the law and proper
standards; and

= ensuring that public money is safeguarded, properly accounted for and used
economically, efficiently and effectively.

The Council also has a duty under the Local Government Act (Northern Ireland) 2014
to make arrangements to secure continuous improvement in the exercise of its
functions.

In discharging these overall responsibilities, the Council is responsible for putting in
place proper arrangements for the governance of its affairs and facilitating the effective
exercise of its functions, which includes arrangements for the management of risk.

The Council is required to prepare an Annual Governance Statement, in accordance
with the principles of the CIPFA/SOLACE Framework: Delivering Good Governance
in Local Government (2016). This statement explains how the Council meets the
requirements of Regulation 4 of the Local Government (Accounts and Audit)
Regulations (Morthern Ireland) 2015.

The Purpose of the Governance Framework

The governance framework comprises the systems, processes, culture and values, by
which the Council is directed and controlled and the activities through which it engages
with, leads and gives account to its communities. It enables the Council to monitor the
achievement of its strategic objectives and to consider whether those objectives have
led to the delivery of appropriate, cost-effective services.

The system of internal control is a significant part of that framework and i1s designed
to manage risk to a reasonable level. It cannot eliminate all risk of failure to achieve
policies, aims and objectives and can therefore only provide reasonable and not
absolute assurance of effectiveness. The system of internal control is based on an on-
going process designed to identify and prioritise the risks to the achievement of the
Council's policies, aims and objectives, to evaluate the likelihood of those risks being
realised and the impact should they be realised, and to manage them efficiently,
effectively and economically.

This governance framework has been in place at the Council for the year ended 31
March 2023 and up to the date of approval of the financial statements. During the
year however, a number of changes were made to the directorate structure and
consequently the Committee structure, These came into effect on 1% January 2023,
however these have not materially affected governance arrangements.
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The Governance Framework

This section describes the key elements of the systems and processes that comprise
the Council's governance arrangements.

1. Arrangements for reviewing the Council’s vision and its implications for
the Council's governance arrangements

Council's vision within its Corporate Plan Towards 2024 mirmors the vision of the
Community Plan. In 2017, the Council and its partners published the area’s first
community plan - the ‘Big Plan’ — which sets out a vision for the Borough.

“Ards and North Down is a vibrant, connected, healthy, safe and prosperous
place to be".

The vision is supported by five outcomes that are also mirrored in the Council's
Corporate Plan.
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Ards and Morth Down's Community Plan is known as ‘the Big Plan'. It has been
developed following extensive engagement with the citizens of Ards and North
Down using ‘The Big Conversation' initiative to identify the long-term vision they
would like to see achieved over the next 15 years. This engagement mechanism
will continue to be used to consult with people on how implementing the Big Plan
will improve the delivery of all public services. The Big Plan provides a
commitment from 15 strategic partners covering a range of issues including
transport, housing, environment, policing and health. The Big Plan and its
implementation were reviewed and the Big Plan Part Il | Qur Big Priorities was
published 5 years after the publication of the Big Plan. A year's extension to a
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legally required review was provided due to resources being diverted to support
communities dealing with COVID-19. The five outcomes from the Big Plan are
now supported by 10 priorities. A Big Conversation Panel was used to confirm
the most important issues for residents are recognised by the 10 priorities.

The Big Plan gives the context for the Corporate Plan (available on the Council
website here) and the Council's first Local Development Plan, which is still being
prepared.

Each of the Council's Services have agreed and published Service Plans against
which they will report to their Standing Committee. Each Plan is aligned to the
Council's Corporate objectives and monitoring of performance is managed
through the Council’s Performance Reporting software. The system tracks a wide
range of Key Performance Indicators on a quarterly and annual basis and reports
progress on a RAG (Red Amber Green) basis, providing visibility of same to the
Chief Executive, Directors and Heads of Service.

The Council's Corporate Services Committee has responsibility for overseeing
the performance management process and agreeing the Council's statutory
Performance Improvement Plan (PIP) for Council approval. The Council's Audit
Committee receives reports on PIP performance, ensuring that progress in each
of the key areas is carefully monitored. The PIP is a mechanism to identify key
interventions to better achieve the outcomes set out in the Council's Corporate
Plan. It also fulfils the Council’s statutory obligations as set out in the Local
Government Act (Northern Ireland) 2014,

. Arrangements for identifying and communicating the Council’s vision of
its purpose and intended outcomes for citizens and service users

The Council will deliver against the six People-focused priorities specified in its
Corporate Plan Towards 2024, which are aligned with the Community Plan
outcomes. Each year Council Services identify in their Service Plans
improvement actions that are driven by:

= Priorities identified in the Corporate Plan are
based on input from Elected Members,
officers and wider consultation;

» Feedback from ratepayers, residents and
stakeholders arising from the "Big ™.
Conversation” community planning
engagement project and Conversation
Panel surveys,

= Feedback from residents via the biannual
resident’s survey,

= Qutput from workshops involving the Corporate Leadership Team and Heads
of Service Team; and
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= A review of Service Plans.

The Performance Improvement Plan is subject to, and informed by, public
consultation, also involving Statutory and Community Planning partners, our
Consultative Panel on Equality and Good Relations; Equality Scheme
Consultees; a range of hard-to-reach groups; and the Chambers of Trade for our
principal towns.

At the end of the financial yvear, we will publish an assessment of the Council's
performance.

. Arrangements for measuring the quality of services, for ensuring they are
delivered in accordance with the Council's objectives and for ensuring
that they represent the best use of resources

Individual Council Services monitor their performance on a quarterly basis to
ensure that they maintain customer satisfaction levels. The Council has in place
performance reporting software which links key performance indicators (KPIs) via
Service Plans to the Council's overall objectives and shows progress against
same.

The Council is subject to audit by the Local Government Auditor, within the
MNorthern Ireland Audit Office. The scope of auditors’ work covers not only the
audit of the Council's Financial Statements, but also aspects of corporate
governance, arrangements to secure the economic, efficient and effective use of
resources and an audit and assessment of the Council's PIP. The Local
Government Auditor publishes an annual report on the results of both the
financial audit and improvement audit which are published on the Council's
website.

The Council has established a Performance Improvement Unit with responsibility
for developing and implementing effective performance governance
arrangements in addition to supporting projects and activities aimed at improving
the better use of resources to achieve agreed outcomes.

The Council has committed to undertaking a formal survey of residents every two
years to gain an insight into satisfaction levels with the organisation and the
services we deliver. The information gathered is shared across all service areas
and used to inform a number of performance improvement measures including
our annual service plans, performance improvement plan and financial
statements.

Our last survey was completed in summer 2021 with a smaller than usual sample
(while remaining statistically significant) given that many services had been
significantly restricted during 2020/21.

It is encouraging to note that 82% of residents report satisfaction with the Couneil.
The comparative figure for all Great Britain Councils in June 2021 was 68%.
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¥ Areas for improvement (over which Council has direct control) include enhancing
opportunities for consultation and tackling environmental issues at a local level e.g.,
addressing dog fouling and littering.

¥ Residents identified health and wellbeing [47%) to be the most important corporate
priority followed by jobs and the economy [21%:).

¥ 72% rated their most recent contact with the Council as either ‘excellent’ or ‘good’, with
the same percentage considering that the Council keeps residents informed about the
services and benefits it provides.

¥ 8% were satisfied with the level of engagement the Council offers local residents.

¥ 71% rated the reputation of the Council as either excellent or good.

4. Arrangements for defining and documenting the roles and responsibilities
of the Council, scrutiny and officer functions, with clear delegation
arrangements and protocols for effective communication

As a statutory body, the Council performs a range of functions that are provided
for in legislation. The Council takes overall responsibility for discharging these
functions, with its performance delegated either to a Committee or an Officer,
The commiltee structure is:

FPlaca and Community & |
Prosperity Wallbeing
Committes Committes

Planning Corporate

I Sarvices
Commites Committea

Environment
Commiltea

Each Committee has a defined Terms of Reference, documenting its roles and
responsibilities including determining policy in its own area within the remit
delegated from the Council.

The Terms of Reference of each Committee are periodically reviewed. The latest
version was agreed during December 2022 to reflect the change of the
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Regeneration and Development Committee to become the Place and Prosperity
Committee. There are also a number of established sub-committees and working
groups involving Elected Members, which report to the relevant Committees.

During the pandemic legislation was enacted to allow council meetings to take
place remotely, via video conferencing technology. This legislation has been
extended on a number of occasions.

Section 41 of the Local Government Act (Northern Ireland) 2014 requires that
Councils’ Standing Orders must make provision requiring reconsideration of a
decision if 15% of the members present make a requisition to the Chief Executive
on either or both of the following grounds:

« That a decision was not arrived at after a proper consideration of the
relevant facts and issues; and

= That the decision would disproportionately affect adversely any section of
the inhabitants of the district.

This is commonly known as the 'call-in’ procedure and is addressed by Standing
Order 22 within the Council's Standing Orders.

In line with section 2 of the Local Government Act (Morthern Ireland) 2014, the
Council has prepared its constitution. This has been published on the Council's
website here,

The purpose of the constitution is to;
= enable the Council to provide clear leadership to the community, in

partnership with citizens, businesses and other organisations;

= support the active involvement of citizens in the process of Council
decision-making;

= help Councillors represent their constituents more effectively;
« enable decisions to be taken efficiently and effectively;

= create a powerful and effective means of holding decision-makers to
public account;

« ensure that no one will review or scrutinise a decision in which they were
directly involved;

« ensure that those responsible for decision-making are clearly identifiable
to local people and that the decision-makers explain the reasons for
decisions; and

= provide a means of improving the delivery of services to the community.
A Corporate Leadership Team (CLT), consisting of the Chief Executive and

Directors meets to make strategic decisions, while a Heads of Service Team
(HoST) is responsible for Operational delivery and informing strategic work.
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A Corporate Project Portfolio Board (CPPB) provides oversight of the range of
capital and strategic projects undertaken by the Council, while a Corporate
Project Assurance Group (CPAG) provides additional objective scrutiny of
projects on the corporate portfolio. In addition, the Council has established a
Strategic Transformation and Efficiency Programme Board to oversee a
programme of modernisation within the organisation and is establishing an
Estates Development Programme Board to identify and deliver strategic
development projects in respect of the Council estate.

The Council has also set up a Corporate Health and Safety Committee that meets
quarterly, comprising Directors, Heads of Service, Service Unit Managers, the
Council's Health and Safety Officer and Trade Unions representatives to ensure
the streamlining of Health and Safety throughout all Council functions and to
report on incidents. In addition, each Directorate has its own Health and Safety
Committee.

The Council is also a member of the arc21 Waste Management Joint Committee
along with five other Northern Ireland Councils. The Joint Committee has
delegated authority to deal with financial matters up to £250,000 and all other
decisions are subject to ratification by the constituent Councils.

The responsibilities of the Chief Financial Officer are set out in the Local
Government (Accounts & Audit) Regulations (Northern Ireland) 2015, Council
has designated the Chief Executive as its Chief Financial Officer. In addition, the
responsibilities of Officers including, senior management are enshrined in job
descriptions. In addition, the Council has a scheme to delegate decision making
to Service Unit Manager level.

Arrangements for developing, communicating and embedding codes of
conduct, defining the standards of behaviour for members and staff

The Council has a wide range of policies and procedures, which are subject to
on-going review and include the standards of behaviour expected from all
employees. The Council has adopted the Local Government Staff Commission’s
Code of Conduct. All policies and procedures are communicated to employees
through induction, other on-going training initiatives and are published on the
intranet. Specifically, these policies include an Anti-fraud, Bribery and Corruption
Policy (including a fraud response plan) and a Declarations of Interest Policy
{which requires all employees at or above salary scale point 23 to declare actual
or potential conflicts of interest).
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Line managers have received training from the Council's Human Resources
Service in relation to these HR policies. Council has an 'Employee Behaviour
Charter’. Training has been provided to embed these positive behaviours into
the Council's culture and the behaviours are illustrated with examples of good
practice in the Council's fortnightly staff newsletter. The Council is continuing to
embed its Leaming and Development Strategy and the Pride and Performance
Appraisal Conversation initiative with every employee. These conversations align
with the Corporate Values, which are part of
the Corporate Plan.

The Morthern Ireland

Local Government The Northern Ireland Local Government

Code of Conduct Code of Conduct for Councillors came into

for Councillors effect 28 May 2014. Councillors have

received training in respect of this statutory

code of conduct. They have also completed

. declarations of interest, which are published

$ Exvironment _ on the Council website and which they have
T ! a legal obligation to keep up to date.

6. Arrangements for reviewing the effectiveness of the decision-making
framework, including delegation arrangements, decision making in
partnerships and robustness of data quality

The Council is committed to the effective delivery of services for the benefit of
residents and users alike. A scheme of delegation to officers with clearly defined
parameters and reporting arrangements was agreed by Council in 2019 and is
kept under periodic review.

The Council is involved in a number of strategic partnerships, including the
Queen's Parade redevelopment, Belfast Region City Deal, the 11-Council NI
Enterprise Support Service, the Labour Marker Partnership and the Strategic
Community Planning Partnership, all of which have project boards or committees
in place to provide an appropriate govermnance structure. In addition, arc2l
operates within the framework of a legally binding collaborative agreement
between all of its councils. A Joint Committee is arc21's decision making forum
and is made up of 18 elected members (three from each of its six partner
councils).

The Council, Department for Communities and Bangor Marine Ltd have entered
into a Development Agreement for the redevelopment of the Queen's Parade
project. This is progressing well with an estimate construction start date of
quarter four of this year. This project is overseen by a Project Board which meets
regularly. Regular updates on the progress of the project are reported to the
Council via the Place and Prosperity Committee.
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7. Arrangements for reviewing the effectiveness of the framework for
identifying and managing risks and demonstrating clear accountability

Risk Management

In line with the Council’s Risk Strategy, a Corporate Risk Register is maintained
to ensure that key areas of risk that may affect delivery of our Corporate Plan are
identified. To ensure a proactive approach to nsk management, all corporate
risks have assigned mitigations (comprising current controls and additional
mitigation measures required). As a live document, it is subject to change as
required. The Register is reviewed by the Corporate Leadership Team (CLT) and
Heads of Service Team (HoST) on a quarterly basis to ensure that it is kept up
to date and to streamline consideration of and mitigation against risk throughout
the organisation and is reported to the Audit Committee twice yearly.

A second level of risk recording is performed through Service Risk Registers,
these identify Service specific strategic and operational risks and are
incorporated into Service plans. Periodic reviews are included within each
Service's management processes. In addition, biannually, each Service
completes an internal governance Assurance Statement o provide assurance
that the intermal standard procedures, risk management and / or control
arrangements are in place. Within this statement any failure of controls or
significant risks causing concern and requiring mitigation is identified.

The Council revised its Risk Strategy in October 2021 and intends to review it
again in 2023. This is being aligned to the Corporate Plan Toward 2024 to ensure
that the Council is best equipped to deliver its future ambitions. Management
training is currently underway and will be completed in the new financial year.

Data Management

The Council aims at all times to comply with the General Data Protection
Regulation (GDPR) and the Data Protection Act 2018. The new data protection
legislation, which came into force in May 2018, triggered the recruitment of a
Data Protection Officer, whose role is defined in the legislation. Since then, data
security and information management systems have been reviewed, privacy
notices updated, and a significant programme of training has been delivered to
management and employees, including a new comprehensive E-learning
module. Business Technology has introduced additional measures to ensure
data security. A new CCTV and Surveillance Equipment Policy has been
developed to ensure all aspects of video and audio recordings are managed
securely. This was ratified in October 2022,

The Council plans to introduce an electronic document and records management
system, based on a Microsoft GDPR compliant platform, to continue to improve
data management practices, data security and general compliance. A scoping
exercise was carried out in 201920 but no further action took place pending
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budget cover. This action is still on the agenda for consideration as a
transformation project, but timescales are not yet confirmed.

A project on scanning the title deeds associated with land belonging to the
Council took place in January — May 2022. This has resulted in a comprehensive
set of documents being available to all officers that require them in a timely
fashion and ensures that the records are safe for the future.

A project on scanning all the files associated with Public Rights of Way took place
in 2022. This has resulted in a comprehensive set of documents being available
to all officers that require them in a timely fashion and ensures that the records
are safe for the future. It also means that solicitors who need to access files are
given digital access for a timebound period.

Conflicts of Interest

Each member of the Council is obliged to declare any interests. These
declarations are published on the Council website. Declarations of interests is a
standard item on each Council or committee meeting agenda, with standing
orders requiring that a member leaves the meeting for the duration of the item in
which they have made a declaration.

The Council has also approved a Declaration of Interests policy for employees,
which requires all staff at or above a certain level to declare all interests which
may result in a conflict of interest. In addition, all staff must receive written
permission o have employment with another employer.

. Arrangements to ensure effective accountability

Transparency

s Erdssrdnortidovwenbo roughoouncil

The Council is committed to conducting its
business openly and transparently. It aims to
publish information in a timely and accurate
manner and in accordance with its publication
scheme. All meetings of the Council and its
Committees are open for members of the public
to attend. Meetings are also live streamed via the
Council's YouTube channel. Minutes and audio
recordings of past meetings are available on the

Council’'s website at: Committee and Councll o O 7 H

Meetings January to June 2023 | Ards and North g visd ey sedsbusinesshu sea 22 stmers

Down Borough Council. aritsanc ey piyoe oo | Bamger Marbne
Socurcs £9 Bm from b UK Govommenl's Lovelling

Up Fund
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The Council has a very proactive social media presence, m
which it uses to both share information and to engage with —— -

citizens by answering questions and addressing customer = ==

care issues. Across Facebook, Instagram, Twitter and $ T T e

Linkedin platforms the Council has over 43,000 followers. TIITmIT

Aty F -
Reportin =

Each of the Council's 18 services report on perfformance ona 455 & &
quarterly basis to their respective Standing Committee.
Progress against the annual Performance Improvement Plan is reported to Audit
Committee. An annual report is published to highlight progress against the PIP
and achievement against the Corporate Plan outcomes.

Financial statements are prepared in line with the requirements of the Local
Government Finance Act (Northern Ireland) 2011 and published annually.
Articles 17 and 18 of the Local Government (Northern Ireland) Order 2005 and
the Local Government (Accounts and Audit) Regulations (Northern Ireland) 2015
give members of the public access to the books of accounts as part of the audit
process.

Performance Management

The Council has a wide range of policies and strategies to assist with the
management of performance. Key documents include the Corporate Plan,
Performance Improvement Plan and Service Plans each with outcomes and
indicators. All staff operate within the Pride in Performance framework (PnP).
During 2022 it was agreed that the PnP conversations could be paused whilst a
new process was designed.

The Council has developed and adopted a
performance framework called PERFORM, as
illustrated in the diagram below. This is in
recognition that performance of the organisation
is driven by a number of factors such as effective
planning, the engagement of staff, allocation of
resources, aligned policies and systems,
effective utilisation of these in providing services,
relating to our residents, customers and partners
and our ability to manage resulting performance.
This model provides a framework to guide our
approach on each of these elements and to
promate alignment of related approaches.
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Financial Management

The Council's Finance Service operates under the direction of suitably qualified
and experienced accountancy professionals and within the policies and
procedures framework agreed by Council.

The Council substantially funds its services by setting a property tax for both
domestic and non-domestic properties (the district rates). It sets these rates in
the context of a Medium-Term Financial Strategy, including principles to guide
decision making and a five-year Medium-Term Financial Plan which integrates
the on-going costs of service delivery and the financial impact of the capital
investment programme, taking into account external economic and legislative
factors. All budgets are allocated through Directors to Heads of Service and on
to Service Unit Managers for accountability purposes and are reported both on
corporate bases to management and the Corporate Services Committee.

Audit

External audit services are provided by the Local Government Auditor (LGA), a
member of staff in the Northern Ireland Audit Office (NIAD), appointed to this role
by the Department for Communities with the consent of the Comptroller and
Auditor General. They are assisted in this role by other NIAD staff. The LGA
has contracted the performance of both the financial and improvement audits to
a private sector organisation, whilst retaining responsibility for the statutory
responsibility for certifying the financial statements,

In addition, the auditor can undertake value for money studies and public interest
investigations, as necessary.

With respect to the financial audit a Report To Those Charged With Governance
is reported to the Council's Audit Committee detailing such matters as audit
findings, recommendations, and misstatements which the Local Government
Auditor considers appropriate to bring to the attention of management. In
addition, an annual audit letter is prepared for Council and published on the
Council website.

The Improvement Audit is also carried out by the Local Government Auditor. This
includes reviews of the previous year's activities and the adequacy of current
years plan. The findings from this Audit and Assessment Report together with
the Certificate of Compliance are published on the Council website.

. Arrangements ensuring effective counter-fraud and anti-corruption
arrangements are developed and maintained.

The Council's Anti-fraud, Bribery and Corruption Policy states that it is committed
to creating an environment that:

= Minimises the risk of fraud, bribery or corruption;

= Promotes its early detection;
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« Safeguards whistle-blowers; and

« Effectively investigates and recovers, where appropriate, any financial loss
suffered.

To this end, the Council relies on measures such as the Northern Ireland Local
Government Code of Conduct for Councillors, Code of Conduct for Local
Government Services, employment references, policies and procedures
(including manager review, segregation of duties, reconciliations, performance
reporting and registers of interests) to embed a counter-fraud culture.

Opportunity is also taken to use the Council’s intranet to communicate anti-fraud
messages including the publication of NIAO fraud risk guides. In addition to
highlighting these issues at periodic Service Unit Manager forums and Heads of
Service meetings.

All occurrences of fraud are reported to the Northern Ireland Audit Office and
Department for Communities as a matter of course and to the Audit Committee
on a quarterly basis.

10. Arrangements ensuring effective management of change and
transformation

The Council is committed to delivering high quality services for the residents of
the Borough and those who use its services.

To this effect the Council has in place a Corporate Plan to provide an overarching
context and framework for its service delivery. Flowing from this each of the
Council's 18 services prepare a service plan to guide the core business and to
identify and progress service improvements. These service plans then form the
basis of the annual Performance Improvement Plan, which is both publicly
consulted on and reported against.

The Council has an approved Capital Project Management Handbook which sets
out the organisation’s structured capital project management approach. This is in
parallel to the development of a corporate transformation programme to ensure
corporate alignment of initiatives, increase the pace of delivery and provide a
robust governance framework for oversight purposes. As part of its Strategic
Transformation and Performance Service Councll has a Performance
Improvement Unit to provide support to other services as they seek to transform.
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The Council acknowledges in its
Organisational Development
strategy that the successful
delivery of the Council's vision
requires a workforce that is truly
motivated and working together
for a common and meaningful
purpose. To this end the Council
has retained Investors in People
Silver accreditation to stimulate
continued progress in the nine
pillars to improve performance:

As part of this strategy, each year
management commit to a number
of key actions in its People Plan.

The Council views partnership working a key to delivering change for the benefit
of residents. The Big Plan formally establishes collaboration among the partners
to deliver the Community Plan. This forum is being used to provide greater cross-
working on estates issues across community planning partners. In addition,
officers from across the Council maintain regular contact with colleagues in other
organisations to address areas of common concern, and as a result participates
in several inter-council procurement exercises. The Big Conversation Panel was
used to gather the views of residents to develop the Big Plan and has been used
to gather feedback from residents to inform decisions taken by community
planning partnerships. This information is shared across all community planning
partners to improve local services,

11.Compliance of financial management arrangements conform with the
governance requirements of the CIPFA Statement on the Role of the Chief
Financial Officer (CFO) in Local Government (2016)

The Chief Executive has been designated by the Council as its Chief Financial
Officer. As a result, the Council complies with this statement with the exception
of Principle 5. The Council does not comply with this principle because local
requlations in Northern Ireland do not require the CFO to be professionally
qualified accountant nor for the role to be separated from that of the Chief
Executive. However, the Council's governance arrangements deliver the same
impact as the CFO is supported by a suitably qualified and experienced Director
and qualified staff within the Finance Service to ensure that decisions made by
Council are based on sound technical knowledge and understanding.

12.Arrangements for ensuring compliance with relevant laws and
regulations, internal policies and procedures, and that expenditure is
lawful

Regulatory compliance is a responsibility of all members of Corporate Leadership
Team (CLT) and Heads of Service Team (HoST) and is monitored at service level
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to ensure that all relevant laws and regulations, internal policies and procedures
are adhered to. To support this, meetings of the Council and its Committees are
conducted in accordance with a set of agreed Standing Orders. It also has a
range of policies arrived at following policy development procedures.

To ensure that legislative compliance is embedded for all activities, reports to
Council require relevant legislation to be quoted. All major expenditure proposals
are subject to review by CLT before being passed to Council and legal advice is
sought where appropriate and reported to Council. In addition, all Directors,
Heads of Service and Service Unit Managers are required to sign off Interim and
Annual Assurance statements which provide a chain of assurance to the Chief
Executive with regard to management of risks, control failings, incidents of fraud
and whistleblowing and to declare interests outside work which may give rise to
conflicts of interest.

13.Arrangements for ensuring assurance processes conform with the
governance requirements of the CIPFA Statement on the Role of the Head
of Internal Audit (2010) and where they do not, explain why and how they
deliver the same impact.

The Council outsources its internal audit service and ensures conformity to the
CIPFA statement in its tender requirements which require appropriately qualified
and experienced staff. In addition, its approved Internal Audit Charter:

= Sets out how audit work will be carried out, based on the risk analysis and
evidence,

¢ Sets out how audit work will be resourced; and

= Defines roles and responsibilities and explicitly grants access to
management and Audit Committee. It is standard practice at committee
meetings that both internal and external auditors have opportunity to
address the committee in the absence of management.

14. Arrangements for undertaking the core functions of an Audit Committee,
as identified in CIPFA's Audit Committees — Practical Guidance for Local
Authorities

The Council has in place an Audit Committee whose overall purpose and
objective is to assist the Council in fulfilling its oversight responsibilities. The

Audit Committee, which meets at least four times each year, has responsibility
for reviewing:

= The system of internal control and management of risks;
= The financial reporting process,

= The audit process;
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= Progress in respect of the Performance Improvement Plan;

= Council's processes for monitoring compliance with laws and regulations;
and

= Council's processes for monitoring compliance with its own Standing
Orders, policies and procedures.

In performing its duties, the Audit Committee is responsible for maintaining
effective working relationships with the Council as a whole, with management
and with the internal and external auditors. The committee has 11 members
including one independent external representative.

15. Arrangements for whistleblowing and for receiving and investigating
complaints from the public

The Council is committed to the highest possible standards of openness, probity
and accountability. It expects its employees, agency workers and contractors
who have serious concerns about anything improper that is happening in the
Council, to come forward and raise those concerns.

The Council has a whistleblowing policy in place to ensure that employees who
raise concerns receive a response and are informed about how their concerns
are being dealt with, Training was launched on the Council's e-learning platform
during the 2022/23 year.

The handling of complaints is set out in the Council's Complaints Procedure, a
copy of which is published on the Council's website. This has undergone a review
and the Council agreed to adopt the NIPSO Model Complaints Handling
Procedure in March 2023, This will be rolled out in early 2023/24,

16. Arrangements for identifying the development needs of members and
senior officers in relation to their strategic roles, supported by appropriate
training

New Members, whether joining Council after an election or co-option, receive
induction training to ensure that they are fully aware of all key issues, including
an overview of each Council Directorate, operation of the Committee system and
Standing Orders and an overview of local government finance. Members of the
Planning Committee have received specific training in respect of this new
statutory role. The Council has been awarded Elected Member Charter
accreditation. Members were given the opportunity to identify their training needs
and to develop their own training plans. Members also attended courses and
conferences as required during the course of the year. Council will seek Charter
Plus accreditation in due course.,

The development needs of senior officers are addressed through the Pride in
Performance Initiative and the Organisational Development Strategy.
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17. Arrangements for establishing clear channels of communication with all
sections of the community and other stakeholders, ensuring
accountability and encouraging open consultation

The Council is committed to establishing and maintaining strong lines of
communication with all sections of the local community. All Council and
Committee meetings are open to the press and public. In addition, the minutes
and an audio recording are published on the Council website (except where a
meeting or part thereof is held 'in committee”).

Meetings are also live streamed for the press and public on the Council's
YouTube channel.

There is awareness across all Directorates that different communication channels
need to be employed to ensure maximum impact, however digital platforms are
particularly useful and cost effective for Council. Corporately, the Council uses
Facebook, Twitter, Instagram and LinkedIn platforms, which have a combined
following of over 43,000 people. Channels are updated on a daily basis. Service-
specific channels operate in tourism, arts and culture, and leisure with a
combined following of 33,000 people.

The Council's Gov.uk website is the main shop window for all its digital
communication. Any online search for Ards and North Down will direct to this
site. Council's main social media channels all refer people back to this website to
deliver on calls to actions. Council ezines are also linked back to the site. Annual
traffic to the site is in excess of 1.2M and growing year on year. User satisfaction
with the site is high (averaging at 91% in the last two resident surveys). However,
the site was created in 2015 using a content management system that has since
been upgraded and the site will be redeveloped in the 2023/24 financial year to
ensure it continues to be fit-for purpose.

The Council distributed its annual corporate publication, the Borough Magazine,
to all households and businesses in the Borough (approx. 80,000 addresses) at
the end of March 2023. This publication provides an overview of Council
business across all Directorates and each page is themed to enable residents to
easily access information of specific interest to them. A contact number for
further information or links to the Council website are provided for readers to
access more information if required. The "Your Opinion Matters' section in each
edition invites comments, questions and ideas for service improvements from
residents, via postcard or email. These are processed by the Performance
Improvement Linit and allocated to the relevant service area for action. There is
no budget provision in the 2023/24 year to continue to produce a hard copy
publication, but efforts will be made to make an online version available as widely
as possible.

The Council employs two officers dedicated to external communications (one for
traditional channels and one for digital channels). They produce regular content
for both local and regional media and undertake the daily management of the
Council's website and social media channels.
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All Council Services consult on their various strategies and policies in the process
of normal business and to comply with the Council's various statutory duties. This
year a number of internal services carried out internal customer surveys to assist
with refining plans.

18. Arrangements for enhancing the accountability for service delivery and
effectiveness of other public service providers

The Big Plan for Ards and North Down (known as the Community Plan) is
monitored and reported on via a Strategic Community Planning Partnership.
There are two parts to this:

« Statement of Progress — The Department for Communities has produced
guidance on how progress against the Community Plan should be reported.
Every two years a Statement of Progress must be published to consider the
impact service delivery is having on the people of Ards and North Down. The
whole-population based indicators in the Big Plan (linked to the Programme
for Government indicators) will be used to measure impact over time. The
second Statement of Progress was published in November 2021.

« Performance Update Report — The review of the Big Plan and its
implementation has resulted in the identification of 10 priorities that are now
supported by issue specific workstreams. Most workstreams are supported
by an action plan and the activities within this are reported to the Strategic
Community Planning Partnership using Report Cards developed via
Outcomes Based Accountability methodology. An annual Performance
Update Report is provided to the Strategic Partnership and help make
partnership members collectively accountable for the impact all public
services have on the people who live in Ards and North Down.

The governance arrangements for community planning in Ards and North Down
are managed via a partnership agreement outlining the roles and responsibilities
of those who deliver public services across all tiers of the partnership — strategic
and operational. This Partnership Agreement was reviewed and updated in
February 2022.

While 10 priorities were agreed by the Strategic Partnership prior to COVID-19,
these were further reviewed using the Big Conversation Panel and wvia feedback
from a Community Support Steering Group, to ensure their relevance in a post-
Covid world. The Big Plan Part Il | Our Big Priorities is published on the Council
website The Big Plan for Ards and Morth Down | Ards and Morth Down Borough
Council.
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19. Arrangements for reviewing and updating standing orders, standing
financial instructions, a scheme of delegation and supporting procedure
notes and manuals, which clearly define how decisions are taken and the
processes and controls required to manage risks

Meetings of the Council and its Committees are conducted in accordance with a
set of agreed Standing Orders. Any changes to these documents require formal
approval by the Council.

The Standing Orders set out the formal mechanisms by which the Council
regulates the conduct of its meetings and are subject to regular review and
update in response to the changing environment and the needs of the Council.
The Standing Orders have been reviewed and amended as and when required
since 2015. The latest review was approved in December 2021.

During the pandemic legislation was enacted to allow council meetings to take
place remotely, via video conferencing technology. This legislation has been to
be extended on a number of occasions.

In addition, there is a range of human resource management, financial
management, procurement and project management policies and procedures in
place, some of these are carried forward from legacy organisations, The Council
will keep its policies and procedures under review to ensure that they provide
sufficient and comprehensive coverage. The Corporate Risk Register is subject
to formal update and is reported to the Audit Committee at least twice yearly, or
maore regularly if required.

Any suspension of Standing Orders requires approval by the Council by way of
qualified majority.

20. Arrangements in respect of partnerships and other joint working as
identified by the Audit Commission’s report on the governance of
partnerships.

The Council has responsibility to initiate, maintain, facilitate and participate in
community planning. The statutory partners have all agreed to a Partnership
Agreement which commits them to be active participants in the community
planning process and to provide relevant staff for each of the workstreams. The
agreement also sets out that all partners are equal and provides rules of
attendance at meetings and how decision should be made. The Parnership
Agreement was reviewed, updated and endorsed by the Strategic Partnership in
February 2022. Reports on the process and progress in relation to Community
Planning are reported regularly to the Council’'s Corporate Services Committee.

The Council also participates in arc2l Joint Committee along with five other
councils in order to discharge statutory responsibiliies set out in its waste
management plan. This joint committee has been established as a body
corporate and participating organisations have agreed to Collaboration
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Agreement (Terms of Agreement), which includes a statement of principles.
Reports in respect of the activities of and decisions required by arc21 are brought
to the Council's Environment Committee.

General Power of Competence

The Local Government Act (Morthern Ireland) 2014 gave councils a general power of
competence, enabling them to take any action they consider appropriate provided the
action was not prohibited by any other legislation. Councils have been provided with
the ability to act in their own interests and to develop innovative approaches to
addressing issues in their Borough. Under the Council's Standing Orders, a qualified
majority shall be required on the exercise of the general power of competence in
accordance with Section 79 of the Act. This power was not used during the reporting
period.

Review of effectiveness
A. Overview of the Review Process

The Council has responsibility for conducting, at least annually, a review of the
effectiveness of its governance framework including the system of internal
control. The review of effectiveness is informed by the work of the Council’'s CLT,
who have responsibility for the development and maintenance of the governance
environment, the Head of Internal Audil's annual report, and also by comments
and recommendations made by the external auditors.

Recommendations arising out of internal and external audits are agreed with
management before finalisation to ensure that they will achieve the desired
enhancement to the control environment and are practical solutions. Follow up
reviews are also reported to the Audit Committee.

The Chief Executive has responsibility for preparing this Annual Governance
Statement. In preparing this statement, he has considered the governance
framework and system of internal controls in place. This review has been
undertaken taking account of Guidance on the Local Government (Accounts and
Audit) Regulations (MNorthern Ireland) 2015 issued by the Department of the
Environment in November 2015. The Chief Executive leads the Council's CLT to
collectively have involvement in, and oversight of, the processes involved in
maintaining and reviewing the effectiveness of the governance framework. In
producing this statement, full regard has been made to the register of interests
for Councillors, the Corporate Risk Register, Statements of Assurance provided
by each Head of Service and Director to the Chief Executive for year ended 31
March 2023.

The Council itself maintains overall control of the governance framework and has
been involved, for example, in approving the implementation of the risk
management policy and statement of assurance processes, Primary
responsibility for overseeing the governance process is the responsibility of the
Audit Committee as a standing committee of Council. The role of the Audit
Committee extends to receiving reports from the Council's internal and external
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auditors to ensure that any issues raised are subject to due consideration and
are addressed by CLT on a timely basis.

In considering this Annual Governance Statement, the Audit Committee has
considered the review of the governance framework and system of internal
controls prepared by the Chief Executive.

. Internal Audit

The Council's Internal Audit service is provided under contract by Deloitte Ireland
LLP. Internal Audit provides an independent opinion on the adequacy and
effectiveness of the Council’s system of internal control. Internal Audit reports
any deficiencies in internal control to the Chief Executive and Directors whose
responsibility it is to consider any recommendations made and to take necessary
remedial action. The results of the work of Internal Audit are also reported to the
Audit Committee on a quarterly basis to ensure that continuous improvement
takes place. These reports include a half-yearly report on the progress being
made to implement previous agreed recommendations and an annual report
from the Head of Internal Audit, providing overall assurance on the systems of
internal control in place.

The Council has both a four-year strategic audit plan and a one-year operational
plan covering the financial year under review, both of which have been agreed
by the Audit Committee following discussions with CLT and HoST. The internal
audit approach is risk based and our audit plan has been developed following an
audit needs assessment as detailed in the Internal Audit Strategy 2019-2023.
The audit plan for 2022/23 was designed to cover the high-risk areas identified
by this audit needs assessment. An executive summary of each Internal Audit
report has been reported to the Audit Committee, including recommendations,
management responses and an assignment to an appropriate manager for
implementation by a specified date.

During 2022/23, 11 internal audits were completed, nine of these were assurance
reviews and two were advisory in nature. Of the nine assurance reviews, eight
received satisfactory assurance and one received limited assurance. This final
audit was in respect of Cyber Security and there were 15 High Priority
recommendations still open from the previous advisory review carried out in
2019. In addition, 26 medium priority and 10 low priority recommendations are
still open.

All Internal Audit recommendations have been accepted or accepted in principle
by management and each has been allocated to a responsible officer and given
a timescale for implementation.

For the period under review, Internal Audit has provided a satisfactory assurance
on the overall system of internal control. Whilst Internal Audit has identified the
need for certain improvements, there were no issues raised that are considered
o represent a significant governance issue.

The Council's internal audit contractor undertakes an annual review of the
effectiveness of the Internal Audit service in line with the requirements of the
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Public Sector Internal Audit Standards. This review was reported by exception
to the Audit Committee and proved satisfactory.

. Statements of Assurance

The Service Statements of Assurance have been reviewed and the following
points noted:

General - ldentification of Risk, Monitoring and Control measures

All Services have confirmed that they are satishied that any risks identified have
appropriate internal controls and any further actions taken, or to be taken, to
adequately mitigate or resolve the risk have been identified.

The impact of COVID has reduced with fewer reports of negative, or potentially
negative, impacts. Risk assessments and procedures being reviewed as Council
services move forward to a return to pre-COVID, or altered way of, working.
COVID 19 remains a risk, to be considered alongside other potentially risks as
part of the normal risk assessment process. There is a renewed focus on staff
training which could not be held during the pandemic. Environmental Health
continues to reprioritise service delivery due to the backlog of inspections and
business interventions in addition to the continued implementation of the Food
Standards Agency recovery plan. Parks and Cemeteries reported post-COVID
stress with interventions planned to assist staff,

Section 1 - Strategic and Operational Risk Management

Services report appropriate controls are currently in place and have identified
satisfactory actions to review, monitor, control, mitigate and resolve issues,
where appropriate.

Waste and Cleansing services reported that the previously notified significant
financial liability risk, if the bidding process for the Residual Waste Treatment
project is collapsed by the client (arc21), remains. The Planning permission
refused by the Department for Infrastructure Minister is now subject to judicial
review. This has significant implications for the future of arc2l, in terms of
delivering infrastructure for member councils.

Environmental Health Protection and Development service continues to work
with funders and other Councils to understand the impact of changes to
regulation in relation to EU exit and the NI protocol. The implication for service
delivery remains unknown as guidance on the Windsor Agreement is still
outstanding.

Section 2 — Internal Control

There are no key issues arising to cause significant concern or requiring
immediate action. Updates on Internal Audit recommendations are reported to
Audit Committee on a half yearly basis.

As part of the rate setting process for 2023/24 Council agreed to a major review

of waste management services, in order o identify how recycling rates can be
increased and further financial savings achieved. Waste and Cleansing service
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have reported that an initial review of the Waste Management Plan will be
completed, with a full review to be done once the new NI Waste Strategy by
DAERA has been finalised and implemented.

Leisure service reported that staffing levels are a concern and that the impact of
this on staff welfare and service delivery is an ongoing issue.

Section 3 — Governance

Assets and Property Services have reported that there is an ongoing dispute over
design and workmanship at Aurora which is expected to be a lengthy legal
process. The service has also reported that the situation with a large contract
existing for vehicle hire with a local company which has not been subject to
procurement processes Is ongoing.

Strategic Transformation and Performance service has reported that an
anonymous whistleblowing allegation has been received relating to the
procurement and management of a minor external works and hired plant contract
which is being investigated.

Waste and Cleansing reported that a noise complaint has been lodged regarding
operations at the North Road Depot, following the removal of trees and an earth
bund by a developer. The service is awaiting the outcome of Environmental
Health monitoring reports to identify if mitigation is required.

Planning have reported that the introduction of the new planning portal
replacement resulted in downtime and inability to accept planning applications
which had an impact on fee income and targets, this has been addressed since
the introduction of the new portal.

Community and Culture service the previously reported COVID grant claim error
has potentially been resolved and the service is awaiting the processing of the
final claims. The service has also reported that irreqularities in the timekeeping
of employees has been discovered which is being investigated.

Regulatory Services reported a risk of significant reduction in building control
income due to the current economic uncertainty. In addition,

there is the possibility of changes in how this service is delivered depending on
the outcomes of the Grenfell Report and Building Safety Review.

Leisure service reported that the preferred operating model for Community
Centres and Halls needs to be determined and planning put in place to ensure
continuity of service provision.

Section 4 — Miscellaneous

Leisure service has highlighted the need for a decision on future operating
models needs to be made to provide certainty for staff. In addition, the budget
setting process has meant that a number of service issues need o be considered
such as reduced opening hours and withdrawal of services not funded.

Page 25 of 27



Back to Agenda

Unclassified

D. Corporate Risk Register

Within the register, management have identified significant residual risks (after
current mitigating actions) regarding:

« the Council's Local Development Plan (LDP) being found to be unsound
due to unavailability of a draft Belfast Metropolitan Transport Strategy
(BMTP). The Council's Head of Planning attends the BMTP project
board and officers willl continue to work with Department for
Infrastructure and Translink colleagues on LDP issues

« Breach of Cyber Security. Damage to systems, or theft, leading to a
failure to deliver services, financial loss, legal action or regulatory action
due to non-complhance with information management legislation
(including GDPR and Data Protection Act 2018). Improvements
continue to be made to increase resilience and awareness. A cyber
security action plan to integrate cyber security across the organisation is
in progress,

« Data Breach Response & Recovery. Inadequale response (speed /
statutory compliance / inadequate controls [ process / risk mitigation &
provision [/ reputation / resourcing). Actions to be taken include the
development of a critical incident policy and procedure, establishment of
working group to address cross-organisation issues, development of a
risk register, review of cyber systems and risks and also staff training.

« Lack of adequate and effective business continuity, disaster recovery
and emergency planning processes leading to inability of the Council to
deliver on its core functions.

Emergency planning: ‘Martyn's Law’, The legislation, still in draft, is part
of the government’'s response to the Manchester Arena Inquiry Volume
1, which recommended the introduction of legislation to improve the
safety and security of public venues. The legislation will place a
requirement on those responsible for certain venues to consider the
threat from terrorism and implement appropriate and proportionate
mitigation measures to ensure that people are prepared, ready to
respond and know what to do in an attack. It is anticipated that better
protection will be delivered through enhanced security systems, staff
training, and clearer processes.

Better protection will be delivered through enhanced security systems,
staff training, and clearer processes. The proposed obligations are
tiered.

Business Continuity: Overarching Business Continuity plan and service
Business Impact Analysis (BIAs) outstanding. Whilst business continuity
plans were developed to limit service impacts during COVID the plan and
BlAs post-COVID require completion. As normal business operations
progress with rore reliance on digital services for both information
storage and service delivery, cyber security and the risk of long term to
total loss of information remains the highest risk to business confinuity.
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E. Fraud, Whistle Blowing and Data Protection

During the year there were no whistleblowing incidents nor reportable data
protection events. Three incidents were reported to the Northern Ireland Audit
Office in relation to potential frauds. These have been processed in line with
normal procedures.

The Council has been advised on the implications of the result of the review of the
effectiveness of the governance framework by the Chief Executive and plan to address
weaknesses and ensure continuous improvement of the system,

Significant governance Issues

There are no significant governance issues. Although there are a number of areas
where ongoing improvements can be made, these are not considered to be
fundamental in nature.

Chief Executive and Chief Financial Officer Chair of Audit Committee
26 June 2023 26 June 2023
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ITEM 6¢C

Ards and North Down Borough Council

Report Classification  Unclassified
Council/lCommittee  Audit Committee

Date of Meeting 26 June 2023

Responsible Director  Director of Corporate Services

Responsible Head of Head of Finance
sernvice

Date of Report 13 June 2023
File Reference

Legislation Local Government Act (NI) 2014

Local Government (Accounts and Audit) Regulations
(MI) 2015

Section 75 Compliant  Yes [E No [ Other L]
If other, please add comment below;

Subject Terms of Reference Review - June 2023

Attachments Terms of Reference Appendix 1

In line with good practice the Audit Committee should review it terms of reference
annually and make recommendations to Council to ensure that it keeps up to date
with developments within legislation, guidance and regional and national issues.
The last review was carried out in June 2022.
The review has been carried out by the Head of Finance and there is only one minor
change (highlighted in the appendix), in respect of updating the officers expected to
attend in the light of the recent restructuring at Corporate Leadership Team level at
the beginning of the calendar year.

RECOMMENDATION

It is recommended that the Committee approves the report.
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Appendix 1
Audit Committee Terms of Reference — June 2023
Authority

Under the Local Government Act (Morthern Ireland) 2014 11 (1) “for the purpose of
discharging any functions in pursuance of arrangements made under this part

(a) a Council may appoint a committee of the council ...

... Subject to this Act the number of members of a committee appointed under
subsection (1), their term of office and the area (if restricted) within which the
committee is to exercise its authority must be fixed by the appointing council ..”

Overall, Purpose and Objectives

The Audit Committee will assist Council in fulfilling its oversight responsibilities and
has primary responsibility for overseeing the governance process. The Committee
will agree and annual work plan which will include the review of the system of
internal control and management of risks; the financial reporting process; the audit
process and the Council's processes for monitoring compliance with laws and
regulations and compliance with its own Standing Orders, policies and procedures.

In reaching its decisions the Audit Committee will have due regard to its impact on,
and implications for the Council's commitment to ensuring equality of opportunity
and, where possible and practicable, to ensure that the actions of the Committee are
proactive in this respect.

The Committee is a significant committee of the Council and is independent of all
other operational committees of the Council. The Committee will report to Council
and accordingly Council authorises the Committee, within the scope of its
responsibilities, to:

= Seek any information it requires from any Council employee or external party,
= Obtain external legal or professional advice as appropriate;

= Ensure the attendance of Council Officers at meetings as appropriate;

« Approve the annual governance statement and financial statements,

= Owversee progress in respect of the Performance Improvement Plan;

« Receive reports from the external auditor (in respect of financial and
performance improvement audits) and the internal auditor,;

= Approve the appointment of an Internal Auditor and receive regular reports
therefrom;

+  Receive notification of all significant Whistleblowing or Data Protection
incidents.

+ Receive progress reports & any investigation reports as part of the Council's
Fraud Response Plan into any significant incident of potential Fraud, Bribery
or Corruption.
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+  Regularly meet with the External and Internal Auditors in the absence of
management and no less than once per year in line with best practice.

Correspondingly, all employees are directed by Council to co-operate with any
request made by the Committee,

Membership
The Audit Committee will comprise:
+ 10 Members who are appointed by Council for a four-year term for the

purposes of continuity of expertise and knowledge plus one independent
member, appointed through public advertisement;

«  Membership should not include Mayor, Deputy Mayor, chairs of Committees
or Sub-committees.

= Council will nominate the Chair of the Committee in accordance with the
procedures for appointing positions of responsibility.

Meetings

The Audit Committee will meet quarterly in Church Street, Newtownards at 7.00pm
in March, June, September and December or January.

Special meetings may be convened as required,

The Chief Executive, Director of Corporate Services and Head of Finance will attend
all meetings.

External and Internal Auditors will be invited to attend all meetings and the Audit
Committee can invite other persons as it deems necessary, who may be asked to
make presentations to the Committee as appropriate.

The Audit Committee will comply with the Council's standing orders.

Review and Revised June 2023
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